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Trending the trends: Eleven years of research
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I N 2020, THE next stage of digital’s evolution welcomes us with the promise of emotionally intelligent 
interfaces and hyperintuitive cognitive capabilities that will transform business in unpredictable ways. Yet 
as we prepare for the coming decade of disruptive change, we would be wise to remember an important 

point about yesteryear’s leading-edge innovations: Architects of the 1980s designed mainframe systems that 
continue to run and generate business value today. Sure, they’re outmoded by today’s standards, but how 
many of us will build systems that run for decades? And how’s that for a legacy?

Architecting for longevity and adaptability requires a deep understanding of both today’s realities and 
tomorrow’s possibilities. It requires an appreciation for the technology and market forces driving change. 
$QG�¿QDOO\��LW�UHTXLUHV�D�ORQJ�WHUP�FRPPLWPHQW�WR�IRFXVHG�DQG�LQFUHPHQWDO�SURJUHVV�

Against this backdrop, we present Tech Trends 2020, Deloitte’s 11th annual examination of the emerging 
WHFKQRORJ\�WUHQGV�WKDW�ZLOO�D̆HFW�\RXU�RUJDQL]DWLRQ�RYHU�WKH�QH[W����WR����PRQWKV��6HYHUDO�RI�WKLV�\HDU¶V�
WUHQGV�DUH�UHVSRQVHV�WR�SHUVLVWHQW�,7�FKDOOHQJHV��2WKHUV�UHSUHVHQW�WHFKQRORJ\�VSHFL¿F�GLPHQVLRQV�RI�ODUJHU�
HQWHUSULVH�RSSRUWXQLWLHV��$OO�DUH�SRLVHG�WR�GULYH�VLJQL¿FDQW�FKDQJH�

We begin Tech Trends 2020 with a timely update on the nine macro technology forces we examined in 
ODVW�\HDU¶V�UHSRUW��7KHVH�IRUFHV²GLJLWDO�H[SHULHQFH��DQDO\WLFV��FORXG��FRUH�PRGHUQL]DWLRQ��ULVN��WKH�EXVLQHVV�
of technology, digital reality, cognitive, and blockchain—form the technology foundation upon which 
RUJDQL]DWLRQV�ZLOO�EXLOG�WKH�IXWXUH��7KLV�\HDU¶V�XSGDWH�WDNHV�D�IUHVK�ORRN�DW�HQWHUSULVH�DGRSWLRQ�RI�WKHVH�
macro forces and how they’re shaping the trends that we predict will disrupt businesses over the next 18 
WR����PRQWKV��:H�DOVR�ORRN�DW�WKUHH�WHFKQRORJLHV�WKDW�ZLOO�OLNHO\�EHFRPH�PDFUR�IRUFHV�LQ�WKHLU�RZQ�ULJKW��
ambient experience, exponential intelligence, and quantum.

In subsequent chapters, we discuss trends that, though grounded in today’s realities, will inform the way 
we work tomorrow. Our chapter on ethical technology and trust takes an in-depth look at how every aspect 
RI�DQ�RUJDQL]DWLRQ�WKDW�LV�GLVUXSWHG�E\�WHFKQRORJ\�EHFRPHV�DQ�RSSRUWXQLW\�WR�ORVH²RU�HDUQ²WKH�WUXVW�RI�
customers, employees, and stakeholders. We follow with a discussion of human experience platforms that 
will enable tomorrow’s systems to understand context and sense human emotion to respond appropriately. 
3LRQHHULQJ�RUJDQL]DWLRQV�DUH�DOUHDG\�H[SORULQJ�ZD\V�LQ�ZKLFK�WKHVH�SODWIRUPV�FDQ�PHHW�WKH�YHU\�KXPDQ�QHHG�
for connection.

Introduction
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Trends evolve in unexpected ways. And often, the most interesting opportunities happen at the places where 
they intersect. Several of this year’s trends represent fascinating combinations of macro forces and other 
technology advances. For instance, digital twins represents the culmination of modernized cores, advanced 
cognitive models, embedded sensors, and more—a recipe that is in itself a trend, even as it builds on evolving 
individual technologies.

We hope Tech Trends 2020 R̆HUV�WKH�LQVLJKWV�DQG�LQVSLUDWLRQ�\RX�ZLOO�QHHG�IRU�WKH�GLJLWDO�MRXUQH\�DKHDG��
The road from today’s realities to tomorrow’s possibilities will be long and full of surprises, so dream big and 
architect accordingly. 

Tech Trends 2020
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Macro technology  
forces

Last year’s Tech Trends report 

explored nine macro technology 

forces that form the backbone 

of business innovation and 

transformation. For a decade, 

we’ve been tracking the 

emergence and eventual ascent 

of digital experience, analytics, 

cloud, digital reality, cognitive, 

blockchain, the business of IT, 

risk, and core modernization. This 

year’s update takes a fresh look 

at enterprise adoption of these 

macro forces and explores how 

they’re shaping the tech trends 

we predict will disrupt businesses 

over the next 18 to 24 months. 

To realize the full promise of 

these forces, organizations are 

exploring how they intersect 

to create more value as well as 

new ways to manage technology 

and the technology function. 

This necessary step is becoming 

increasingly important as 

businesses prepare to tackle 

emerging forces that appear 

farther out on the horizon: 

ambient experience, exponential 

intelligence, and quantum. 

Ethical technology 
and trust

In a growing trend, leading 

companies are realizing that 

every aspect of their organization 

that is disrupted by technology 

represents an opportunity to 

gain or lose trust. They are 

approaching trust not as a 

compliance or public relations 

issue, but as a business-critical 
goal to be pursued. In this light, 

trust becomes a 360-degree 

undertaking to ensure that 

the many dimensions across 

an organization’s technology, 

processes, and people are 

working in concert to maintain 

the high level of trust expected 

by their many stakeholders. 

Business leaders are reevaluating 

how their products, services, and 

the decisions they make—around 

managing data, building a 

partner ecosystem, and training 

employees, among others—build 

trust. CIOs are emphasizing  

“ethical technology” and creating 

a set of tools to help people 

recognize ethical dilemmas when 

making decisions on how to use 

disruptive technologies. Leaders 

who embed organizational values 

and tech ethics across their 

organization are demonstrating a 

commitment to “doing good” that 

can build a long-term foundation 

of trust with stakeholders. 

Executive summary

Finance and the 
future of IT

As technology strategy has 

increasingly become a core 

part of business strategy in 

organizations, the demand for 

improved outcomes has grown. 

To achieve this, we expect to 

VHH�PRUH�Ζ7�DQG�ȴQDQFH�OHDGHUV�
working together to develop 

ȵH[LEOH�DSSURDFKHV�IRU�LQQRYDWLQJ�
and operating at the speed 

of agile. Whether under the 

name of supporting innovation, 

defending against disruption, or 

enabling digital transformation, 

Ζ7�ZLOO�QHHG�ȴQDQFHȇV�VXSSRUW�WR�
HHFWLYHO\�UHWKLQN�JRYHUQDQFH�
of technology innovation, 

adapt to Agile methodologies, 

and secure creative capital. 

The work of transitioning to 

QHZ�ȴQDQFH��EXGJHWLQJ��DQG�
accounting processes that 

support innovation will not 

happen overnight. But there 

are strong incentives for both 

&Ζ2V�DQG�&)2V�WR�ȴQG�ZD\V�WR�
HHFWLYHO\�IXQG�LQQRYDWLRQ��6RPH�
companies are already embracing 

this trend and are exploring 

possibilities. They are at the 

leading edge and will likely be 

WKH�ȴUVW�WR�HQMR\�WKH�FRPSHWLWLYH�
advantages that come when 

ȴQDQFH�IXQGV�LQQRYDWLRQ�DW�WKH�
speed of agile. 

Executive summary
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Digital twins: Bridging 
the physical and digital 

The idea of using virtual models 

to optimize processes, products, 

or services is not new. But 

RUJDQL]DWLRQV�DUH�ȴQGLQJ�WKDW�
increasingly sophisticated 

simulation and modeling 

capabilities, power visualization, 

better interoperability and 

IoT sensors, and more widely 

available platforms and tools 

are making it possible to create 

simulations that are more 

detailed and dynamic than 

ever. Digital twins can increase 

HɝFLHQF\�LQ�PDQXIDFWXULQJ��
optimize supply chains, transform 

SUHGLFWLYH�ȴHOG�PDLQWHQDQFH��DLG�
LQ�WUDɝF�FRQJHVWLRQ�UHPHGLDWLRQ��
and much more. Organizations 

making the transition from selling 

products to selling bundled 

products and services, or selling 

as-a-service, are increasing use of 

digital twins. As capabilities and 

sophistication grow, expect to see 

more organizations use digital 

twins to optimize processes, 

make data-driven decisions 

in real time, and design new 

products, services, and business 

models. In the long term, realizing 

digital twins’ full promise may 

require integrating systems and 

data across entire ecosystems.   

Human experience 
platforms 

A growing class of AI-powered 

solutions—referred to as 

ȊDHFWLYH�FRPSXWLQJȋ�RU�ȊHPRWLRQ�
$ΖȋȃDUH�UHGHȴQLQJ�WKH�ZD\�
we experience technology. 

In the coming months, more 

companies will ramp up their 

responses to a growing yet 

largely unmet demand for 

technology to better understand 

humans and to respond to us 

more appropriately. Historically, 

computers have been unable 

to correlate events with human 

emotions or emotional factors, 

but that’s changing as innovators 

are adding an emotional quotient 

(EQ) to technology’s IQ, at 

scale. Combining AI, human-

centered design techniques, and 

technologies currently being used 

in neurological research to better 

understand human needs, human 

experience platforms will be able 

to recognize a user’s emotional 

state and the context behind 

it, and then respond suitably. 

Indeed, the ability to leverage 

emotionally intelligent platforms 

to recognize and use emotional 

data at scale is one of the biggest, 

most important opportunities for 

companies going forward.

Architecture awakens 
 
 

Growing numbers of technology 

and C-suite leaders are 

recognizing that the science of 

technology architecture is more 

strategically important than ever. 

Indeed, to remain competitive 

in markets being disrupted 

by technology innovation, 

established organizations will 

need to evolve their approaches 

to architecture—a process that 

can begin by transforming the 

role technology architects play 

in the enterprise. In the coming 

months, we expect to see more 

organizations move architects 

out of their traditional ivory 

towers and into the trenches. 

These talented, if underused, 

technologists will begin taking 

more responsibility for services 

and systems. Likewise, they 

will become involved in system 

operations. The goal of this shift 

is straightforward: move the most 

experienced architects where they 

are needed most—into software 

development teams that are 

designing complex technology. 

Investing in architects and 

architecture and promoting their 

strategic value enterprisewide 

can evolve this IT function into a 

FRPSHWLWLYH�GLHUHQWLDWRU�LQ�WKH�
digital economy.

Tech Trends 2020
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Horizon next: A future 
look at the trends 

There’s growing interest among 

enterprises in looking beyond 

what’s new to what’s next, and 

no wonder—an understanding 

of what’s coming may inform 

early planning and enable 

relationships that could make 

reaping future rewards possible. 

Leading organizations have 

disciplined, measured innovation 

programs that align innovation 

with business strategy and a 

long-term technology landscape. 

They take a programmatic 

approach to sensing, scanning, 

vetting, experimenting, and 

incubating future macro 

technology forces—such as 

ambient experiences, exponential 

intelligence, and quantum—until 

the technology, the market, and 

the business applications are 

ready on an enterprisewide 

scale. Other organizations should 

consider following suit, using the 

knowledge gained to reimagine 

and transform their enterprises, 

agencies, and organizations 

before they themselves are 

disrupted. In a world of seemingly 

LQȴQLWH�XQNQRZQV��LW�LV�SRVVLEOH�WR�
focus attention on a meaningful 

collection of known technologies 

that, taken together, can help you 

chart a path to the next horizon.

Executive summary
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A 6�7+(�8135(&('(17('�expansion of 
technology-driven innovation fuels a high-
stakes game of competitive whack-a-mole, 

DQ�RUJDQL]DWLRQ¶V�DELOLW\�WR�H[SORLW�WHFKQRORJ\�WR�
its advantage will determine its survival. Leaders 
across sectors now routinely elevate technology to a 
strategic business priority. 

Emerging technology trends stir competing 
emotions and narratives, often pushing us beyond 
RXU�FRPIRUW�]RQHV��:H¶UH�LQVHSDUDEOH�IURP�RXU�
mobile devices, but they constantly interrupt us with 
DQ�RYHUZKHOPLQJ�ÀRZ�RI�LQIRUPDWLRQ��&RJQLWLYH�
assistants are helpful time-savers, but most of us 
¿QG�WKHP�D�OLWWOH�FUHHS\��,QYHVWRUV�DUH�EXOOLVK�RQ�
À\LQJ�WD[LV��EXW�VDYY\�FRQVXPHUV�DUH�GLVWUXVWIXO�RI�
empty media hype and promises that exceed reality. 
And a painful tension exists between the possibilities 
of exciting novel technologies and the responsible 
exploration of technology domains at the forefront  
RI�DQ�RUJDQL]DWLRQ¶V����WR����PRQWK�LQYHVWPHQW�
road map. 

Eleven years of research and deep engagement with 
global business and technology executives have 
helped bring clarity to this ongoing drama—and a 
VLPSOHU�ZD\�WR�WKLQN�DERXW�VLJQL¿FDQW�WHFKQRORJ\�
developments. Last year’s Tech Trends report1  

explored nine macro technology forces that have 
been—and continue to be—the backbone of 
business innovation and transformation: digital 
experience, analytics, cloud, digital reality, cognitive 
technologies, blockchain, the business of technology, 
ULVN��DQG�FRUH�PRGHUQL]DWLRQ��)RU�D�GHFDGH��ZH¶YH�
been tracking their emergence and eventual ascent, 
H[SORULQJ�KRZ�RUJDQL]DWLRQV�DUH�XVLQJ�WKHP�WR�
innovate and drive purposeful, transformational 
change.  

Digital experience, analytics, and cloud are 
enabling technologies that have proven their value—
and then some—over the past decade. They are the 
basis of numerous successful corporate strategies 
and new business models.  

This decade’s disruptors are digital reality, 
cognitive technologies, and blockchain. 
Adoption is on the uptake, with business cases 
multiplying across industries. We expect these 
GLVUXSWRUV�WR�VSDUN�VXUSULVHV�WKURXJKRXW�WKH�����V�� 

The business of technology, risk, and core 
modernization are foundational technologies. To 
carry the weight of technology-driven transformation 
and innovation initiatives, they need to be stable, 
strong, and sustainable. 

These macro forces help drive meaningful 
conversations about emerging technologies not 
only with the CIO, CTO, and tech shop but with the 
CEO and the broader C-suite, board members, and 
line-of-business presidents. Discussing emerging 
technologies in the context of this framework can 
help simplify the tsunami of tech advances and 
ground in reality the investments and innovations 
coming from labs, startups, and R&D centers around 
the world. Smaller trends can be plotted on the 
HYROXWLRQDU\�WUDMHFWRU\�RI�WKHVH�PDFUR�IRUFHV�� 

This year’s update takes a fresh look at enterprise 
adoption of these macro forces and reviews how 
they’re shaping the tech trends predicted to disrupt 
EXVLQHVVHV�RYHU�WKH�QH[W����WR����PRQWKV��:H�DOVR�
SHHN�EH\RQG�WKH�KRUL]RQ�DQG�XQYHLO�WKUHH�PDFUR�
forces—ambient experience, exponential intelligence, 
and quantum—that we expect to shape enterprise 
DQG�WHFKQRORJ\�VWUDWHJLHV�LQWR�WKH�����V�DQG�EH\RQG�

Macro technology forces

A second look at the pillars of past, current,  
and future innovation

Macro technology forces

https://www2.deloitte.com/us/en/insights/focus/tech-trends/2019/macro-technology-trends-forces-at-work.html
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Digital experience continues to be a critical driver of enterprise transformation—

in fact, 64 percent of participants in Deloitte’s 2018 global CIO survey say digital 

WHFKQRORJLHV�ZLOO�DHFW�WKHLU�EXVLQHVVHV�LQ�WKH�QH[W�WKUHH�\HDUV�2�6LQFH�ZH�H[DPLQHG�
this trend last year in Beyond marketing: Experience reimagined,3 organizations are 

dispensing with the traditional notion of customer acquisition-focused marketing, 

focusing instead on creating more human-centric interactions—including with their 

own employees and business partners.

This year, in human experience platforms, we discuss how leading organizations are 

creating customized, emotionally intelligent digital experiences based on individuals’ 

behaviors, preferences, and emotions using an integrated array of AI capabilities 

such as voice stress analysis and microexpression detection tools. Consider, for 

example, the use of EEG- and machine learning-enabled headsets that shed light on 

situations that distract or create stress for employees, enabling businesses to design 

EHWWHU�ZRUNȵRZV�DQG�ZRUN�HQYLURQPHQWV�

Analytics includes foundational capabilities and tools that generate powerful 

insights. Data management, data governance, and supporting architecture are age-

old problems that not only are critical building blocks for AI programs but are tactical 

concerns as organizations work in a dynamic and complex regulatory environment 

with mandates on data residency, privacy, and usage. 

CIOs understand what’s at stake: 60 percent of them say that data and analytics 

ZLOO�DHFW�WKHLU�EXVLQHVVHV�LQ�WKH�QH[W�WKUHH�\HDUV�4 But the issue is becoming only 

more challenging. The tried-and-true concepts of “data at rest” and “data in use” are 

MRLQHG�E\�ȊGDWD�LQ�PRWLRQ�ȋ�ZKLFK�LV�VXSSRUWHG�E\�WRROV�IRU�GDWD�VWUHDPLQJ��LQJHVWLRQ��
FODVVLȴFDWLRQ��VWRUDJH��DQG�DFFHVV��7KH�JRRG�QHZV"�&ORXG��FRUH�PRGHUQL]DWLRQ��
cognitive, and other technologies are bringing fresh solutions to an exceptionally 

complicated challenge. 

Developments in data analytics have helped advance many of this year’s trends. For 

H[DPSOH��WKH�DELOLW\�WR�HɝFLHQWO\�DQG�FRVW�HHFWLYHO\�SURFHVV�DQG�LQWHJUDWH�ODUJH�
amounts of data has spurred the creation of more advanced digital twin technology—

EXW�LW�KDV�DOVR�FUHDWHG�D�GHȴFLW�RI�WUXVW��OHDGLQJ�WR�RXU�IRFXV�RQ�ethical technology and 
trust.

Cloud’s takeover of the enterprise is nearly complete. Ninety percent of organizations 

use cloud-based services5 and they aren’t putting on the brakes. In fact, cloud 

investments are expected to double as a percentage of IT budget over the next three 

years.6 As we predicted in 2017, the use of cloud, extending beyond infrastructure, 

has given rise to everything-as-a-service, enabling any IT function to become a cloud-

based service for enterprise consumption.7 Hyperscalers—the handful of massive 

companies that dominate the public cloud and cloud services industries8 —have 

shifted investments higher up the stack, providing platforms for advanced innovation 

in the other macro forces, including analytics, cloud, blockchain, digital reality, and in 

the future, quantum. 

Cloud has also forced the reimagining of some tried-and-true roles. For example, as 

we discuss in architecture awakens, giving architects the ability to take full advantage 

RI�PRGHUQ�FORXG�EDVHG�RHULQJV�SOD\V�D�FULWLFDO�UROH�LQ�GHYHORSLQJ�FRPSOH[�Ζ7�
systems and applications in a hybrid world. 

Enablers

:KHQ�ZH�¿UVW�EHJDQ�H[SORULQJ�GLJLWDO�H[SHULHQFH��DQDO\WLFV��DQG�FORXG�D�GHFDGH�DJR��ZH�XQGHUVWRRG�WKH�
SRVVLELOLWLHV�EXW�ZHUHQ¶W�TXLWH�VXUH�KRZ�VLJQL¿FDQW�WKHLU�LPSDFW�ZRXOG�EH��6LQFH�WKHQ��WKHVH�QRZ�IDPLOLDU�
enabling forces have powered the disruption of businesses, operating models, and markets. They continue to 
evolve at an astounding pace. 

Digital 
experience

Analytics

Cloud

Tech Trends 2020
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Digital reality technologies, including AR/VR, mixed reality, voice interfaces, speech 

recognition, ambient computing, 360° video, and immersive technologies, promote 

more natural user engagement by seamlessly extending a human-centric experience 

EH\RQG�WKH�FRQȴQHV�RI�NH\ERDUGV�DQG�VFUHHQV��7KH�JRDO�LV�QDWXUDO��LQWXLWLYH��DQG�
potentially imperceptible interactions with underlying technologies. 

Commercial applications of digital reality are growing.9 For example, as discussed in 

human experience platforms, many companies are using digital reality technologies to 

deepen emotional connections and empathy among customers and employees. And 

in digital twins��ZH�VHH�KRZ�GLJLWDO�UHDOLW\�FDQ�KHOS�EULQJ�WKH�GLJLWDO�WZLQ�WR�OLIH��8VLQJ�
AR, a manufacturer can provide its workers with a view into 3D content from a digital 

twin, improving worker productivity.10 

Cognitive technologies, such as machine learning, neural networks, robotic process 

automation, bots, natural language processing, neural nets, and the broader domain 

of AI, have the potential to transform nearly every industry. These technologies 

personalize and contextualize the human-technology interaction, allowing businesses 

to provide tailored language- and image-based information and services, with 

minimal or no human involvement.

Demand for cognitive technologies is skyrocketing—IDC forecasts spending to reach 

86������ELOOLRQ�LQ�����11ȃDOWKRXJK�WKHLU�SRWHQWLDO�EHQHȴWV�DUH�DFFRPSDQLHG�E\�
VLJQLȴFDQW�WUXVW�DQG�WHFK�HWKLFV�FRQVLGHUDWLRQV��$V�ZH�GLVFXVV�LQ�ethical technology 
and trust, a company can help build a reputation as a trusted global brand by being 

transparent about the use of cognitive technologies, evaluating the impact on 

FXVWRPHU�WUXVW��DQG�SURDFWLYHO\�VHHNLQJ�WR�XQGHUVWDQG�DQG�PLWLJDWH�WKH�HHFWV�RQ�
customers and their data.

 

Blockchain is a critical technology priority for more than half of those who 

SDUWLFLSDWHG�LQ�'HORLWWHȇV������*OREDO�%ORFNFKDLQ�6XUYH\��D����SRLQW�LQFUHDVH�IURP�
2018. Eighty-three percent could identify compelling blockchain use cases, a 9-point 

increase from the previous year. Results suggest that in 2019, the topic of enterprise 

EORFNFKDLQ�GLVFXVVLRQV�VKLIWHG�IURP��Ȋ:LOO�EORFNFKDLQ�ZRUN"ȋ�WR��Ȋ+RZ�FDQ�ZH�PDNH�
EORFNFKDLQ�ZRUN�IRU�XV"ȋ12 

)LQDQFLDO�VHUYLFHV�DQG�ȴQWHFK�FRPSDQLHV�FRQWLQXH�WR�OHDG�EORFNFKDLQ�GHYHORSPHQW��
but other sectors—notably, government, life sciences and health care, and 

technology, media, and telecommunications—are also advancing blockchain 

initiatives.13�6LPLODU�WR�FORXG��RXU�architecture awakens trend discusses how blockchain 

provides architects with an opportunity to do bold new things, disrupting the status 

quo as they work on multidisciplinary teams to help achieve business outcomes.

Disruptors

Today’s disruptors—digital reality, cognitive technologies, and blockchain—are the descendants of 
experience, analytics, and cloud. As the change agents of the coming decade, these newer trends may 
QR�ORQJHU�EH�FRQVLGHUHG�QRYHO��EXW�WKH\¶UH�RQ�WKH�FXVS�RI�EHFRPLQJ�DV�IDPLOLDU�DQG�VLJQL¿FDQW�DV�WKHLU�
predecessors. 

Digital 
reality

Cognitive

Blockchain

Macro technology forces
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The business of technology—how IT operates—is evolving as technology and 

business strategies converge. As companies increasingly look to reengineer IT not 

only to deliver operational excellence but to partner with business functions to 

GULYH�YDOXH�FUHDWLRQ��PDQ\�Ζ7�WHDPV�DUH�VKLIWLQJ�WKHLU�IRFXV�IURP�SURMHFW�GHOLYHU\�WR�
product and business outcomes and adopting collaboration-enabling development 

methodologies such as Agile and DevOps. 

The supercharged technology function can then help enterprises become more agile 

in their response to technology-driven market and business changes. In ȴQDQFH�
and the future of IT, we take a closer look at how new approaches to technology 

ȴQDQFH�DUH�KHOSLQJ�IXHO�EXVLQHVV�DJLOLW\��$QG�LQ�architecture awakens, we examine 

KRZ�RUJDQL]DWLRQV�DUH�UHGHȴQLQJ�WKH�DUFKLWHFWȇV�UROH�WR�FXOWLYDWH�UHVSRQVLYHQHVV�WR�
overarching business needs and encourage collaboration with business and end 

customers.

 

 

Risks facing enterprises in an innovation-driven era extend far beyond traditional 

F\EHU��UHJXODWRU\��RSHUDWLRQDO��DQG�ȴQDQFLDO�WKUHDWV��3DUWLFLSDQWV�LQ�WKH�2019 CEO and 
board risk management survey14 said the top threats to their companies were those 

related to new disruptive technologies and innovations, ecosystem partners, brand 

and reputation, and organizational cultures—even as they acknowledged they hadn’t 

prepared for or invested appropriately to manage these risks. 

Beyond the essentials of compliance and security, organizations are approaching 

the broader issue of trust as a corporate strategy driven by the potential risks that 

emerging technologies could have on products, services, and business goals. Ethical 
technology and trust examines the broad implications of trust—including ethics and 

responsibility, privacy and control, transparency and accountability, and security and 

reliability—on an organization’s people, processes, and technology. 

 

Core modernization�UHȵHFWV�WKH�RQJRLQJ�SUHVVXUHV�WKDW�GLJLWDO�WUDQVIRUPDWLRQ��XVHU�
expectations, and data-intensive algorithms put on core systems in the front, mid, 

DQG�EDFN�RɝFH��:KHWKHU�LWȇV�GLJLWDO�ȴQDQFH��D�UHDO�WLPH�VXSSO\�FKDLQ��RU�D�FXVWRPHU�
relationship management system, core systems support key business processes. 

Many CIOs recognize that their legacy systems lack the agility to innovate and scale, 

with 64 percent of CIO survey participants currently rolling out next-generation ERP 

or modernizing legacy platforms.15 

In an era of instantaneous, always-on, tailored interactions, organizations need 

to lower their overall technical debt. Thoughtful approaches to modernizing the 

core—reengineering existing legacy systems, refreshing ERP systems, and rewriting 

systems—are more important than ever. Architecture awakens discusses how 

technology architects are building on future-forward architectures that leverage new 

SODWIRUPV�WR�JHW�WKH�EHQHȴWV�RI�DJLOLW\��DXWRPDWLRQ��VHFXULW\��DQG�VFDODELOLW\��

Foundation

7KH�EXVLQHVV�RI�WHFKQRORJ\��ULVN��DQG�FRUH�PRGHUQL]DWLRQ�PD\�VHHP�SURVDLF�DQG�GXOO��EXW�WKHVH�IRUFHV�
are undeniably the heart of the business. And companies continue to make considerable investments 
and advances in these well-established domains. Combined, they provide a reliable, scalable foundation 
for digital transformation, innovation, and growth, and are a requirement for successful investments in 
analytics, cognitive, blockchain, and other disruptive technologies.

The business of 
technology

Risk

Core 
modernization
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Quantum

 

Ambient experience envisions a future in which technology is simply part of the 

environment. Computing devices continue to increase in power and shrink in size. 

These ever-smaller devices are evolving our input from unnatural (pointing, clicking, 

and swiping) to natural (speaking, gesturing, and thinking) and their interactions from 

reactive (answering questions) to proactive (making unanticipated suggestions).

As devices become seamless and ubiquitous, they and we are becoming increasingly 

inseparable. Imagine a future world where tiny, connected, context-aware devices 

DUH�HPEHGGHG�WKURXJKRXW�WKH�RɝFH��KRPH��DQG�EH\RQG��IXQFWLRQLQJ�DV�SDUW�RI�WKH�
background. Or neurofeedback technology that today enables game-playing through 

brainwave analysis16 could serve as the foundation for direct brain and neural 

interaction, allowing us to think a question or request and have an appropriate 

response or action delivered to our ambient experience. For example, thinking, “I 

need to leave for the airport in an hour” could trigger a cascade of background 

DFWLYLW\��LQFOXGLQJ�DUUDQJHPHQWV�IRU�DXWRPDWHG�ȵLJKW�FKHFN�LQ��D�YLUWXDO�ERDUGLQJ�
pass for biometric screening, a self-driving car programmed to activate at the correct 

terminal, setting your home smart system to “away,” and halting deliveries for the 

duration of the trip. 

 
 
Exponential intelligence will build on today’s cognitive capabilities. Today, machine 
LQWHOOLJHQFH�FDQ�ȴQG�SDWWHUQV�LQ�GDWD�EXW�FDQȇW�LQWHUSUHW�ZKHWKHU�WKRVH�SDWWHUQV�KDYH�
inherent sense. It lacks the ability to recognize and respond to the nuances of human 
interaction and emotion. And it is also very narrow—it can defeat a human chess 
JUDQGPDVWHU�EXW�FDQȇW�XQGHUVWDQG�WKH�QHHG�WR�ȵHH�IURP�D�URRP�RQ�ȴUH�

The future promises more. With semantic and symbolic understanding, machines will 
be able to tease out actual causality from spurious correlation. With a combination of 
technologies from human experience platforms, our virtual assistants will increasingly 
be able to recognize—and adapt to—our moods. And as researchers make progress 
DW�FUHDWLQJ�EURDG��QRW�MXVW�QDUURZ��H[SHUWLVH��H[SRQHQWLDO�LQWHOOLJHQFH�ZLOO�EH�DEOH�WR�
move beyond the statistical and computational. It will ultimately lead to more capable 
AI with, dare we say, personality.

 

 

Quantum harnesses the counterintuitive properties of subatomic particles to 
process information and perform new types of computation, communicate   
 “unhackably,” miniaturize tech, and more. For quantum computing, the special 
properties of these quantum bits, or qubits, have the potential to create exponential 
change. By manipulating individual particles, quantum computers will be able 
to solve certain highly complex problems that are too big and messy for current 
supercomputers—from data science to material science.

As researchers overcome current technical limitations, quantum computers will 
increasingly supplement classical computers. Data scientists will be able to scan 
ever larger volumes of data for correlations; material scientists can use qubits to 
simulate atoms in ways that are impracticable on classical computers; and fascinating 
possibilities exist in many other areas including communications, logistics, security 
and cryptography, energy, and more.

Emerging forces on the horizon 

$V�WKH�WKUHH�GLVUXSWRU�IRUFHV�DUH�JDLQLQJ�JURXQG�DQG�DUH�SRLVHG�WR�PDNH�VLJQL¿FDQW�EXVLQHVV�FRQWULEXWLRQV�
LQ�WKH�FRPLQJ�GHFDGH��WKUHH�WHFKQRORJ\�GHYHORSPHQWV�DQG�LQQRYDWLRQV²WKH�KRUL]RQ�QH[W²DUH�ZDLWLQJ�LQ�WKH�
ZLQJV��:H�ZLOO�EHJLQ�WR�IHHO�WKHLU�LPSDFW�WRZDUG�WKH�HQG�RI�WKH�����V�

Ambient 
experience

Exponential 
intelligence

Macro technology forces
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J2+1621�	�-2+1621�+(/36 people live longer, healthier lives by creating innovative medicines, life-

altering medical devices, and trusted consumer products. While there’s no denying that technology 

touches every aspect of our business, what matters most to our patients and customers is how our 

products help improve their lives. Technology absolutely plays an important role in getting us there, but it is 

a means to achieving our greater purpose of improving human health. 

Within this context, technology’s potential has always been front and center 

LQ�VRPH�DUHDV�RI�RXU�EXVLQHVV��VXFK�DV�5	'��:KDW�KDV�FKDQJHG�LQ�WKH�ODVW�
few years is that now everyone appreciates that technology is an enabler, 

everywhere in the organization, across lines of business, functions, and 

our talent pool. Today, the convergence of multiple disruptive technologies 

is helping us generate more value for our stakeholders by making better 

decisions and working more productively.

)LUVW��ZHȇUH�PDNLQJ�EHWWHU�EXVLQHVV�GHFLVLRQV�WKDQNV�WR�GDWD�VFLHQFH��*LYHQ�-	-ȇV�
reach, there is tremendous potential in connecting our data and embedding 

KLJKHU�TXDOLW\��PRUH�HɝFLHQW��DQG�LQFUHDVLQJO\�SUHGLFWLYH�GHFLVLRQ�PDNLQJ�WRROV�
across the organization. To do this, we are working cross-functionally to build our data science foundation 

by understanding what types of data are available, cleaning and engineering it so it can be analyzed more 

HDVLO\��DQG�GHȴQLQJ�RXU�QH[W�JHQHUDWLRQ�GDWD�VWDQGDUGV�DQG�DUFKLWHFWXUH��7KH�UHVXOWV�DUH�DOUHDG\�LPSUHVVLYH��
For example, supply chain leaders are using advanced analytics to plan and improve process controls. In 

DGGLWLRQ��5	'�GHSHQGV�RQ�GDWD�VFLHQFH�WR�DGYDQFH�FOLQLFDO�WULDOV�DQG�VFUHHQ�QHZ�PHGLFLQH�FDQGLGDWHV�IDVWHU�
WKDQ�HYHU�EHIRUH�VR�ZH�FDQ�GHOLYHU�VDIH�DQG�HHFWLYH�QHZ�PHGLFLQHV�WR�SDWLHQWV�LQ�QHHG��

We’re also using data science to help doctors make better patient health care decisions. For a hypertension 

VWXG\��-	-�VFLHQWLVWV�FROODERUDWHG�ZLWK�WKH�2EVHUYDWLRQDO�+HDOWK�'DWD�6FLHQFHV�DQG�ΖQIRUPDWLFV�QHWZRUN�WR�
perform research on hundreds of millions of patient records within the network’s international database.17  

The study included insurance claims data and patient records from 4.9 million patients, making it the most 

FRPSUHKHQVLYH�VWXG\�HYHU�RQ�ȴUVW�OLQH�GUXJV�XVHG�WR�UHGXFH�K\SHUWHQVLRQ��5DWKHU�WKDQ�FRQGXFWLQJ�VLQJOH�
pairwise comparisons of two medicines for a given outcome, as most studies do, data science technologies 

enabled the team to evaluate 22,000 pairwise comparisons at once. By accelerating the research process, 

advanced analytics and cognitive technologies can help doctors deliver better patient care.

6HFRQG��ZHȇUH�XVLQJ�LQWHOOLJHQW�DXWRPDWLRQȃDXWRPDWLRQ�WHFKQRORJLHV�FRPELQHG�ZLWK�DUWLȴFLDO�LQWHOOLJHQFHȃ
to give our employees the gift of time. Intelligent automation reduces repetitive and routine work while 

generating insights that employees can use to improve compliance, quality, and speed. For example, our 

ȴQDQFH�FROOHFWLRQV�WHDP�DXWRPDWHV�URXWLQH�WDVNV��JLYLQJ�PHPEHUV�PRUH�WLPH�WR�HQJDJH�ZLWK�FXVWRPHUV�WR�
UHVROYH�GLVSXWHV��7KLV�KDV�OHG�WR�LPSURYHG�FDVK�ȵRZ��LQFUHDVHG�SURGXFWLYLW\��JUHDWHU�HɝFLHQF\��DQG�HQKDQFHG�
MRE�VDWLVIDFWLRQ��

MY TAKE
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2YHU�WKH�SDVW����PRQWKV��ZHȇYH�DXWRPDWHG�QHDUO\����JOREDO�SURFHVVHV�DHFWLQJ���������WUDQVDFWLRQV��:HȇYH�
improved business outcomes and quality, while giving back more than 15,000 hours to our teams. And we’ve 

merely scratched the surface of what’s possible—we intend to scale these solutions across our enterprise.

These overarching initiatives are underpinned by investments in cloud, core modernization, comprehensive 

F\EHU�ULVN�VWUDWHJLHV��DQG�PRUH��2XU�HPSOR\HHV�DUH�MXVW�OLNH�FRQVXPHUV�LQ�WKDW�WKH\�ZDQW�WR�KDYH�D�
frictionless experience with technology in their day-to-day lives, so we’re focusing on improving their digital 

H[SHULHQFH�ZKHUHYHU�ZH�FDQ��:HȇUH�VLPSOLI\LQJ�ZRUNȵRZ��PDNLQJ�SURFHVVHV�OHVV�FRPSOLFDWHG��DQG�VKLIWLQJ�WR�
modern user-centric designs powered by data science and intelligent automation. 

$OO�RI�WKLV�UHTXLUHV�DQ�HYROYHG�WHFKQRORJ\�RUJDQL]DWLRQ�WKDW�ZRUNV�DV�D�VWUDWHJLF�SDUWQHU�DQG�QRW�MXVW�D�VHUYLFH�
provider. Our technology team’s role is to ensure we apply disruptive technologies in concert to help the 

organization deliver stronger outcomes, and we’re introducing ways to measure the connection between the 

function’s performance and the outcomes the business cares about. For example, how can we use metrics to 

VKRZ�WKDW�5	'�LV�PDNLQJ�EHWWHU�GHFLVLRQV�EHFDXVH�RXU�WHFKQRORJ\�IXQFWLRQ�LV�GHOLYHULQJ�FOHDQHU�GDWD"

In the same way that the technology organization needs to understand the business outcomes it supports, 

our executives need to recognize how technology can help them achieve the outcomes they desire. We don’t 

expect our executives to become programmers, but they should be able to identify how, when, and where 

technology can help them drive better results. And we want them to develop a dose of healthy skepticism so 

they can distinguish between hype and technologies likely to deliver lasting outcomes. 

We look at technology as an enabler that helps our people progress in their careers, become proactive 

change agents, and deliver better outcomes. We take a simple view of new and emerging technologies: 

They are valuable because they help us achieve business results that are meaningful to our patients and 

customers—and because they help us create a better, healthier world.
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FOR NEARLY HALF a century, technology has underpinned critical business and logistics operations 

on which FedEx customers depend. Almost a decade ago, we committed to an expansive technology 

renewal initiative based on an ongoing vision for cloud and everything-as-a-service. We began a 

MRXUQH\�WR�VLPSOLI\�DQG�PRGHUQL]H�RXU�PRQROLWKLF�OHJDF\�V\VWHPV�E\�FUHDWLQJ�D�
collection of orchestrated microservices. 

We’re wrapping up the primary phase of the IT renewal initiative, and it’s 

nothing less than a complete refactoring of legacy software applications that 

typically have long development, testing, and deployment cycles. Our new 

service-oriented, cloud-based model is more value-driven. The technology 

team orchestrates software functions as interoperable microservices that can 

be used across multiple platforms. They are smaller, incremental, and modular, 

with iterative delivery cycles that enable us to rapidly adapt to ever-changing business circumstances and 

help us remain in alignment with our customers as they adopt API- and service-driven architectures and 

ZRUNȵRZV�

As the Internet of Things, advanced analytics, and blockchain emerged, we were able to leverage them to 

sustainably develop innovative new products and services for our customers. We’ve been able to position 

ourselves ahead of the curve on these and other emerging technologies. For example, we developed and 

are testing small, embeddable IoT sensors—each about the size of a pack of gum—that provide drop-in 

connectivity using Bluetooth Low Energy (BLE) wireless networks. This allows us to dramatically expand 

the amount of shipment data we collect beyond date, time, and location stamps to include temperature, 

speed, and a host of other measurements. The application of real-time analytics to the sensor-collected 

GDWD�LPSURYHV�YLVLELOLW\�LQWR�WKH�WUDQVSRUWDWLRQ�QHWZRUN��DXWRPDWLFDOO\�SUHGLFWV�WKH�ȵRZ�RI�VKLSPHQWV��DQG�
optimizes delivery routes by dynamically routing shipments to bypass network clog points.

When IoT and analytics are combined with blockchain, they have the potential to improve existing chain-

of-custody systems and processes. Embedded IoT sensors can automatically transmit data to a blockchain 

ledger as a shipment moves from point of supply to point of demand, enabling carriers, regulators, and 

customers to track the provenance of goods, combat illegal and counterfeit products, and simplify the 

FURVV�ERUGHU�VKLSSLQJ�SURFHVV��8OWLPDWHO\��ZH�H[SHFW�WKH�LPSDFW�RI�WKHVH�WHFKQRORJLHV�WR�H[WHQG�EH\RQG�
product shipments to the end-to-end life cycle of a product as it moves through the supply chain.

To stay ahead of the innovation curve, we must be responsive, which requires an agile framework that 

allows us to rapidly and iteratively adapt, deploy, and pivot when the market demands it. For instance, 

our experiments with sensor-based logistics stretch back more than a decade with the launch of our 

6HQVH$ZDUH�GHYLFH��ΖQLWLDOO\��ZH�GHSOR\HG�VHQVRUV�WKDW�UHOLHG�RQ�FHOO�SKRQH�QHWZRUNV��PLJUDWLQJ�WR�%/(�
QHWZRUN�WHFKQRORJ\�ZKHQ�LW�SURYHG�PRUH�HɝFLHQW��/DUJH�DQG�H[SHQVLYH��WKH�RULJLQDO�VHQVRUV�KDG�WR�EH�
UHFODLPHG�DQG�UHXVHG��$V�ΖR7�FDSDELOLWLHV�PDWXUHG�DQG�EHFDPH�PRUH�FRVW�HHFWLYH��ZH�ZHUH�DEOH�WR�UROO�RXW�
smaller, less expensive sensors at scale. 
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We also embrace risk-taking innovation when the potential reward outweighs the risk. For example, we 

calculated that the cost of experimenting with blockchain and potentially concluding that it wasn’t useful 

would be a fraction of the cost of not making an early blockchain move at all. Our willingness to take an 

HDUO\�ULVN�SDLG�R��$V�D�FKDUWHU�PHPEHU�RI�WKH�%ORFNFKDLQ�5HVHDUFK�ΖQVWLWXWH�DQG�FXUUHQW�VWDQGDUGV�FKDLU� 
of the Blockchain in Transport Alliance, we have access to invaluable contacts and resources in the 

blockchain industry. 

:H�NQRZ�WKLV�LV�D�FRQWLQXRXV�MRXUQH\ȃZH�FDQȇW�HYHU�VWRS�WUDQVIRUPLQJ��1HZ�FRPSHWLWRUV�DUH�DJLOH�DQG�
WHFKQRORJLFDOO\�VDYY\��VR�ZH�SODQ�WR�FRQWLQXH�WR�HYROYH�RXU�DQDO\WLFV�FDSDELOLWLHV�DQG�WR�LQWHJUDWH�DUWLȴFLDO�
intelligence into the logistics network. And there are a few more legacy systems whose long tentacles 

haven’t been fully pried out yet. But because we can’t predict the next innovation or market force, we 

haven’t locked ourselves into processes, investments, or technologies that aren’t adaptable to future 

unknowns. I don’t always know what’s coming next, but with an adaptable set of services and the ability to 

be agile and iterative, I know we’ll be much faster at delivering value.

17

Macro technology forces
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EXECUTIVE PERSPECTIVES

The farther we gaze into the 

future of the macro forces and 

the disruption they enable, the 

PRUH�GLɝFXOW�LW�EHFRPHV�WR�
recognize, evaluate, and plan for 

consequent risks. Today’s risk 

assumptions will quickly dissolve 

into a fog of ambiguities and 

XQNQRZQV�WKDW�GR�QRW�ȴW�QHDWO\�
LQWR�WKH�FKLHI�ULVN�RɝFHUȇV�JUHHQ��
yellow, and red stoplight charts. 

How, then, can companies better 

understand the technology risks 

WKDW�OLH�DKHDG"�)LUVW��E\�GHSOR\LQJ�
advanced cognitive risk sensing 

and predictive risk intelligence 

tools that continuously scan the 

digitalized risk landscape for 

relevant information.20�6LPLODUO\��
by applying AI capabilities—

including data mining, machine 

learning, and natural language 

processing—to unstructured 

data, they can identify risk 

indicators that humans and 

traditional analytics often miss.21  

But these steps alone are not 

enough to bring the future into 

focus. Going forward, CIOs 

should help risk and business 

leaders develop a more nuanced 

understanding of the role macro 

forces play in their company’s 

future. This will help them think 

beyond traditional stoplight chart 

reporting and develop new 

approaches for identifying and 

managing only the most relevant 

risks ahead.

Which macro-level technology 

disruptions could upend one 

industry and cause value to 

PLJUDWH�WR�DQRWKHU"�$V�&)2V�
examine technology-driven 

innovations for opportunities, 

this question should be top of 

mind. In the last 20 years, for 

example, disruptive innovations 

have driven value away from 

established advertising and retail 

players, toward tech startups 

with dynamic new models, and 

onward to social media platforms 

attracting advertising and 

PDUNHWLQJ�GROODUV��ΖW�LV�ȴQDQFHȇV�
MRE�WR�DQWLFLSDWH�KRZ�HPHUJLQJ�
trends could alter where and 

how companies may make 

money in the future, and who 

ZLOO�RZQ�WKH�SURȴW�VWUHDPV��$V�D�
result, CFOs and their teams 

should strive to become more 

ȵXHQW�LQ�HQWHUSULVH�WHFKQRORJ\��
With a vision of the future in 

mind and a deeper 

understanding of disruptive 

technologies and their 

possibilities, CFOs and their 

teams can then develop 

strategies for competing in a 

brave new ecosystem.

Many of the disruptive 

opportunities around which 

organizations are building their 

business and innovation 

strategies are grounded in the 

macro forces discussed in this 

chapter. To capitalize on 

changing technology forces and 

become undisruptable, CEOs 

need to become “masters of 

GLVUXSWLYH�MXMLWVX�ȋ18 They should 

identify potential disruptions, 

organize appropriate component 

UHVSRQVHV��DQG�KLMDFN�WKH�WUHQGV�
for their own competitive 

advantage. To do so, CEOs can 

work with tech executives and 

their teams who are identifying 

emerging technology and 

operating on the front lines of 

the digital revolution. At the 

same time, it falls to the CEO—

particularly those in incumbent 

organizations—to strike an 

ambidextrous balance between 

“protecting the fortress” and 

embracing disruptive technology. 

6WDELOLW\�LV�LPSRUWDQW��EXW�JLYHQ�
the pace of technology-driven 

GLVUXSWLRQ��IHZ�FDQ�DRUG�WR�
focus solely on the short term. 

The time to invest in the next 

generation of macro force 

innovations is now. As such, 

CEOs expect CIOs to become 

insightful strategists and futurists 

who can help their peers connect 

the realities of today with the 

possibilities of tomorrow.19 

STRATEGY FINANCE RISK
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NINE SHIFTS HELP DELIVER ON THE PROMISE OF THE MACRO FORCES 
1LQH�VKLIWV�FDQ�KHOS�EXVLQHVVHV�RUJDQL]H�HHFWLYHO\�DQG�XSJUDGH�WKHLU�LQQRYDWLRQ�FKRSV�WR�UHDOL]H�WKH�
FROOHFWLYH�EHQHȴWV�RI�WKH�PDFUR�IRUFHV�22�(DFK�RI�WKHVH�LQWHUFRQQHFWHG�VKLIWV�LQȵXHQFHV�WKH�RWKHUV��
DSSO\LQJ�WKHP�LQ�FRQFHUW�FDQ�KHOS�EXVLQHVVHV�DFKLHYH�WKH�PRVW�HHFWLYH�RXWFRPHV��

• Agility and speed. Agile 

capabilities, organizational 

design, culture, work style, 

funding, governance, and 

sourcing can help companies 

innovate rapidly. 

• Innovation and 

ecosystems. A radar for 

disruptive technologies, an 

innovation ecosystem, and a 

pipeline of ideas can enable 

continual innovation.  

• Blurred internal 

boundaries. Embedding 

technologists in business 

functions can extend 

technology funding and 

accountability deeper into 

the business.

• Future workforce. As 

traditional IT tasks and 

capabilities disappear, 

businesses seek talent with 

new technical skill sets and 

soft skills. 

• Governance and funding. 

Leaders can consider making 

governance and funding 

changes that support 

technology innovation and a 

product-centric focus. 

• Leadership and culture. 

Leadership skills and a 

supportive culture can 

help companies recruit, 

develop, and inspire the 

technology workforce.

• Digital transition. Every 

company’s transition from 

digital experience to digital 

UHDOLW\�ZLOO�KDYH�D�GLHUHQW�
focus, type of leader, 

and structure. 

• Data organization. Data-

focused organizations 

extend the focus of analytics 

IURP�RSHUDWLRQDO�HɝFLHQF\�
and risk management to 

value creation.  

• Cloud adoption. Adopting 

the cloud typically shrinks the 

centralized IT organization 

and promotes value 

cocreation in addition to 

operational excellence.

Build wisely: The macro 

forces in concert

In and of themselves, none of the macro forces 
LV�VẊFLHQW��%XW�OLNH�LQVWUXPHQWV�LQ�D�V\PSKRQ\��
the macro forces, working in concert, can lead 
to innovative new business models, new sources 

of business value, and 
transformed business 
operations. 

In our exploration of these 
macro forces over the last 
decade, perhaps our most 

VLJQL¿FDQW�¿QGLQJ�ZDV�WKDW�WKH�PRVW�H̆HFWLYH�
RUJDQL]DWLRQV�DUH�FRPELQLQJ�PXOWLSOH�WUHQGV��)RU�
HDFK�RI�RXU������WUHQGV��ZH�KLJKOLJKW�KRZ�PXOWLSOH�

macro forces come together to set the stage for a 
new disruption. Take, for example, digital twin 
technology. Over the course of the last decade, 
advances in cloud, analytics, cognitive technologies, 
and digital reality have combined with digital 
design and manufacturing system advancements 
to make it easier to integrate data from multiple 
systems, software platforms, applications and 
KDUGZDUH��1RZ�RUJDQL]DWLRQV�DFURVV�LQGXVWULHV�
FDQ�XVH�GLJLWDO�WZLQV�WR�RSWLPL]H�SURFHVVHV��PDNH�
data-driven decisions in real time, and create new 
products, services, and business models.

/HDGLQJ�RUJDQL]DWLRQV�DUH�SURDFWLYHO\�HQJLQHHULQJ�
a controlled collision of these macro technology 
forces to create a solid foundation for innovation 
that can propel their business into the future.

Macro technology forces
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ARE YOU READY?

How is your business integrating 

the adoption of emerging 

technologies with business 

VWUDWHJ\"

Which time horizon does your 

organization’s technology strategy 

FXUUHQWO\�DGGUHVV"

How many, and which, macro 

technology forces do you believe 

provide the strongest backbone 

for future innovation in your 

EXVLQHVV"

LEARN MORE

1

2

3

BOTTOM LINE 
Nine macro forces will continue to shape future business 

and technology strategies, IT operations and investments, 

business models, and markets. Together, they’re clearing 

a path for three new forces that could render our world 

unrecognizable by the next decade. Our challenge is to organize 

the enterprise to navigate the macro forces from experience 

to digital reality, analytics to cognitive, and cloud to blockchain 

to deliver on the combined promise that these forces hold.

CIO INSIDER SERIES

Navigate the evolving tech 

landscape with actionable 

business insights, technical 

knowledge, and research.   

2019 FUTURE OF 
CYBER SURVEY 

Learn how executives are 

embracing integrated 

cyber strategies that 

empower business growth.    

The future of cyber survey 2019
Cyber everywhere. Succeed anywhere.

STATE OF AI IN THE 
ENTERPRISE 

Gain insights on how 

organizations are adopting 

DQG�EHQHȴWLQJ�IURP�
cognitive computing/AI.   
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In a time of constant tech disruption, earning trust 
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A 
COMMON REFRAIN in Deloitte’s Tech Trends reports is 
that every company is now a technology company. With the 
advent of digital technology, businesses have been asking 

customers to trust them in new and deeper ways, from asking for 
personal information to tracking online behavior through digital 
breadcrumbs. At the same time, headlines regularly chronicle 
technology-based issues such as security hacks, inappropriate 
or illegal surveillance, misuse of personal data, spread of 
misinformation, algorithmic bias, and lack of transparency. The 
distrust these incidents breed in stakeholders—whether customers, 
HPSOR\HHV��SDUWQHUV��LQYHVWRUV��RU�UHJXODWRUV²FDQ�VLJQL¿FDQWO\�
GDPDJH�DQ�RUJDQL]DWLRQ¶V�UHSXWDWLRQ�1 Indeed, consumer trust in 
FRPPHUFLDO�HQWHUSULVHV�LV�GHFOLQLQJ��FLWL]HQV�DUH�EHFRPLQJ�ZDU\�RI�
public institutions, and workers are asking employers to explicitly 
state their core values.�  

,Q�ZKDW�ZH�UHFRJQL]H�DV�DQ�HPHUJLQJ�WUHQG��VRPH�FRPSDQLHV�
are approaching trust not as a compliance or public relations 
issue but as a business-critical goal to be pursued—one that 
FDQ�GL̆HUHQWLDWH�WKHP�LQ�DQ�LQFUHDVLQJO\�FRPSOH[�DQG�RYHU¿OOHG�
PDUNHW��$V�GLVFXVVHG�LQ�'HORLWWH¶V������Global Marketing Trends 
report, brand trust is more important than ever for businesses—
and it’s all-encompassing. Customers, regulators, and the media 
expect brands to be open, honest, and consistent across all aspects 
of their business, from products and promotions to workforce 
culture and partner relationships.�

Every aspect of a company that is disrupted by technology 
represents an opportunity to gain or lose trust with customers, 
employees, partners, investors, and/or regulators. Leaders 
ZKR�HPEHG�RUJDQL]DWLRQDO�YDOXHV�DQG�WKH�SULQFLSOHV�RI�HWKLFDO�
WHFKQRORJ\�DFURVV�WKHLU�RUJDQL]DWLRQV�DUH�GHPRQVWUDWLQJ�D�

Ethical technology 

and trust

Applying your company’s 
values to technology, 
people, and processes

Ethical technology and trust
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commitment to “doing good” that can build a 
long-term foundation of trust with stakeholders. In 
WKLV�OLJKW��WUXVW�EHFRPHV�D�����GHJUHH�XQGHUWDNLQJ�
WR�KHOS�HQVXUH�WKDW�DQ�RUJDQL]DWLRQ¶V�WHFKQRORJ\��
processes, and people are working in concert to 
maintain that foundation. 

As the adage reminds us, trust is hard to gain and 
easy to lose.

The ethical technology terrain

The term ethical technology refers to an 
overarching set of values that is not limited 
to or focused on any one technology, instead 
DGGUHVVLQJ�WKH�RUJDQL]DWLRQ¶V�DSSURDFK�WR�LWV�
use of technologies as a whole and the ways in 
which they are deployed to drive business strategy 
and operations.� Companies should consider 
proactively evaluating how they can use technology 
in ways that are aligned with their fundamental 
purpose and core values. 

Ethical technology policies do not replace general 
compliance or business ethics, but they should all 
connect in some way. Just as your approach to 
cybersecurity hasn’t taken the place of your 
company’s more general privacy policies, your 
ethical technology approach should complement 
your overall approach to ethics and serve as its 
logical extension in the digital realm. Some 
companies are expanding the mission of existing 
ethics, learning, and inclusion to include ethical 
technology, while maintaining separate technology 
ethics programs. Doing so helps keep technology 
HWKLFV�WRS�RI�PLQG�DFURVV�WKH�RUJDQL]DWLRQ�DQG�
encourages executives to consider the distinctions 
between technology-related ethical issues and 
broader corporate and professional ethics 
concerns.  

7KH�¿IWK�DQQXDO�VWXG\�RI�GLJLWDO�EXVLQHVV�E\�MIT 
Sloan Management Review and Deloitte found 
WKDW�MXVW����SHUFHQW�RI�UHVSRQGHQWV�EHOLHYH�WKHLU�

RUJDQL]DWLRQ¶V�OHDGHUV�VSHQG�HQRXJK�WLPH�WKLQNLQJ�
about and communicating the impact of digital 
initiatives on society. While respondents from 
digitally maturing companies are the most likely  
to say their leaders are doing enough, even then, 
WKH�SHUFHQWDJH�EDUHO\�EUHDNV�LQWR�D�PDMRULW\��DW� 
���SHUFHQW��  

7KHVH�¿QGLQJV�VXJJHVW�WKDW�RUJDQL]DWLRQV�VWLOO�KDYH�
VLJQL¿FDQW�URRP�WR�VWHS�LQWR�WKH�OHDG��7KRVH�
companies that develop an ethical technology 
mindset—demonstrating a commitment to ethical 
decision-making and promoting a culture that 
supports it—have an opportunity to earn the trust 
of their stakeholders.

In pursuit of trust

In the digital era, trust is a complex issue fraught 
with myriad existential threats to the enterprise. 
And while disruptive technologies are often viewed 
as vehicles for exponential growth, tech alone can’t 
build long-term trust. For this reason, leading 
RUJDQL]DWLRQV�DUH�WDNLQJ�D�����GHJUHH�DSSURDFK�WR�
maintain the high level of trust their stakeholders 
expect. 

Ζ1�7(&+12/2*<�:(�75867
$UWL¿FLDO�LQWHOOLJHQFH��$,���PDFKLQH�OHDUQLQJ��
blockchain, digital reality, and other emerging 
technologies are integrating into our everyday lives 
more quickly and deeply than ever. How can 
businesses create trust with the technologies their 
customers, partners, and employees are using?

• Encode your company’s values. With 
technology ingrained in the business and 
machine learning driving business decisions 
DQG�DFWLRQV��DQ�RUJDQL]DWLRQ¶V�YDOXHV�VKRXOG�EH�
encoded and measured within its technology 
solutions. Digital systems can be designed to 
UHGXFH�ELDV�DQG�HQDEOH�RUJDQL]DWLRQV�WR�RSHUDWH�
in line with their principles.� For instance, a 
city government worked with policy institutes 
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to develop an algorithm toolkit intended to 
LGHQWLI\�ZD\V�WR�PLQLPL]H�XQLQWHQGHG�KDUP�WR�
constituents by limiting biases in the criminal 
MXVWLFH�V\VWHP�DQG�RWKHU�LQVWLWXWLRQV�

Safeguards can promote stakeholder welfare 
by helping prevent users from engaging with 
technology in unhealthy or irresponsible ways. 
Examples include a company that imposes time 
and spending limits on habit-forming games, 
a content aggregator that prompts users to be 
skeptical about the veracity of crowdsourced 
information, and cloud computing providers 
that automatically issue alerts before customers 
go over budget.

Explainable AI technologies can clarify how 
AI-driven decisions are made. For instance, 
WR�HQKDQFH�FRQ¿GHQFH�LQ�$,�VXSSRUWHG�
medical diagnoses, health care companies are 
developing solutions that assign each diagnosis 
D�FRQ¿GHQFH�VFRUH�WKDW�H[SODLQV�WKH�SUREDELOLW\�
and contribution of each patient symptom 
�YLWDO�VLJQV��VLJQDOV�IURP�PHGLFDO�UHSRUWV��
OLIHVW\OH�WUDLWV��HWF���WR�WKDW�GLDJQRVLV��&OLQLFDO�
professionals can see why the conclusion was 
PDGH�DQG�PDNH�D�GL̆HUHQW�RQH�LI�UHTXLUHG��

• Build a strong data foundation. Without 
methodically and consistently tracking what 
data you have, where it lives, and who can 
access it, you cannot create an environment 
RI�WUXVW��$�VWURQJ�GDWD�IRXQGDWLRQ�XQL¿HV�
stakeholders around a single vision of 
data accountability and delivers on secure 
WHFKQRORJ\�WKDW�VXSSRUWV�H̆HFWLYH�GDWD�
management.8 Leaders should aim to give 
stakeholders some control over how their 
data will be used and delete data on demand 
unless it’s necessary to keep it for legal or 
regulatory purposes.

• Harden your defenses.�'HORLWWH¶V������
Future of Cyber Survey9 reveals that executives 
DUH�LQFUHDVLQJO\�VSHQGLQJ�VLJQL¿FDQW�DPRXQWV�

of time focusing on cyber issues, and rightly 
so. Cyber defenses represent your commitment 
to protect your customers, employees, and 
business partners from those who do not share 
their values—or yours. Cyber risk strategy 
should be built and managed from the ground 
up, embedded in the business mindset, 
strategy, and policies, not only within IT. 
%XVLQHVV�OHDGHUV�FDQ�FROODERUDWH�ZLWK�,7�WR�
create a comprehensive cyber risk strategy—
encompassing security, privacy, integrity, and 
FRQ¿GHQWLDOLW\²WR�KHOS�EXLOG�VWDNHKROGHU�WUXVW�
and drive competitive advantage. This requires 
FRQVLGHULQJ�WKH�RUJDQL]DWLRQ¶V�ULVN�WROHUDQFH��
identifying the most vulnerable gaps as well 
as the most valuable data and systems, then 
devising plans for mitigation and recovery. 

:+$7ȇ6�Ζ1�$�352&(66
A strong foundation for ethical technology and 
trust will be shaped by the principles of an 
RUJDQL]DWLRQ¶V�OHDGHUV�DQG�UHDOL]HG�LQ�EXVLQHVV�
processes. 

• Respect stakeholder privacy. One of 
technology disruption’s most overarching 
H̆HFWV�KDV�EHHQ�WR�DFFHOHUDWH�WKH�FROOHFWLRQ��
analysis, and dissemination of information. 
Not so long ago, the transactional details of 
RXU�OLYHV�ZHUH�NHSW�LQ�SK\VLFDO�¿OH�FDELQHWV��
SXOOHG�RXW�DQG�UHIHUHQFHG�IRU�VSHFL¿F�QHHGV��
Today, systems routinely collect these details 
and combine them with our purchase histories, 
posts on social media, online searches, and 
even the route we drive to work each day.10 If 
consumers have reason to believe their data 
is being used in ways they don’t approve of, 
reactions can include calls for boycotts, public 
inquiries, and even severe penalties under strict 
regulations, such as the European Union’s 
General Data Protection Regulation and 
California’s Consumer Privacy Act. Companies 
should create data privacy policies that build, 
UDWKHU�WKDQ�HURGH��SXEOLF�WUXVW��$�QDWXUDO�¿UVW�
step can be to ensure the data usage aligns 
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with the company mission.11 For instance, 
JD Wetherspoon, a pub company servicing 
the United Kingdom and Ireland, recently 
GHOHWHG�PRUH�WKDQ���������FXVWRPHU�HPDLO�
addresses, since it perceived the emails as an 
intrusive approach to customer interaction 
that provides little value.�� This case highlights 
the importance of not only aligning data 
collection and usage to a company’s values but, 
by extension, supporting the company’s trust 
relationship with the customer.

• Be transparent. Companies can build 
trust with stakeholders by proactively and 
transparently demonstrating good behavior. 
“Transparency becomes vital and important,” 
says AI Global executive director Ashley 
Casovan.�� “Whether or not people are 
interested in seeing the resources and data 
behind it doesn’t really matter. Simply knowing 
that companies have transparent policies 
SURYLGHV�PRUH�FRQ¿GHQFH�WKDW�WKH\�DUH�GRLQJ�
the right thing.” Transparency extends beyond 
policies explaining data collection and usage 
practices. For instance, rather than masquerade 
as humans, intelligent agents or chatbots 
should identify themselves as such. Companies 
should disclose the use of automated 
GHFLVLRQ�V\VWHPV�WKDW�D̆HFW�FXVWRPHUV�� and 
should stay focused on the customer when 
problems occur, providing both speed and 
quality in response. The fallout from negative 
incidents need not include customer loss or 
reputation-damaging headlines.��  

• 5HVSHFW�GL̆HULQJ�FXOWXUDO�QRUPV� An 
RUJDQL]DWLRQ¶V�RYHUDOO�DSSURDFK�WR�EXLOGLQJ�
trust is informed by interests, experiences, 
and professional standards as well as societal 
norms and government controls. It can be 
challenging to serve a global market in which 
expectations on government surveillance or 
law enforcement cooperation vary widely. For 
example, what is expected surveillance in some 
countries might seem outrageous elsewhere; 

cooperation with law enforcement is routine in 
many countries but perhaps unwise in places 
with rampant corruption or lack of protection 
for political or religious rights. Some countries 
KDYH�YHU\�VSHFL¿F�UHJXODWLRQV�DURXQG�JDLQLQJ�
explicit customer consent to data usage; other 
municipalities are passing legislation, such 
as banning facial recognition technology, 
WKDW�FDQ�FRQÀLFW�ZLWK�RWKHU�UXOLQJV��(̆HFWLYH�
governance of emerging technologies requires 
all relevant stakeholders—industry, consumers, 
businesses, governments, academia, and 
VRFLHW\²WR�ZRUN�WRJHWKHU��%XVLQHVVHV�FDQ�
play a key role in helping governments as they 
develop laws and standards that increase the 
reliability of emerging technologies��—frank, 
candid discourse about new technologies, for 
example, could lead to new rules and guidance 
concerning matters of privacy, transparency, 
inclusivity, accessibility, inequality, and more.�� 

EMPOWER THE PEOPLE
Since technology is arguably used by most if not all 
LQGLYLGXDOV�ZLWKLQ�DQ�RUJDQL]DWLRQ��HWKLFDO�WHFK�
nology and trust is a topic that touches everyone. 

• Deploy the power of all. Companies can 
waste time and money creating something 
that excludes a customer group or providing a 
VHUYLFH�ZLWK�XQGHVLUDEOH�VLGH�H̆HFWV��3HUKDSV�
even worse, they may build solutions that 
undermine customer trust. Often, design 
dilemmas begin with a homogeneous group 
of people designing products, processes, or 
services without thinking through how other 
JURXSV�RI�SHRSOH�PLJKW�EH�D̆HFWHG��/HDGLQJ�
companies are changing this dynamic by 
FUHDWLQJ�WHDPV�DQG�UROHV�WKDW�UHÀHFW�WKHLU�
diverse customer base and bringing in multiple 
YLHZSRLQWV�IURP�GL̆HUHQW�LQGXVWULHV��HFRQRPLF�
backgrounds, educational experiences, genders, 
and ethnic backgrounds.18�$������+DUYDUG�
VXUYH\�UHYHDOHG�WKDW�RUJDQL]DWLRQV�ZLWK�
leadership teams that have a combination of at 
OHDVW�WKUHH�LQKHUHQW��RQHV�\RX�DUH�ERUQ�ZLWK��
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DQG�WKUHH�DFTXLUHG��RQHV�\RX�JDLQ�WKURXJK�
H[SHULHQFH��GLYHUVLW\�WUDLWV�RXW�LQQRYDWH�DQG�
RXWSHUIRUP�WKH�RWKHUV��WKHVH�RUJDQL]DWLRQV�
DUH����SHUFHQW�PRUH�OLNHO\�WR�UHSRUW�JURZWK�
LQ�PDUNHW�VKDUH�DQG����SHUFHQW�PRUH�OLNHO\�WR�
report capturing a new market.19 

• 7HDFK�WKHP�WR�¿VK� Training technologists 
WR�UHFRJQL]H�WKHLU�RZQ�ELDVHV��DQG�WR�HOLPLQDWH�
bias in the products they create is an important 
VWHS�WRZDUG�FUHDWLQJ�D�FXOWXUH�WKDW�HPSKDVL]HV�
WUXVW��%XW�LW�LV�RQO\�RQH�VWHS��%XLOGLQJ�DZDUHQHVV�
RI�KRZ�WHFKQRORJ\�D̆HFWV�VWDNHKROGHU�WUXVW�LQ�
those not directly involved or responsible for 
technology and creating associated decision-
making frameworks are additional steps 
RUJDQL]DWLRQV�VKRXOG�FRQVLGHU��7KLV�LV�HVSHFLDOO\�
LPSRUWDQW�LQ�QRQ±GLJLWDO�QDWLYH�RUJDQL]DWLRQV��
ZKHUH�WKH�ULSSOH�H̆HFWV�RI�GD\�WR�GD\�XVHV�
of technology may be less obvious to leaders 
and teams. Companies should consider 
what resources may be needed to help their 
HPSOR\HHV�UHFRJQL]H�HWKLFDO�GLOHPPDV��HYDOXDWH�
DOWHUQDWLYHV��DQG�PDNH��DQG�WHVW��HWKLFDO�
technology decisions.��  

• Give employees a reason to trust. 
Much of the anxiety over AI and other 
advanced technologies stems from the fear 
of the displacement of labor. From an ethical 
perspective, this presents business leaders 
with a challenge: balancing the best interests 
of the business, the employees, and the wider 
community and society. It’s a task made 
more complex by the fact that advanced 
WHFKQRORJ\�V\VWHPV�DUH�QRW�VHOI�VẊFLHQW��
:KLOH�$,�FDQ�UHSODFH�VRPH�MREV��IRU�H[DPSOH��
LW�FUHDWHV�RWKHUV�WKDW�RIWHQ�UHTXLUH�VSHFLDOL]HG�
skills and training.���Companies can build 
trust with employees by advising them how 
WHFKQRORJ\�PD\�D̆HFW�WKHLU�MREV�LQ�WKH�IXWXUH��
This could include retraining workers whose 
roles may evolve and who will likely work with 
automated systems.�� 

360 degrees of opportunity

Companies that don’t consider technology to be 
their core business may assume that these 
considerations are largely irrelevant. In truth, no 
matter the industry or geography, most 
RUJDQL]DWLRQV�DUH�LQFUHDVLQJO\�UHOLDQW�RQ�DGYDQFHG�
digital and physical technologies to run their 
day-to-day operations.

While there is so much emphasis on the challenges 
disruptive technologies bring and the existential 
WKUHDWV�WR�DQ�RUJDQL]DWLRQ¶V�UHSXWDWLRQ�ZKHQ�
technology isn’t handled correctly—whether 
through misfeasance or malfeasance—these same 
disruptive technologies can be used to increase 
transparency, harden security, boost data privacy, 
DQG�XOWLPDWHO\�EROVWHU�DQ�RUJDQL]DWLRQ¶V�SRVLWLRQ� 
of trust.

)RU�H[DPSOH��RUJDQL]DWLRQV�FDQ�SLYRW�
SHUVRQDOL]DWLRQ�DOJRULWKPV�WR�SURYLGH�UHOHYDQW�
recommendations based on circumstance—for 
H[DPSOH��R̆HU�DQ�XPEUHOOD�RQ�D�UDLQ\�GD\�UDWKHU�
WKDQ�DQ�XPEUHOOD�DIWHU�VRPHRQH�EX\V�D�UDLQFRDW��%\�
IRFXVLQJ�RQ�UHOHYDQFH�UDWKHU�WKDQ�SHUVRQDOL]DWLRQ��
AI recommendations are likely to seem more 
helpful than invasive.��  

Deloitte surveys have found a positive correlation 
EHWZHHQ�RUJDQL]DWLRQV�WKDW�VWURQJO\�FRQVLGHU�WKH�
HWKLFV�RI�,QGXVWU\�����WHFKQRORJLHV�DQG�FRPSDQ\�
JURZWK�UDWHV��)RU�LQVWDQFH��LQ�RUJDQL]DWLRQV�WKDW�
DUH�ZLWQHVVLQJ�ORZ�JURZWK��XS�WR���SHUFHQW���RQO\�
���SHUFHQW�RI�WKH�UHVSRQGHQWV�LQGLFDWHG�WKDW�WKH\�
DUH�VWURQJO\�FRQVLGHULQJ�WKH�HWKLFDO�UDPL¿FDWLRQV�RI�
WKHVH�WHFKQRORJLHV��%\�FRQWUDVW�����SHUFHQW�RI�WKH�
respondents from companies growing at a rate of 
10 percent or more are highly concerned about 
ethical considerations.�� 

$IWHU�DOO��WKH�SXUVXLW�RI�WUXVW�LV�QRW�MXVW�D�
����GHJUHH�FKDOOHQJH��,W�LV�DOVR�D�����GHJUHH�
opportunity.
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A healthy foundation for trust

LESSONS FROM THE FRONT LINES

DΖ65837Ζ216�Ζ1�7+(�health care industry—
including new care delivery models, 
consumer demand for digital experiences, 

declining reimbursements, and growing 
regulatory pressures—are driving many health 
FDUH�RUJDQL]DWLRQV�WR�XVH�WHFKQRORJ\�WR�LPSURYH�
ḢFLHQF\��FXW�FRVWV��DQG�LPSURYH�SDWLHQW�FDUH��$QG�
WKHUH�FRXOG�EH�DQ�LQDGYHUWHQW�EHQH¿W��7HFKQRORJ\�
could help health care systems build trust with 
patients and providers. 

3URYLGHQFH�6W��-RVHSK�+HDOWK��36-+��LV�OHYHUDJLQJ�
technology to adhere to its mission of improving 
the health of underprivileged and underserved 
SRSXODWLRQV��VD\V�%�-��0RRUH��&,2�RI�36-+���  
7HFKQRORJ\�LV�KHOSLQJ�WKH�&DWKROLF�QRW�IRU�SUR¿W�
health system simplify complex experiences 
to enhance caregiver and patient interactions, 
PRGHUQL]H�WKH�RSHUDWLQJ�HQYLURQPHQW�DQG�EXVLQHVV�
processes, and innovate with cloud, data analytics, 
AI, and other technologies to help improve  
patient care. 

In the process, PSJH is building trust. For 
H[DPSOH��WKH�RUJDQL]DWLRQ�LV�FROODERUDWLQJ�ZLWK�
WHFKQRORJ\�SDUWQHUV�WR�VWDQGDUGL]H�FORXG�SODWIRUPV�
and productivity and collaboration tools across 
LWV����KRVSLWDOV�DQG�������FOLQLFV��D�PRYH�WKDW�
will improve provider and patient engagement 
and enable data-driven clinical and operational 
GHFLVLRQ�PDNLQJ��,W�DOVR�DLPV�WR�GHYHORS�WKH�¿UVW�
blockchain-powered integrated provider-payer 
claims processing system. Such technological 
breakthroughs can increase trust—but careless 
deployment and negligence can quickly erode 
it. That’s why Moore has doubled down on 
establishing and maintaining a solid technology 
foundation for innovation and, by extension, trust. 
“Technology holds so much promise for helping 

SDWLHQWV�DW�VFDOH�´�KH�VD\V��³%XW�LW�DOVR�KDV�WKH�
potential to cause damage at scale.” 

For example, data analytics, AI, and machine 
learning can help researchers and clinicians 
predict chronic disease risk and arrange early 
interventions, monitor patient symptoms and 
receive alerts if interventions are needed, estimate 
patient costs more accurately, reduce unnecessary 
care, and allocate personnel and resources 
PRUH�ḢFLHQWO\��:KHQ�SDWLHQWV�XQGHUVWDQG�
WKHVH�EHQH¿WV��WKH\¶UH�JHQHUDOO\�ZLOOLQJ�WR�VKDUH�
their personal and health information with care 
SURYLGHUV��%XW�WKHLU�WUXVW�FRXOG�GLPLQLVK²RU�
vanish—if weak data security or governance 
protocols were to result in a data breach or 
XQDXWKRUL]HG�XVH�RI�SULYDWH�KHDOWK�LQIRUPDWLRQ��
This could cause patients to conceal information 
IURP�FDUH�SURIHVVLRQDOV��ORVH�FRQ¿GHQFH�LQ�
diagnoses, or ignore treatment recommendations. 

A number of industry regulations help ensure 
patient privacy and safety, and PSJH has another 
H̆HFWLYH�JRYHUQDQFH�DQG�RYHUVLJKW�PHFKDQLVP��
a council of sponsors, consisting of clergy and 
laypeople, that holds moral accountability for 
PSJH’s actions in service of its mission. Sponsors 
help develop guidelines that ensure adherence to 
PLVVLRQ�DQG�YDOXHV�DQG�DGYLVH�WKH�RUJDQL]DWLRQ¶V�
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Technological breakthroughs 
can increase trust—but 
careless deployment and 
negligence can quickly 
erode it. 



CΖ%&�Ζ6�86Ζ1*�technology to understand 
and anticipate individual client needs with 
WKH�JRDO�RI�GHOLYHULQJ�KLJKO\�SHUVRQDOL]HG�

experiences—an initiative they call Clientnomics™. 
Terry Hickey,���&,%&¶V�FKLHI�DQDO\WLFV�ṘFHU��
UHFRJQL]HG�WKDW�$,�EDVHG�DOJRULWKPV�FRXOG�GHOLYHU�
the client insights required to drive Clientnomics 
but that to be successful, leaders needed to 
understand and share with employees how AI will 
complement and support the work they’re doing, 
YHUVXV�UHSODFLQJ�WKHLU�MREV��7KH�EDQN�DOVR�QHHGHG�
to maintain clients’ trust by protecting their data 
and governing its use. 

,Q�HDUO\�������OHDGHUV�IURP�WKH�EDQN¶V�DQDO\WLFV��
risk, and corporate strategy teams collaborated to 
GHYHORS�DQ�RUJDQL]DWLRQZLGH�$,�VWUDWHJ\��ZKLFK�
&,%&¶V�VHQLRU�H[HFXWLYH�FRPPLWWHH�DQG�ERDUG�RI�
directors approved. At the heart of the strategy are 
guiding principles that address questions such as: 
When will we use the technology? When will we 
not use it? How do we ensure that that we have 
our clients’ permission? 

To reinforce employee trust, the strategic plan 
stated that a primary purpose of AI would be 
to augment employees’ capabilities to achieve 
company goals. Leaders agreed to focus on funding 
AI use cases that support employees in their roles  
and improve practices that aren’t currently 
RSWLPL]HG�

With the strategy in place, the next step was to 
build an AI governance process to ensure that 
QHZ�WHFKQRORJ\�SURMHFWV�FRPSO\�ZLWK�WKH�VWUDWHJ\�
DQG�JXLGLQJ�SULQFLSOHV��:KHQ�D�QHZ�SURMHFW�LV�
proposed, stakeholders answer a series of questions 
that help them plan and document what they want 
to accomplish. These questions cover a broad range 
RI�HWKLFDO�FRQVLGHUDWLRQV��LQFOXGLQJ�SURMHFW�JRDOV��
possible inherent biases, and client permissions. 
$SSURYHG�SURMHFW�GRFXPHQWV�DUH�VWRUHG�LQ�D�
FHQWUDOL]HG�OLEUDU\�WKDW�UHJXODWRUV��LQWHUQDO�
auditors, and other reviewers can reference to 
explain the thought process behind the algorithm 
or model.

&,%&�KDV�DOVR�GHYHORSHG�DGYDQFHG�DQDO\WLF�
techniques to help govern its use of data—for 
instance, encoding client data in a way that it 
cannot be reverse-engineered to identify an 
individual. The analytics team also devised a way to 
assign a data veracity score—based on data quality 
and integrity, possible bias, ambiguity, timeliness, 
and relevance—to each piece of information that 
could be used by an algorithm. The algorithmic 
PRGHOV�DUH�GHVLJQHG�WR�UHFRJQL]H�DQG�WUHDW�WKH�GDWD�
veracity appropriately, supporting more reliable, 
trustworthy, and engaging interactions. 

As the analytics team launches Clientnomics, 
PHPEHUV�DUH�IRFXVHG�RQ�GHYHORSLQJ�FXVWRPL]HG�
AI-supported client experiences rather than 

 
Do what’s right: CIBC’s strategic approach to building trust  
and engagement 

executive leadership and board of trustees on trust-
related technology matters, such as the ethical use 
of data and the impact of technology on employees 
and caregivers.

“We’re continuously working to raise awareness 
of technology’s role in improving health,” Moore 

says. “Educating and communicating with patients, 
care professionals, regulatory bodies, and other key 
stakeholders can help prevent potential barriers 
to rapid experimentation and innovation and 
allow us—and our patients—to fully experience the 
EHQH¿WV�RI�WHFKQRORJ\�´
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ODUJH�VFDOH�WHFKQRORJ\�SURMHFWV��6R�IDU��WKH\�KDYH�
DFFXPXODWHG�����XVH�FDVHV��FRPSOHWLQJ����LQ�WKH�
¿UVW�\HDU��

)RU�H[DPSOH��ZKHQ�D�FOLHQW�FDOOV�&,%&¶V�FRQWDFW�
FHQWHU��D�SUHGLFWLYH�PRGHO�G\QDPLFDOO\�FRQ¿JXUHV�
the interactive voice response menu based on the 
FOLHQW¶V�UHFHQW�WUDQVDFWLRQV�DQG�R̆HUV�WKH�PRVW�
relevant information at the top of the menu. The 
bank aims to cement client relationships over 
WLPH�ZLWK�D�FRQWLQXRXV�VWULQJ�RI�SHUVRQDOL]HG�
interactions. 

“In my previous role,” Hickey says, “I spent a 
ORW�RI�WLPH�ZLWK�RUJDQL]DWLRQV�DURXQG�WKH�ZRUOG��
(YHU\RQH�WDONHG�DERXW�WKH�EHQH¿WV�DQG�IXWXUH�
potential of AI, and some completed proofs-of-
concept, but few were able to implement them, 
HVSHFLDOO\�LQ�EDQNLQJ�DQG�¿QDQFH��%\�SURDFWLYHO\�
addressing how we will—and will not—use 
WHFKQRORJ\��&,%&�KDV�HPEUDFHG�WKH�SRVLWLYH�
EHQH¿WV�LW�FDQ�GHOLYHU�WR�HPSOR\HHV�DQG�FOLHQWV� 
All of this in less than a year.”

IN THE HEALTH care industry, trust is a primary 
GULYHU�RI�SDWLHQW�EHKDYLRU��7UXVWHG�RUJDQL]DWLRQV�
KDYH�DQ�HGJH�LQ�LQÀXHQFLQJ�EHKDYLRUV�WKDW�

can create more positive health outcomes. For 
����\HDU�ROG�JOREDO�KHDOWK�FDUH�FRPSDQ\�$EERWW��
trust is top of mind as it evolves and expands its 
portfolio of diagnostic products, medical devices, 
nutritionals, and branded generic medicines, says 
&02�0HOLVVD�%URW]��� 

With technology-driven products such as sensor- 
based glucose monitoring systems, smartphone-
connected insertable cardiac monitors,and 
FORXG�FRQQHFWHG�LPSODQWDEOH�GH¿EULOODWRUV�DQG�
pacemakers, Abbott takes a multifaceted approach 
to trust, adds CIO Mark Murphy.�� Across the 
enterprise and its connected technologies, this 
includes comprehensive data protection policies, 
employee training programs, and an external 
ecosystem of trust-based partners, and other 
components.

For example, Abbott is exploring multiple data-
enabled opportunities to improve health care, 
such as a machine learning solution that combines 
performance data from the company’s diagnostics 
platforms with global clinical and patient 
demographic data to help health care providers 

diagnose heart attacks.��  To safeguard patient 
data and privacy—a core facet of trust—Abbott 
has enacted a number of enterprisewide policies, 
procedures, and annual employee training and 
FHUWL¿FDWLRQ�SURJUDPV�UHODWHG�WR�GDWD�KDQGOLQJ�DQG�
protection and compliance with national and global 
regulatory mandates. Leaders have also made 
VLJQL¿FDQW�LQYHVWPHQWV�LQ�F\EHUVHFXULW\�FDSDELOLWLHV�
and controls embedded into product designs, 
which is increasingly critical for a company such 
as Abbott, with products and services that are 
heavily connected and integrated—often with other 
products, systems, and apps. 

In addition, ensuring patient trust is a 
UHVSRQVLELOLW\�WKDW�IDOOV�WR�HDFK�RI�$EERWW¶V���������
employees, from the board of directors and C-suite 
leadership to researchers, product designers, and 
engineers. Company leadership, for instance, is 
involved in data and product security oversight 
groups and board subcommittees, while employees 
participate in rigorous education programs on 
the implications of data privacy, security, and 
transparency. “Abbott is focused on helping people 
live better, healthier lives,” Murphy notes. “Often, 
technology is the enabler to help us do that, but it 
always starts with the patient. We know that when 
we build technology, we are doing so on behalf of 

 
Trust encoded in Abbott’s DNA
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the person who wears it, accesses it, or lives with it 
inside their body. And that means we must protect 
it—securely and responsibly.”

Abbott also relies on a strong external ecosystem to 
maintain patient trust. Independent third parties 
and research groups test Abbott’s products and 
services and assess their vulnerabilities on an 
ongoing basis. For example, the company is part 
of the #WeHeartHackers initiative, a collaboration 
between the medical device and security research 
communities that seeks to improve medical device 
security. At a recent event, Abbott teamed with 
university researchers to build a mock immersive 
hospital that enabled researchers to practice 
cybersecurity defense techniques.�� 

Rounding out Abbott’s trust ecosystem are patients 
and care providers themselves. To learn what 
concepts such as trust, security, and privacy mean 
WR�WKH�GL̆HUHQW�XVHUV�RI�LWV�SURGXFWV�DQG�VHUYLFHV��
the company regularly holds focus groups with 
them and produces educational material to raise 
awareness of these issues.

8OWLPDWHO\��%URW]�VD\V��GDWD�HQDEOHG�WHFKQRORJLHV�
that help people live better lives are an extension 
of the lifesaving products and services that patients 

DQG�WKHLU�FDUH�SURYLGHUV�KDYH�WUXVWHG�IRU�����\HDUV��
“Patients place the highest levels of trust in us, and 
we take it very seriously,” she says. “It’s part of our 
DNA. Our greatest responsibility is to keep them 
and their data safe and secure.”

B(&$86(�$�&203$1<ȇ6�approach to 
WHFKQRORJ\�GLUHFWO\�D̆HFWV�VWDNHKROGHU�
trust in its brand, businesses that are 

OHYHUDJLQJ�DGYDQFHG�WHFKQRORJLHV�FDQ�EHQH¿W�IURP�
considering the technologies’ impact on ecosystem 
partners, employees, customers, and other 
key stakeholders. Strong security controls and 
practices are foundational elements for building 
DQG�PDLQWDLQLQJ�VWDNHKROGHU�WUXVW��5HFRJQL]LQJ�
the impact of security breaches on customer trust, 
Google went beyond the expected table stakes 
by completely redesigning its security model to 
protect enterprise systems and data.

A decade ago, as Google moved internal 
applications and resources to the cloud, its security 
perimeter was constantly expanding and changing, 
complicating the defense of its network perimeter. 
At the same time, companies were seeing more 
sophisticated attacks by nation-state-sponsored 
hackers, testing the limits of the perimeter-based 
model of security. Hence, Google decided to 
completely overhaul its security approach and 
implement a new security model that turned 
the existing industry standard on its head, says 
Sampath Srinivas, Google product management 
director for information security.�� 

 
Rebuilding security from the ground up to maintain customer trust 
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and responsibly.”



Google security experts could no longer assume 
WKDW�ZDOOLQJ�R̆�WKH�QHWZRUN�ZRXOG�SURYLGH�WKH�
security required to maintain system integrity 
and customer trust. They sought to reinvent the 
company’s existing security architecture, since 
the traditional castle-and-moat model—based 
on a secure network perimeter with VPN-based 
employee access to internal applications—was 
no longer adequate. The goal: to ensure that 
employees could use any corporate application 
from any location on any device as easily as if they 
were using Gmail and as safely as if they were in a 
*RRJOH�ṘFH�

*RRJOH�HPEUDFHG�WKH�]HUR�WUXVW�FRQFHSW��DQ�
innovative security model that eliminates network-
based trust, Srinivas says, instead applying access 
controls to applications based on user identity 
and the status of their devices, regardless of their 
network location.

*RRJOH¶V�]HUR�WUXVW�VHFXULW\�VWUDWHJ\�WUHDWV�HYHU\�
single network request as if it came from the 
internet. It applies context-aware access policies 
to clues such as user identity, device attributes, 
session information, IP address, and context of 
the access request itself, collected in real time by 
a device inventory service. A globally distributed 
reverse proxy server protects the target server, 

HQFU\SWV�WUḊF�WR�SURWHFW�GDWD�LQ�WUDQVPLVVLRQ��
and acts as a sophisticated rules engine that 
determines access rights based on the user and 
device’s context, such as whether it is fully patched. 
(YHU\�DFFHVV�UHTXHVW�LV�VXEMHFW�WR�DXWKHQWLFDWLRQ��
DXWKRUL]DWLRQ��DQG�HQFU\SWLRQ��7R�SURWHFW�DJDLQVW�
phishing, the company—working with the industry 
LQ�WKH�),'2�$OOLDQFH�VWDQGDUGV�RUJDQL]DWLRQ²
developed and deployed a new form of 
cryptographic hardware two-factor authentication 
called Security Keys.�� 

Today, Google’s user- and device-centric security 
ZRUNÀRZ�DOORZV�DXWKRUL]HG�XVHUV�WR�VHFXUHO\�ZRUN�
from an untrusted network without the use of a 
VPN. The user experiences internal applications 
as if they were directly on the internet. Employees, 
contractors, and other users can have a seamless 
user-access experience from any location by 
simply typing in a web address—a process that 
dramatically reduces support burden. “To deliver 
on our goal of maintaining customer privacy 
and trust, we had to look beyond the status quo 
solutions, innovate, and take risks,” Srinivas says. 
“When we broke with tradition and changed the 
way we thought about our security infrastructure, 
LW�DOORZHG�XV�WR�GHYHORS�D�PRUH�H̆HFWLYH�ZD\�WR�
protect data and systems.”
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W+(1�Ζ�63($.�with leaders in the corporate world, they often ask for advice on how to build a brand 

WKDW�FXVWRPHUV�DQG�HPSOR\HHV�WUXVW��$V�ZH�WDON��Ζ�ȴQG�WKDW�VRPH�KDYHQȇW�FDUHIXOO\�WKRXJKW�DERXW�
ZKDW�WKH\�PHDQ�E\�ȊWUXVW�ȋ�6RPH�GHȴQH�LW�VXEMHFWLYHO\��OLNH�D�ZDUP�IX]]\�IHHOLQJ��$W�WKH�RWKHU�HQG�

of the spectrum, others assume that if a customer is willing to use a service or product, that action alone 

LPSOLHV�WUXVW��Ζ�EHOLHYH�WKDW�QHLWKHU�RI�WKHVH�GHȴQLWLRQV�LV�FRPSOHWH�QRU�DFFXUDWH�

To me, trust is a willingness to make yourself vulnerable because you expect 

the broader system to act in ways that support your values and interests. 

That doesn’t mean that you expect the company will never make a mistake 

or experience an unintended outcome. Instead, what’s important is that if 

VRPHWKLQJ�JRHV�ZURQJ��\RXȇUH�FRQȴGHQW�WKDW�WKH�FRPSDQ\�ZLOO�WDNH�FDUH�RI�LW��

7KLV�GHȴQLWLRQ�DSSOLHV�HYHQ�LI�D�FRPSDQ\ȇV�SURGXFW�LVQȇW�����SHUFHQW�UHOLDEOH��
For example, I’m more likely to buy from a company I trust, even if its product 

LV�RFFDVLRQDOO\�XQUHOLDEOH��EHFDXVH�ΖȇP�FRQȴGHQW�WKDW�LI�VRPHWKLQJ�JRHV�ZURQJ��
the company will take care of me and my interests. I’m less likely to buy 

IURP�D�FRPSDQ\�RHULQJ�D�KLJKO\�UHOLDEOH�SURGXFW�LI�ΖȇP�FRQFHUQHG�WKDW�LI�WKH�
unexpected happens, I’ll be left to deal with the consequences on my own.

6R�KRZ�VKRXOG�FRUSRUDWH�OHDGHUV�DSSURDFK�WUXVW"�7KH�ȴUVW�VWHS�LV�WR�WKLQN�WKURXJK�WKH�UHOHYDQW�YDOXHV�DQG�
interests of both the company and its stakeholders. What are the things that matter to customers, users, 

HPSOR\HHV��DQG�VKDUHKROGHUV"�7KLV�TXHVWLRQ�VXSSRUWV�D�GLVFXVVLRQ�DERXW�KRZ�WKH�SURGXFW�RU�VHUYLFH�FRXOG�
advance, protect, or impair those stakeholder groups. 

The second step is related to design. How can the organization design a product or service that supports or 

HQGRUVHV�WKRVH�UHOHYDQW�YDOXHV"�7KLV�LV�ZKHUH�HWKLFV�FRPHV�LQ��)URP�P\�SHUVSHFWLYH��HWKLFV�LV�DERXW�DVNLQJ�
WZR�TXHVWLRQV��:KDW�YDOXHV�VKRXOG�ZH�KDYH"�7KHQ��JLYHQ�WKHVH�YDOXHV��ZKDW�VKDOO�ZH�GR�WR�DGYDQFH�WKHP"�
2I�FRXUVH��VRPHWLPHV�YDOXHV�FRQȵLFW��ZKLFK�SXVKHV�RUJDQL]DWLRQV�WR�WKLQN�DERXW�WKH�SUREOHP�GLHUHQWO\��
&DQ�ZH�GHVLJQ�WKH�SURGXFW�LQ�VXFK�D�ZD\�WKDW�ZH�GRQȇW�KDYH�WR�FKRRVH"�7KLV�GHVLJQ�DSSURDFK�FDQ�JHQHUDWH�
innovative and trusted products.

It’s impossible to totally avoid unexpected consequences, but leaders who bring together multidisciplinary 

product teams can improve the odds in their favor. A team made up of people from a variety of backgrounds 

and cultures—who feel free to openly share their experiences and opinions—can often uncover creative 

GHVLJQ�VROXWLRQV�RU�SRWHQWLDO�GHVLJQ�LVVXHV��%XW�ZKHQ�D�FRQȵLFW�LQ�YDOXHV�LV�XQDYRLGDEOH��OHDGHUV�PXVW�PDNH�
intelligent, self-aware, deliberate choices. A leader should decide what’s most important to the company—

and own it. 

Most leaders already know the right action to take if the ultimate goal is to build trust. But some care more 

DERXW�FRVW�UHGXFWLRQ��2U�LQFUHDVHG�HɝFLHQF\��2U�VSHHG�WR�PDUNHW��7KH�OLVW�JRHV�RQ��$QG�WKDWȇV�ȴQH��/HDGHUV�
can choose to build things that don’t increase user trust, if they understand why they are making that choice 

MY TAKE
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and are willing to accept the consequences—expected or unexpected. Problems occur when leaders make 

choices that damage trust without realizing what they are doing. 

$QRWKHU�PLVFRQFHSWLRQ�WKDW�OHDGHUV�RIWHQ�KDYH�LV�WKDW�EHLQJ�HWKLFDO�FRQȵLFWV�ZLWK�EHLQJ�SURȴWDEOH��7KLV�LV�
a false dichotomy. Companies have proven that they can produce reliable, powerful, user-friendly—and 

SURȴWDEOHȃSURGXFWV��$QG�ZKLOH�WKH�SURGXFWV�PD\�QRW�SHUIRUP�SHUIHFWO\�DOO�WKH�WLPH��WUXVWHG�FRPSDQLHV�KDYH�
ZD\V�WR�PRQLWRU�DQG�GHWHFW�SUREOHPV��DV�ZHOO�DV�PHWKRGV�IRU�DGGUHVVLQJ�LVVXHV�TXLFNO\�DQG�HHFWLYHO\�

My dream is that within 20 years, corporate leaders won’t need to ask ethicists or other advisers about 

human or societal impacts that could result from product design decisions. I hope the answers will be 

LQWHUQDOL]HG�LQWR�FRUSRUDWH�FXOWXUHV�VR�WKDW�DVNLQJ�TXHVWLRQV�VXFK�DV�Ȋ$UH�ZH�VXUH�WKLV�LV�D�JRRG�LGHD"ȋ�LV�MXVW�
part of what organizations consistently do.
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EXECUTIVE PERSPECTIVES

Cyber risk threat vectors have 

evolved rapidly, and attacks have 

become increasingly 

sophisticated, deliberate, and 

unrelenting in nature. Fifty-seven 

percent of companies 

participating in Deloitte’s 2019 

)XWXUH�RI�&\EHU�6XUYH\�
experienced their most recent 

cyber incidents within the past 

two years.33�$QG�WKH�ULVN�LVQȇW�MXVW�
that cyber incidents will destroy 

trust in the classical sense. The 

opportunity cost of what cyber 

vulnerabilities can prevent 

organizations from doing can be 

far greater: The specter of 

cybercrime and its fallout can cast 

a shadow over an organization’s 

HRUWV�WR�WXUQ�WHFKQRORJ\�WR�
better use, strangling innovation 

and slowing digital 

WUDQVIRUPDWLRQ�HRUWV�WR�D�FUDZO��
ΖW�FDQ�DOVR�DHFW�WKH�ERWWRP�OLQH��
quickly and dramatically. One 

survey found that 48 percent of 

respondents had stopped using 

online services that reported data 

breaches.34 The issues of ethical 

technology and trust will steadily 

capture CXO mindshare. CIOs 

have a responsibility to help other 

enterprise leaders become more 

tech-savvy and understand the 

impact their digital strategies  

can have on the organization’s 

trust brand. 

2QH�RI�WKH�ȴQDQFH�IXQFWLRQȇV�
primary responsibilities is to 

build and maintain trust among 

customers, business partners, 

and investors. Yet rising 

expectations of transparency are 

PDNLQJ�LW�PRUH�GLɝFXOW�IRU�
ȴQDQFH�WR�PHHW�WKLV�
responsibility. Consider this 

VFHQDULR��8VLQJ�GURQH�EDVHG�
cameras, analysts identify a 

potential issue in your company’s 

manufacturing or distribution 

facilities that your operations 

team missed. Analysts 

unexpectedly bring up the issue 

on an earnings call. Markets now 

expect companies to respond to 

situations such as this in near 

real time. Failure to do so raises 

doubts, which in turn can erode 

market trust. To meet this 

FKDOOHQJH��ȴQDQFH�RUJDQL]DWLRQV�
will likely need to collect more 

data from across the enterprise 

and deploy advanced analytics 

that enable real-time reporting. 

They can also collaborate with 

peers to educate employees on 

the value that ethics and trust 

help create. Finally, CFOs will be 

able to help their companies 

deliver the kind of detailed, 

accurate, and timely responses 

that markets—and the analysts 

and investors who watch 

them—demand.

A company’s brand is, by 

GHȴQLWLRQ��D�FRQWUDFW�RI�WUXVW�� 
Yet in business, brand trust can 

erode overnight. CEOs and 

C-suite leaders across the 

organization can communicate 

the importance of trust to their 

company’s mission and establish 

clear ethics guardrails. Indeed, 

establishing clear policies for 

ethical usage of technology— 

DQ�LPSRUWDQW�ȴUVW�VWHS�LQ�HDUQLQJ�
WUXVWȃFRXOG�EHQHȴW�WKHLU�
EXVLQHVVHV��8OWLPDWHO\��LQGLYLGXDO�
employees are acting based on 

their best understanding and 

awareness of an organization’s 

policies and values. This is no 

small matter. They will be making 

deliberate decisions about trust 

that will manifest in their 

company’s strategy, purpose,  

and market performance. 

Moreover, if leaders don’t own 

the trust and ethics agenda, 

decisions will be made in a 

GLXVH�ZD\��&(2V�KDYH�DQ�
opportunity to provide clarity, 

education, and ongoing 

communication. With the entire 

enterprise aligned behind the 

C-suite’s guidelines on ethical 

technology and trust, CIOs can 

help ensure that tech strategies, 

GHYHORSPHQW�HRUWV��DQG� 
cyber approaches support  

those guidelines.  

STRATEGY FINANCE RISK
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ARE YOU READY?

What is your current position 

of trust with your employees, 

customers, partners, shareholders, 

DQG�FRPPXQLW\"

How do you measure each 

new digital initiative against its 

alignment to organizational values 

DQG�LPSDFW�RQ�VWDNHKROGHU�WUXVW"�

On a scale of “What’s ethical 

WHFKQRORJ\"ȋ�WR�Ȋ:H�XQGHUVWDQG�
WKH�HWKLFDO�UDPLȴFDWLRQV�RI�RXU�
tech initiatives” to “We have ethical 

technology policies in place,” where 

GRHV�\RXU�OHDGHUVKLS�WHDP�UDQN"

LEARN MORE

1

2

3

BOTTOM LINE 
Companies who have yet to recognize that disruptive technology 

FDQ�PHDVXUDEO\�DHFWȃSRVLWLYHO\�RU�QHJDWLYHO\ȃHYHU\�IDFHW�
of a business risk being overshadowed by those competitors 

that make trust a business-critical mission. Leaders should 

be thinking about the potential consequences of employing 

disruptive technologies throughout their organization. To 

PDVWHU�WKH�WUXVW�HTXDWLRQ��ZKDW�LV�QHHGHG�LV�D�FRKHVLYH�HRUW�
that starts from the very top of an organization: align the use 

of technology with organizational values, clearly articulate the 

policies and guidelines everyone should follow, and embed 

those policies into the very fabric of an organization.

ACCELERATING DIGITAL  
INNOVATION INSIDE 
AND OUT

Learn how digitally 

mature organizations 

use ecosystems and 

cross-functional team to 

innovate in new ways.  

RESILIENT PODCAST SERIES 

Listen to this award-

winning podcast featuring 

conversations with leaders 

who have tackled risk, 

crises, and disruption.    

ETHICAL TECHNOLOGY 
USE IN THE FOURTH 
INDUSTRIAL REVOLUTION 

Explore leadership 

strategies for confronting 

ethical issues associated 

with Industry 4.0 

technologies.   
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C H A N G E  W I T H I N  I T

C R E A T I V E  F I N A N C E

C H A N G E  W I T H I N  F I N A N C E

Move the IT organization
to a product-focused 
operating model and 

create a road map for 
tech investments. 

Tailor budgeting, funding, 
and reporting processes 

to meet the evolving 
technology needs 

of the business.

Explore opportunities for 
strategic co-investment,
ecosystem subsidies, 
carveout leasebacks, 
and other models. 

Ζ7�DQG�ȴQDQFH�OHDGHUV�ZRUN�WRJHWKHU�WR�GHYHORS�
ȵH[LEOH�DSSURDFKHV�IRU�IXQGLQJ�LQQRYDWLRQ�

T R E N D  S U M M A R Y

I T  N E E D S

Cross-functional teams

Flexible timelines

Product focus

F I N A N C E  N E E D S

Value calculation

Measurable ROI

Fiscal control

F U N D I N G  
I N N O V A T I O N  
A T  T H E  S P E E D  

O F  A G I L E

B Y  T H E  N U M B E R S

A synonym for “nimble”; the 
ability to respond gracefully to 
a need to change and adapt.

Ȓa-jˢl

An iterative, incremental 
software delivery methodology.

ȒA-jˢl

of CIOs expect to implement 
Agile, DevOps, or a similar 
ȵH[LEOH�Ζ7�GHOLYHU\�PRGHO�WR�
increase IT responsiveness  
and help spur broader 
innovation ambitions.† 

56%

†Bill Briggs et al., Manifesting 
legacy: Looking beyond the 
digital era, Deloitte Insights, 
August 8, 2019. 

T R E N D  B R E A K D O W N

Business of
technology

Cloud Core

D E F I N I T I O N S
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T R E N D  B R E A K D O W N

Business of
technology

Cloud Core

D E F I N I T I O N S

FLEXIBLE DELIVERY OF emerging technologies to drive 
business outcomes is fast becoming today’s competitive 
EDWWOHJURXQG��'HORLWWH�UHVHDUFK�IRXQG�WKDW����SHUFHQW�RI�&,2V�

expect to implement Agile software development, DevOps, or a 
VLPLODU�ÀH[LEOH�,7�GHOLYHU\�PRGHO�WR�LQFUHDVH�,7�UHVSRQVLYHQHVV1  
and help spur broader innovation ambitions. 

%XW�WKHUH�LV�DQ�REVWDFOH�FXUUHQWO\�VORZLQJ�WKHVH�H̆RUWV��DQG�LW�LV�
formidable: the sourcing and distribution of funds. IT’s operations 
and development processes are becoming nimbler and product-
IRFXVHG�ZKLOH�WKH�¿QDQFH�IXQFWLRQ�FRQWLQXHV�WR�EXGJHW��IXQG��DQG�
report the same way it has for decades. The result: tension between 
,7¶V�QHHGV�DQG�¿QDQFH¶V�SURFHGXUHV��,I�OHIW�XQDGGUHVVHG��WKLV�LVVXH�
could impair the CIO’s innovation agenda and undermine an 
RUJDQL]DWLRQ¶V�VWUDWHJLF�JRDOV��

Nowhere is this tension felt more acutely than in funding strategic 
innovation and transformation agendas, which currently account 
IRU�D�VPDOO�SHUFHQWDJH�RI�,7¶V�RYHUDOO�EXGJHW���7KH�DYHUDJH�,7�
GHSDUWPHQW�VSHQGV����SHUFHQW�RI�LWV�WHFKQRORJ\�EXGJHW�RQ�
maintaining business operations and only 18 percent on building 
new business capabilities.���7KLV�LV�HVSHFLDOO\�WUXH�IRU�GHYHORSPHQW�
LQLWLDWLYHV�WKDW�HPSKDVL]H�DJLOLW\�DQG�VSHHG��)LQDQFH�SURFHVVHV�
DUH�W\SLFDOO\�VWLOO�WLHG�WR�D�SURMHFW�PHQWDOLW\��ZKHUH�WKH�IDOODF\�
RI�SUHGLFWLQJ�WKH�IXWXUH�IRU�XQLTXH�SURGXFW�GHYHORSPHQW��ZLWK�
XQNQRZQ�XQNQRZQV��LV�ORFNHG�LQWR�D�SURMHFW�SODQ�ZLWK�DVVRFLDWHG�
¿[HG�SURMHFW�IXQGLQJ��,QVWHDG�DQ�³DJLOH´�DSSURDFK²UHIHUULQJ�LQ�WKLV�
FRQWH[W�WR�D�VWDWH�RI�EHLQJ�QLPEOH�RU�ÀH[LEOH�UDWKHU�WKDQ�WR�$JLOH�
software development methodology—is capacity funded with a 
IRFXV�RQ�PD[LPL]LQJ�RXWFRPHV�

Finance and the 

future of IT

Funding innovation at 
the speed of agile
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Moreover, agile initiatives typically feature cross-
functional teams working in iterative sprints. In 
PDQ\�FRPSDQLHV��WKLV�FODVKHV�ZLWK�WKH�¿QDQFH�
RUJDQL]DWLRQ¶V�WUDGLWLRQDO�IXQGLQJ�SURFHVVHV��ZKLFK�
DUH�RSWLPL]HG�IRU�IXQFWLRQDOO\�FRPSDUWPHQWDOL]HG�
teams. The cross-functional teams model hails 
IURP�DQ�HUD�WKDW�HPSKDVL]HG�UHSHWLWLRQ�DQG�VFDOH�
of known and knowable assets, unlike today’s 
innovation-focused digital age. 

2YHU�WKH�QH[W����WR����PRQWKV��ZH�H[SHFW�WR�VHH�
PRUH�,7�DQG�¿QDQFH�OHDGHUV�ZRUNLQJ�WRJHWKHU�WR�
GHYHORS�ÀH[LEOH�DSSURDFKHV�IRU�IXQGLQJ�LQQRYDWLRQ�
at the speed of agile. This does not mean they 
will replace annual budgeting cycles with a shiny, 
XQSURYHQ�DOWHUQDWLYH��,QGHHG��EDODQFLQJ�¿VFDO�
control and appropriate spending with value 
FUHDWLRQ�DQG�¿QDQFLDO�UHVXOWV�LV�D�QRQQHJRWLDEOH�
requirement. There are multiple approaches that 
can help maintain the balance: 

• &KDQJH�ZLWKLQ�¿QDQFH��Finance should 
explore opportunities to tailor budgeting, 
funding, and reporting processes to better meet 
the business’s evolving needs for its portfolio 
of technology investments. This will likely 
include developing new methods for investing 
DFURVV�WLPH�KRUL]RQV��DFFXUDWHO\�PHDVXULQJ�
the somewhat unpredictable long-term value 
that products built with agility can generate, 
and accounting for value in ways that meet 
accounting and reporting standards.

• Change within IT. The future of the IT 
RUJDQL]DWLRQ�LQFOXGHV�VWUXFWXUDO�FKDQJHV�VXFK�
DV�RUJDQL]LQJ�UHVRXUFHV�DURXQG�SURGXFWV�
and outcomes, creating a clear road map 
for foundational tech investments, and 
evolving traditional roles in procurement and 
vendor management.

• Creative funding. Creative funding sources 
can amplify and accelerate change. CIOs and 
CFOs can explore opportunities for funding 
innovation such as co-investing within and 
across their industry, ecosystem subsidies, 
carveout leasebacks, and other models. 

Unlikely, you say? Convincing your CFO to alter 
ORQJ�VWDQGLQJ�¿QDQFLDO�SURFHVVHV�PD\�EH�D�KDUG�
sell, at least initially. What’s more, external funding 
opportunities may sound promising but could 
introduce risks that give CFOs pause. 

Yet there are strong incentives for both CIOs and 
&)2V�WR�¿QG�ZD\V�WR�UHLPDJLQH�¿QDQFH�WR�EROVWHU�
WHFKQRORJ\¶V�SRWHQWLDO��$V�PRUH�ODUJH�RUJDQL]DWLRQV�
demonstrate agile’s positive impact on speed to 
YDOXH��ÀH[LELOLW\��DQG�UHVSRQVLYHQHVV�WR�PDUNHW�
needs, their competitors will likely launch their 
own agile initiatives at speed and scale.��%XLOGLQJ�
distinctive, disciplined approaches now can lead to 
sustained competitive edges. The time for CIO-CFO 
collaboration on this issue is now. 

Money matters

The tension between IT’s funding needs and 
¿QDQFH¶V�ORQJ�KHOG�SURFHVVHV�GLG�QRW�DSSHDU�
overnight. It has been building slowly over the last 
decade as cloud and platform technologies steadily 
disrupted operating models in ways that cause the 
¿QDQFH�IXQFWLRQ�WR�UHHYDOXDWH�LWV�PHWKRGV��

As CIOs and CFOs look for ways to better meet 
their respective needs in the coming years, there 

Building distinctive, 
disciplined approaches 
now can lead to 
sustained competitive 
edges. The time for 
CIO-CFO collaboration 
on this issue is now.
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are three central problems to consider—all of which 
trace their roots to the early days of the digital 
revolution. 

• Shifting from capex to opex. Transitioning 
from on-site to cloud-based systems involves 
VKLIWLQJ�D�VLJQL¿FDQW�DPRXQW�RI�VSHQGLQJ�IURP�
FDSLWDO�H[SHQVHV��FDSH[��WR�RSHUDWLQJ�H[SHQVHV�
�RSH[���,Q�IDFW��WHDPV�ZLOO�EH�GRLQJ�D�OLWWOH�ELW�RI�
capex and opex all the time. The new mantra is 
“you build it, you run it.” From an accounting 
SHUVSHFWLYH��VKRUW�WHUP�RSH[�JURZWK�FDQ�D̆HFW�
quarterly results, which CFOs must explain to 
LQYHVWRUV�DQG�¿QDQFLDO�DQDO\VWV��   

• Measuring elusive ROI. Technology 
innovation initiatives are often experiments that 
fall short of internal rate-of-return expectations 
and may or may not deliver positive returns. 
,QYHVWPHQWV�LQ�LQQRYDWLRQ�GRQ¶W�W\SLFDOO\�R̆HU�
WUDGLWLRQDO�,7�SURMHFWV¶�OHYHO�RI�FRQ¿GHQFH��
¿QDQFLDOO\�RU�WHPSRUDOO\��VR�WKH\�DUH�RIWHQ�KDUG�
WR�FRQ¿GHQWO\�FKDPSLRQ�WKURXJK�VWDQGDUG�
governance processes. In some instances, this 
OHDYHV�WKH�¿QDQFH�IXQFWLRQ�VWUXJJOLQJ�WR�GHYHORS�
an accurate process for tracking ROI long-term. 
This challenge becomes more complicated in 
WUDFNLQJ�¿[HG�EXGJHW�LQYHVWPHQWV�LQ�WKLQJV�
such as platforms that can be reused over an 
LQGH¿QLWH�SHULRG��

• Calculating value delivered. CFOs 
rigorously track returns on capital and 
associated risk models across areas of 
LQYHVWPHQW��%XW�IRU�WHFKQRORJ\�LQYHVWPHQWV��
IHZ�RUJDQL]DWLRQV�VKRZ�VLPLODU�GLVFLSOLQH�LQ�
tracking and measuring the magnitude and 
timing of solution value—when CIOs make their 
own calculations, they may use assumptions 
WKDW�GL̆HU�IURP�WKRVH�W\SLFDOO\�XVHG�E\�EXVLQHVV�
RU�¿QDQFH��,Q�'HORLWWH¶V������*OREDO�&,2�
6XUYH\�����SHUFHQW�RI�UHVSRQGHQWV�VDLG�WKH\�
measured the impact of IT investments on 
a case-by-case basis, rather than as part of a 

regular reporting process.� Clearly, CIOs and 
CFOs are not on the same page when it comes 
to assessing the value IT delivers.  

As part of the ¿QDQFH�DQG�WKH�IXWXUH�RI�,7�trend, we 
expect to see more CIOs, CFOs, and their respective 
teams explore ways to address these and other 
funding, accounting, and reporting challenges. 

Finance transforms capital 

deployment

&)2V�DQG�WKHLU�RUJDQL]DWLRQV�FDQ�EH�WKH�DUELWHUV�
of rapid change, balancing necessary controls and 
ULVN�PDQDJHPHQW�ZLWK�PRGHUQL]HG�WHFKQLTXHV�
for budgeting, deploying funds, and working with 
technology and business leaders to continuously 
PRQLWRU�DQG�RSWLPL]H�LPSDFWV��6RPH�WHFKQLTXHV�
include:

• Risk-based portfolio mindset. Many 
RUJDQL]DWLRQV�VWUXJJOH�WR�MXVWLI\�VLJQL¿FDQW�
funds for innovation and disruptive 
technologies—the likelihood of failure can 
be high, and the upside of success isn’t 
always straightforward to quantify. Treating 
investments as a portfolio is important; 
thoughtfully developing the governance 
and attributes of the portfolio is more 
so. Shoehorning prototypes of disruptive 
WHFKQRORJLHV�LQWR�FODVVLFDO�¿YH�\HDU�52,�
calculations is likely to generate either wildly 
optimistic valuations or widespread risk 
aversion. Treat investing in emerging tech as 
you would buying call options: The CFO and 
management team can make measured bets 
ZKLOH�JHWWLQJ�LQIRUPDWLRQ�WR�PRUH�FRQ¿GHQWO\�
guide future investment and mitigate 
future risk.�    

• Capex versus opex strategy. Every 
technology investment has risks, and those 
PDGH�LQ�FORXG�DUH�QR�GL̆HUHQW��%HFDXVH�FORXG�
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shifts technology investments from the capital 
expense to the operating expense column, 
PRYLQJ�WR�FORXG�WRR�TXLFNO\�FDQ�D̆HFW�FRPSDQ\�
¿QDQFLDOV��&,2V�DQG�&)2V�FDQ�ZRUN�WRJHWKHU�WR�
classify these costs appropriately and assess and 
RSWLPL]H�WKH�LPSDFW�RI�FORXG�LQYHVWPHQWV��7KH\�
can also develop strategies for depreciation 
DQG�FDSLWDO�DOORFDWLRQ�WR�R̆VHW�DQ\�LPSDFW�� 
The good news is that the capex-versus-opex 
issue may not rattle Wall Street much longer. 
Deloitte studied how a set of public companies 
communicated their cloud investments to Wall 
Street and how analysts responded. The capex/
RSH[�LVVXH�GLG�QRW�DSSHDU�WR�EH�D�VLJQL¿FDQW�
FRQVLGHUDWLRQ�LQ�¿OLQJV��FRPPHQWDU\��DQG�
analyst discussions. In fact, companies may 
EH�XQGHUVHOOLQJ�DQG�XQGHUXWLOL]LQJ�WKHLU�
cloud investments. Analysts appear to be 
more interested in how cloud adoption can 
lead to potential new revenue streams or 
revenue enhancement than in its potential for 
cost-reduction.8   

• Capacity-based funding.�7KH�LGHD�RI�¿[LQJ�
IT budgets around explicit capacity, tweaked 
DQQXDOO\��LV�QRW�QHZ��%XW�DV�WHFKQRORJ\�
RUJDQL]DWLRQV�PRYH�IURP�SURMHFW�WR�SURGXFW�
orientation, those teams increasingly represent 
GHGLFDWHG�PXOWLGLVFLSOLQDU\�VWD̆�IURP�DFURVV�
the business and IT. Now, “capacity” is tied 
directly to customer, market, or supporting 
YDOXH�VWUHDPV��5RDG�PDSV�RI�JURZWK�REMHFWLYHV�
DQG�LQYHVWPHQW�QHHGV�GH¿QH�H[LVWLQJ�DQG�IXWXUH�
funding, measured not in IT-speak SLAs but 
in outcomes and results aligned directly to 
business metrics. Instead of annually framing 
SURMHFWV�WR�HDUPDUN�DFFHVV�WR�WHFK�UHVRXUFHV��WKH�
product team is responsible for continuously 
assessing and refreshing its performance and 
priorities, with the ability to scale up or down 
EDVHG�RQ�MXVWL¿HG�FKDQJHV�WR�QHVWHG�RXWFRPHV�
and expected key results. Everything will 
EHFRPH�PRUH�ÀXLG��VR�¿QDQFH�VKRXOG�VWDUW�
putting processes and governance in place now 
to accommodate this volatility.9   

Budget
decreased

20%

Budget
remained 
the same 

25%

Budget
increased
55%

Incremental
business

change
26%

Business
innovation

19%

Business
operations
55%

Source: 2018 Deloitte global CIO survey.

FIGURE 1

Following the money
Deloitte asked more than 1,400 global CIOs 
about the challenges of funding innovation. 
Here is what they said:

Overall, IT budgets are growing.

And the business is not equipped 
to accurately measure the 
impact of IT investments.

We measure on a 
case-by-case basis

65%

We measure with 
D�ȴQDQFLDO�PRGHO

27%

Business leaders 
measure impact

25%

We do not
measure impact

14%

However, budget allocations to 
operations consistently dwarf 

those to innovation.
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• Digital foundations. Many of the 
investments that companies make in 
FORXG�PLJUDWLRQ��FRUH�PRGHUQL]DWLRQ��GDWD�
platforms, and other technologies form a 
GLJLWDO�IRXQGDWLRQ�WKDW�EHQH¿WV�WKH�HQWLUH�
RUJDQL]DWLRQ��*LYHQ�WKH�EXVLQHVV�FULWLFDO�
nature of these investments, CIOs and CFOs 
should consider funding them separately from 
the larger IT budget. More important, they 
should consider not allocating costs to the 
business and instead providing subsidies for 
lines of business or departments participating 
in executing the vision. This can protect these 
funding streams from indiscriminate budget 
cuts or belt-tightening—and distinguish them 
IURP�VSHQGLQJ�RQ�FRUH�UHYLWDOL]DWLRQ�H̆RUWV�
that, while also foundational, will eventually 
wind down.10    

IT’s call to arms

%LJ�FKDQJHV�QHHG�WR�KDSSHQ�ZLWK�WKH�,7�
RUJDQL]DWLRQ�DV�ZHOO²LGHDOO\�LQ�WKH�VSLULW�RI��LI�QRW�
the structure of, drastically improved alignment 
DQG�FROODERUDWLRQ�ZLWK�WKH�¿QDQFH�RUJDQL]DWLRQ��
Areas to consider include: 

• Product-focused operating model. 
$V�GHVFULEHG�DERYH��,7�RUJDQL]DWLRQV�DUH�
moving from plan-build-run structures with 
associated capabilities to teams oriented around 
market-facing products, capabilities, and 
internal-facing, shared service value streams. 
These teams bring together disciplines across 
tech and business silos, typically use Agile 
PHWKRGV�DQG�WRROV��DQG�WHQG�WR�LQVSLUH�GL̆HUHQW�
PLQGVHWV�ZKLOH�UHTXLULQJ�GL̆HUHQW�VNLOO�VHWV��
:LWKRXW�WULYLDOL]LQJ�WKH�FKDOOHQJH�LQ�UHRULHQWLQJ�
every part of IT’s portfolio along these lines, 
the talent realities are often the biggest hurdle. 
Having a vision for the future of work within the 
RUJDQL]DWLRQ�LV�QHHGHG��LGHQWLI\LQJ�WKH�UHTXLUHG�
VNLOO�VHWV��KRZ�WKH\�FDQ�EH�VRXUFHG��IRU�H[DPSOH��
reskilling existing resources or tapping new 

WDOHQW�SRROV���DQG�GH¿QLQJ�QHZ�H[SHFWDWLRQV�
and incentives.

• Foundational “tech for tech” road 
map. CIOs typically have a piece of their 
budget earmarked for IT’s own investment 
LQ�WKH�GHSDUWPHQW��%HLQJ�GHOLEHUDWH�DERXW�
quantifying and explaining the nature of 
those investments in business terms can win 
over skeptics. Examples include sharing the 
UDWLRQDOH�EHKLQG�FRUH�PRGHUQL]DWLRQ�LQLWLDWLYHV�
DQG�VKRZLQJ�\HDU�WR�\HDU�ḢFLHQF\�JDLQV�DV�D�
result of simplifying, automating, and re-
platforming systems. Coupled with developing 
and maintaining a road map of foundational 
strategic tech investments, CIOs can set the 
VWDJH�IRU�D�PXFK�GL̆HUHQW�FRQYHUVDWLRQ�DERXW�
IT investment with the CFO, CEO, and board.

• Enablement empowered. Some traditional 
IT roles can be bastions of change, but only 
with a mindset shift in purpose and remit. 
3URFXUHPHQW�ṘFHUV�DQG�YHQGRU�PDQDJHUV�
should move from tactical short-term measures 
to becoming architects of creative contracts and 
ecosystem partnership vehicles. 

Outside-in 

The digital transformation underway at many 
RUJDQL]DWLRQV�UHTXLUHV�DGGLWLRQDO�VRXUFHV�RI�
funding to enable the kinds of changes needed to 
keep disruptive competitors at bay. As part of the 
¿QDQFH�DQG�WKH�IXWXUH�RI�,7�trend, we expect to 
see more CIOs, CFOs, and their respective teams 
explore the following:

• Vendor subsidy programs. A growing 
number of cloud and platform-as-a-service 
vendors are creating subsidy programs 
WKDW�R̆HU�FUHGLWV��IUHH�WULDOV��DQG�³DOZD\V�
free” limited usage on select products to 
QHZ�FXVWRPHUV�WKDW�FRPPLW�WR�¿[HG�WHUP�
VXEVFULSWLRQV��XVXDOO\����PRQWKV���7KRXJK�
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many of these programs target smaller 
FRPSDQLHV��YHQGRUV�DUH�EHJLQQLQJ�WR�R̆HU�
large enterprise-level subsidy programs with 
negotiable terms. 

• Co-investment and industry consortia. 
CIOs and CFOs can explore opportunities to 
co-invest within industry consortia or even 
with competitors to develop and share the 
EHQH¿WV�RI�D�QHHGHG�WHFKQRORJ\��&RPSDQLHV�
are entering into multiparty participation 
FRQWUDFWV�ZLWK�¿QH�SULQW�IRU�ZKR�KDV�GHFLVLRQ�
rights over functionality and design, and under 
what circumstances ownership of the IP can 
be transferred, among other considerations 
needed for productive collaboration. 

• Ecosystem investments with universities. 
6RPH�RUJDQL]DWLRQV�DUH�ZRUNLQJ�ZLWK�XQLYHUVLW\�
innovation hubs to perform research and to 
NHHS�WKHLU�¿QJHUV�RQ�WKH�SXOVH�RI�WHFKQRORJ\�
innovation. Taken a step further, CIOs could 
set up a co-creation deal with a university 
in which the CIO provides funding for 
university research to work on a problem 
set. In return, the CIO and the university 
will co-own the resulting IP and can sell it to 
RWKHU�RUJDQL]DWLRQV��

• Carveout leasebacks. In cases where 
an immediate capital infusion is required, 
one option is to identify a set of systems or 
infrastructure that can be sold to a third party. 
The third party, in return, leases back the 
capabilities to the seller under a predetermined 
set of conditions. In this fashion, CIOs and 
CFOs can generate immediate capital funds 
to spend, while accepting ongoing opex costs 
for the systems, services, and infrastructure. 
,Q�VRPH�FDVHV��WKH�UHDOL]HG�VDYLQJV�FDQ�EH�
XVHG�WR�MRLQWO\�IXQG�QHZ�LQQRYDWLRQ�DJHQGDV�
and activities. 

Let the funding begin

In its simplest form, the Agile software 
development boom is a decades-old, IT-centric 
FRQVWUXFW�WKDW��DIWHU�\HDUV�RI�HYROYLQJ��QRZ�R̆HUV�
the business and IT an opportunity to work 
WRJHWKHU�PRUH�H̆HFWLYHO\�DQG�ḢFLHQWO\��7KH�
PRYH�WR�'HY2SV�KDV�DPSOL¿HG�WKH�RSSRUWXQLW\�
by making sure the business and the “run” 
and “build” houses within IT come together. 
Likewise, DevSecOps11 enables tighter integration 
of yet another function. Funding the pursuit of 
agile opportunities has been both complex and 
FKDOOHQJLQJ��LW¶V�QRZ�WLPH�WR�EULQJ�¿QDQFH�VTXDUHO\�
in the fold of tomorrow’s technology engine. 

The why is simple. Funding at the speed of agile 
RSWLPL]HV�IRU�WKH�IDVW�ÀRZ�RI�VDIH�YDOXH��,Q�RUGHU�
WR�VXUYLYH�DQG�WKULYH��RUJDQL]DWLRQV�VKRXOG�DGRSW�
new ways of working to sense, explore, invent, 
DQG�LQQRYDWH��%H\RQG�VWUDWHJLF�SRVLWLRQLQJ��LW�FDQ�
drive material impact in the market and ultimately 
D̆HFW�WKH�YDOXDWLRQ�RI�WKH�RUJDQL]DWLRQ��2Q�
average, product companies have valuations that 
are 1x their revenue. For service companies, the 
DYHUDJH�YDOXDWLRQ�LV��[�WKHLU�UHYHQXH��)RU�SODWIRUP�
companies, the average valuation is 8x the revenue 
they generate.��

Transitioning fully to a new funding model won’t 
happen quickly. For at least the near future, you 
can run both old and new funding approaches in 
SDUDOOHO�DV�\RX�IXUWKHU�UH¿QH�\RXU�SURFHVVHV�DQG�
HVWDEOLVK�JRYHUQDQFH�JXDUGUDLOV��%XW�XOWLPDWHO\��
WKH�MRXUQH\�FDQ�EH�ZRUWK�LW��7KH�PRUH�\RX�HPEUDFH�
WHFK�IXWXUHV��WKH�ELJJHU�WKH�LPSDFW�\RXU�H̆RUWV�
can have on the way investors, customers, and 
\RXU�SHRSOH�YLHZ�\RXU�RUJDQL]DWLRQ�DQG�LWV�IXWXUH�
promise.
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Constructing an agile enterprise: Nationwide Building Society takes 
the long view

LESSONS FROM THE FRONT LINES

FROM ONLINE BANKING to cashless 
FRPPHUFH��WUDGLWLRQDO�¿QDQFLDO�LQVWLWXWLRQV�
are embracing change to survive—and 

1DWLRQZLGH��WKH�8QLWHG�.LQJGRP¶V�����\HDU�ROG�
EXLOGLQJ�VRFLHW\��LV�QR�GL̆HUHQW��/HDGHUV�ZDQWHG�
to deliver more value and services to Nationwide’s 
���PLOOLRQ�PHPEHUV�WR�H[FHO�LQ�DQ�HQYLURQPHQW�
of digital disruption and increased regulation. 
,Q�ODWH�������WKH�6RFLHW\�KLUHG�3DWULFN�(OWULGJH�� 
as its COO, aiming to transform the way the 
RUJDQL]DWLRQ�ZRUNV��

%HIRUH�(OWULGJH¶V�DUULYDO��,7�DQG�WKH�GLJLWDO�EXVLQHVV�
group had launched several Agile initiatives, and 
Nationwide now looked to create a more cohesive, 
enterprise-level approach. Eltridge set out to 
VKLIW�WKH�RUJDQL]DWLRQ¶V�OHJDF\�V\VWHPV�DZD\�IURP�
waterfall methods, which he views as promoting 
³WKH�LOOXVLRQ�WKDW�\RX�FDQ�¿[�WKH�WLPH��VFRSH��DQG�
cost of work and hold people accountable for 
immovable milestones.”

Eltridge’s charter was to introduce the agile 
mindset across the enterprise. He approached 
¿QDQFH�OHDGHUV�VRRQ�DIWHU�KLV�DUULYDO��ORRNLQJ�
to partner with them to evolve their traditional 
accounting and investment funding processes to 
better align with IT’s Agile approach. 

Instead of trying to explain—and win buy-in for—
DEVWUDFW�DJLOH�SURFHVVHV��(OWULGJH�HQJDJHG�¿QDQFH�
OHDGHUV�ZLWK�WKUHH�FRPPLWPHQWV�����7KH�PRQWKO\�
expenditure rate of IT change would be known and 
QRW�H[FHHGHG�����FKDQJH�SULRULWLHV�FRXOG�EH�UHYLVHG�
LQ�OHVV�WKDQ����GD\V�ZLWK�PLQLPDO�GLVUXSWLRQ��DQG�
���WKHUH�ZRXOG�EH�QR�PRUH�XQSODQQHG�VRIWZDUH�
ZULWH�R̆V²DOO�PXVLF�WR�DQ\�&)2¶V�HDUV��&RQYLQFHG�
RI�WKH�EHQH¿WV�DQG�YDOLGDWHG�E\�,7¶V�UHSXWDWLRQ�IRU�

VDIH�DQG�UHOLDEOH�GHOLYHU\��¿QDQFH�DJUHHG�WR�HQDEOH�
Agile methods and continuous funding in the 
coming year. 

During the funding transition, the portfolio 
PDQDJHPHQW�ṘFH²UHQDPHG�WKH�9DOXH�5HDOL]DWLRQ�
2̇FH²FRQWLQXHG�WR�XVH�ZDWHUIDOO�RU�$JLOH�
PHWKRGV��GHSHQGLQJ�RQ�WKH�SURMHFW�W\SH��%XW�ZKHQ�
WKH�ṘFH�QHHGHG�WR�VKLIW�LQYHVWPHQW�SULRULWLHV��
1DWLRQZLGH�KDG�QRW�\HW�GH¿QHG�D�ZD\�WR�REMHFWLYHO\�
HYDOXDWH�WKH�UHODWLYH�YDOXH�RI�LQÀLJKW�FKDQJHV�
across the entire portfolio. To resolve this, Eltridge 
LQWURGXFHG�WKH�³ZHLJKWHG�VKRUWHVW�MRE�¿UVW´��:6-)��
SULRULWL]DWLRQ�PHWKRG�WR�KHOS�WKH�WHDP�SULRULWL]H�
FKDQJHV�EDVHG�RQ�WKHLU�SURMHFWHG�HFRQRPLF�EHQH¿W��
which is estimated by dividing “cost of delay” by 
MRE�VL]H��:6-)�LV�QRW�D�RQH�DQG�GRQH�SURFHVV²WKH�
backlog of initiatives is regularly reviewed and 
UHSULRULWL]HG��

7KH�9DOXH�5HDOL]DWLRQ�2̇FH�OHG�WKH�H[HUFLVH��
inviting product owners, architects, delivery 
OHDGHUV��DQG�¿QDQFH�WR�GLVFXVV�DQG�YRWH�RQ�

Eltridge introduced the 
“weighted shortest job 
ȴUVWȋ��:6-)��SULRULWL]DWLRQ�
method to help the team 
prioritize changes ... WSJF 
is not a one-and-done 
process—the backlog of 
initiatives is regularly 
reviewed and reprioritized. 

Finance and the future of IT
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change priorities across the entire portfolio. 
The WSJF exercise accomplished the team’s 
JRDO�RI�UDWLRQDOL]LQJ�EXGJHW�DQG�LQYHVWPHQW�
GHFLVLRQV²DQG�JHQHUDWHG�DQ�XQH[SHFWHG�EHQH¿W��
“Senior leaders left with a deeper understanding 
of the portfolio and interdependencies of the 
ZRUN�´�(OWULGJH�VD\V��³3ULRULWL]DWLRQ�ZDV�D�KDSS\�
byproduct.” 

According to Eltridge, “I’ve seen many 
RUJDQL]DWLRQV�ZLWK�D�ERWWRP�XS��JUDVVURRWV�
push toward enterprise agility, but that alone is 
seldom sustainable. This sort of change requires 
senior leadership understanding, trust, and 
sponsorship to last over the long haul. Leaders 
need to experience this way of working before they 
FDQ�LQWHUQDOL]H�DQG�XQGHUVWDQG�LW�´�3DWLHQFH�DQG�
persistence are required.

SΖ=(�$1'�+Ζ6725<�don’t make an 
RUJDQL]DWLRQ�VDIH�IURP�UDSLGO\�HYROYLQJ�
competitive pressure, and banking giant 

%DUFOD\V�LV�DGDSWLQJ�E\�OHYHUDJLQJ�DJLOH�ZD\V�RI�
ZRUNLQJ��1LPEOH�¿QWHFK�VWDUWXSV��EXVLQHVV�PRGHO�
changing emerging technologies, new consumer 
data protection regulations, and other industry 
FKDOOHQJHV�OHG�%DUFOD\V�WR�ODXQFK�DQ�HQWHUSULVHZLGH�
DJLOH�DGRSWLRQ�LQLWLDWLYH�LQ�������6LQFH�WKHQ��PRUH�
than 800 teams—including the bank’s Trade and 
:RUNLQJ�&DSLWDO��7	:&��EXVLQHVV²KDYH�DGRSWHG�
agile principles, values, and practices. 

To better support iterative releases, continually 
changing requirements, cross-functional 
collaboration, and other hallmarks of Agile 
VRIWZDUH�GHYHORSPHQW��%DUFOD\V�UHWRROHG�PDQ\�
SODQQLQJ��EXGJHWLQJ��DQG�¿QDQFH�SURFHVVHV��7KH�
agile transformation changed the way business, 
¿QDQFH��DQG�WHFKQRORJ\�IXQFWLRQV�LQWHUDFW��VD\V�
%ULMHVK�$PPDQDWK��JOREDO�&,2�IRU�7	:&��� 

For example, Ammanath’s technology team was 
challenged to reconcile iterative delivery with its 
traditional budgeting exercise, typically conducted 
���PRQWKV�LQ�DGYDQFH�RI�SURMHFW�GHOLYHU\��,QVWHDG��
the team established a rolling wave planning 
cycle. Technology and business functions meet 
TXDUWHUO\�WR�GLVFXVV�DQG�SULRULWL]H�WKH�SURGXFW�
outcome road map and feature deliveries; technical 
debt also goes in the queue so that it doesn’t bog 

down development and testing. Other business 
priorities may bubble up depending on competitive 
pressures, regulatory changes, the emergence of 
new technologies, evolving operational goals, and 
other market trends and performance indicators.

Outcomes that aren’t driving value for the business 
DUH�GH�HPSKDVL]HG��ZLWK�IXQGLQJ�UHURXWHG�WR�
key revenue drivers. Conversely, if a feature is 
increasing revenue, teams could decide to enhance 
it and align more of the capacity-based funding 
WR�LW��%XVLQHVV�DQG�WHFKQRORJ\�OHDGHUV�DUH�HTXDOO\�
HPSRZHUHG�WR�SULRULWL]H�SURMHFWV�

Finance and technology teams then meet monthly 
to review costs and outcomes. Instead of providing 
LPSUHFLVH�ORQJ�KRUL]RQ�HVWLPDWHV��WKH�WHFKQRORJ\�
team maps investments to key business revenue 
drivers. The move to agile allowed T&WC to 
increase production delivery frequency twelve-fold, 
from quarterly to weekly, allowing the technology 
team to demonstrate tangible outcomes even if 
UHYHQXH�LV�QRW�LPPHGLDWHO\�SURMHFWHG��

%DUFOD\V¶�HQWHUSULVH�RSHUDWLQJ�PRGHO²DQG�WKH�
RUJDQL]DWLRQ¶V�PLQGVHW²DUH�QRZ�IXOO\�DGDSWHG�
to the agile life cycle. One critical success factor 
was intentional communication with business 
SDUWQHUV²IRU�H[DPSOH��HGXFDWLQJ�WKH�¿QDQFH�WHDP�
DERXW�RQH�SURMHFW¶V�FRQH�RI�XQFHUWDLQW\�KHOSHG�WHDP�
members understand why agile was needed and 

 
Barclays banks on agile
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how the new delivery model worked. Radical cost 
transparency has helped establish trust. Finally, 
improving visibility into the delivery process, 
taking the time to understand business priorities, 
and consistently meeting delivery commitments 
have helped improve cross-functional collaboration 
and build trust with business stakeholders. As a 
UHVXOW��WKH�7	:&�WHFKQRORJ\�WHDP�HQMR\V�D�KLJK�
OHYHO�RI�FRQ¿GHQFH�IURP�LWV�EXVLQHVV�DQG�¿QDQFH�

SDUWQHUV�ZKHQ�LW�FRPHV�WR�SULRULWL]LQJ��GHOLYHULQJ��
and funding features and products.

“Agile has changed everything from the way 
we’re structured and how we hire people to the 
tools we use for collaboration,” Ammanath says. 
³,W¶V�D�FRQWLQXRXV�LPSURYHPHQW�MRXUQH\��VR�WKH�
transformation will be ongoing. The whole purpose 
is to be better this week than we were last month.”

 
Big bang: Rolls-Royce’s bold approach to agile

FOR OVER A century, Rolls-Royce has 
pioneered some of the world’s most powerful 
DQG�ḢFLHQW�HQJLQHV��)URP�LWV�EHJLQQLQJV�

as an internal combustion engine manufacturer, 
the company has evolved into a leading global 
industrial technology-based innovator of intelligent 
and electrical engines, pioneering cutting-edge 
technologies to help the planet’s vital power needs. 
To facilitate continual improvement, Rolls-Royce 
LV�HPEUDFLQJ�GLJLWDOL]DWLRQ�DFURVV�WKH�HQWHUSULVH�
to create entirely new ways of engineering, 
manufacturing, and serving customers.�� 

7KH�WUDQVIRUPDWLYH�MRXUQH\�EHJDQ�LQ�0DUFK�������
when leadership restructured the company to drive 
PRUH�EXVLQHVV�YDOXH�DQG�LPSURYH�FDVK�ÀRZ��5ROOV�
Royce established several restructuring programs 
FRYHULQJ�DUHDV�IURP�FXOWXUH�DQG�RUJDQL]DWLRQDO�
KHDOWK�DGYDQFHPHQW�WR�¿QDQFLDO�LPSURYHPHQW�
and technology transformation.�� Anthony 
Allcock, director of IT business management 
and transformation,�� was charged with enabling 
the technology transformation by erecting a 
foundation to support agile ways of working across 
the enterprise. 

$OOFRFN�UHDOL]HG�WKDW�,7�QHHGHG�WR�OHDG�WKH�FKDQJH�
WR�DJLOH�PHWKRGV��$�VLJQL¿FDQW�FKDQJH�LQ�WKH�,7�
operating model became critical to establish a 
IRXQGDWLRQ�IRU�WUDQVIRUPDWLRQ��%\�XVLQJ�D�PRGHUQ��

product-oriented delivery model, they focused 
on delivering value more quickly across the 
FRPSDQ\��,I�WKH�RUJDQL]DWLRQ�WULHG�WR�EXLOG�D�GLJLWDO�
technology foundation using their traditional IT 
operating model, it would be too slow—IT would 
not be able to keep up with the pace of change in 
the business. 

In the new model, IT and the business work as a 
team to achieve business outcomes. There’s more 
HQHUJ\�DQG�HPSRZHUPHQW�LQ�WKH�RUJDQL]DWLRQ�
and shared ownership of the corporate strategy. 
They have also been able to generate more value 
DQG�LPSURYH�ḢFLHQFLHV�WKURXJK�VLPSOLI\LQJ�DQG�
automating key processes. While there is still work 
WR�EH�GRQH��WKH�RUJDQL]DWLRQ�KDV�DFKLHYHG�D����
SHUFHQW�UHGXFWLRQ�LQ�JRYHUQDQFH�IRUPV�DQG�D����
percent reduction in management control gates. 

In only eight months, Allcock and the team have 
PDGH�VLJQL¿FDQW�SURJUHVV��ZLWK�WKH�RUJDQL]DWLRQ�
meeting goals for releasing more value to the 
HQWHUSULVH�WKURXJK�DJLOH�SURFHVVHV��$QG�WKH�MRXUQH\�
continues: The team has developed a plan for how 
it can shift to funding agile teams and managing 
investments in a way that supports Rolls-Royce’s 
GLJLWDO�WUDQVIRUPDWLRQ�MRXUQH\�DQG�ORQJ�WHUP�
ambitions to deliver clean, safe, and competitive 
SRZHU�VROXWLRQV��ZKLOH�PHHWLQJ�¿QDQFLDO�JRDOV�
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NARAYANAN (KK) 
KRISHNAKUMAR, 
VP AND CTO, DELTA AIR LINES

BEING AGILE IS DERXW�GHYHORSLQJ�D�ȵH[LEOHȃ\HW�VWUXFWXUHGȃDSSURDFK�WR�KRZ�WKH�HQWLUH�HQWHUSULVH�
ZRUNV�WRJHWKHU�WR�FUHDWH�VWDNHKROGHU�YDOXH��ΖQVWHDG�RI�FRPSOHWLQJ�SUHGHȴQHG�RQH�DQG�GRQH�SURMHFWV��
DQ�RUJDQL]DWLRQ�EXLOGV�DQG�GHOLYHUV�SURGXFWV�DQG�SRUWIROLRV�RI�SURGXFWV�WR�PHHW�FXVWRPHU�QHHGV��ΖWȇV�

D�F\FOH�RI�FRQWLQXDO�LPSURYHPHQW�WKDW�VXSSRUWV�OHDUQLQJ�DV�\RX�JR�DQG�DGMXVWLQJ�GLUHFWLRQ�DV�LVVXHV�DQG�
RSSRUWXQLWLHV�DULVH�

'HOWDȇV�EXVLQHVV�LV�EXLOW�RQ�ȵLJKWȃRQH�RI�WHFKQRORJ\ȇV�JUHDWHVW�DFKLHYHPHQWV��
:H�ZRUN�WR�SURYLGH�DQ�H[FHSWLRQDO�H[SHULHQFH�IRU�WUDYHOHUV�ZKR�WUXVW�XV�WR�
FRPIRUWDEO\�DQG�VDIHO\�FDUU\�WKHP�RQ�WKHLU�MRXUQH\V�DURXQG�WKH�ZRUOG��$V�
WHFKQRORJ\�FRQWLQXDOO\�HYROYHV�DQG�DFFHOHUDWHV��ZH�DUH�HYROYLQJ�ZLWK�LW�WR�
GHOLYHU�PRUH�YDOXH�WR�RXU�VWDNHKROGHUV�

7R�DFFRPSOLVK�WKLV��ZHȇUH�RQ�D�MRXUQH\�RI�RXU�RZQ�WR�EHFRPH�PRUH�DJLOH�LQ�
HYHU\WKLQJ�ZH�GR��:H�VWDUWHG�LQ�Ζ7��FKDQJLQJ�RXU�DSSOLFDWLRQV�DQG�LQIUDVWUXFWXUH�
WR�EH�PRUH�DOLJQHG�ZLWK�WKH�EXVLQHVV�WR�HQDEOH�QHZ�DQG�EHWWHU�FXVWRPHU�
RHULQJV��:H�MXPSHG�LQ��OHDUQLQJ�WKH�PHFKDQLFV�RI�$JLOH��WUDLQLQJ�RXU�SHRSOH��

DQG�UXQQLQJ�VSULQWV�DQG�DXWRPDWHG�EXLOGV��/RRNLQJ�EDFN��ZH�ZHUH�ȊGRLQJ�DJLOH�ȋ�EXW�ZH�ZHUHQȇW�\HW�Ȋbeing 
DJLOH�ȋ�%HLQJ�DJLOH�H[WHQGV�IDU�EH\RQG�VRIWZDUH�GHYHORSPHQWȃLW�FUHDWHV�PRUH�ȵH[LELOLW\�DQG�UHVSRQVLYHQHVV�
DFURVV�WKH�HQWHUSULVH�DQG�GHOLYHUV�WDQJLEOH�YDOXH�DV�RXWFRPH�

6R�ZH�SLYRWHG��:HȇUH�ZRUNLQJ�ZLWK�WKH�EXVLQHVV�WR�VKLIW�RXU�IRFXV�IURP�SURMHFWV�WR�SRUWIROLRV�RI�SURGXFWV��
)RU�H[DPSOH��WKH�DFFRXQW�PDQDJHPHQW�SRUWIROLR�LQFOXGHV�SURGXFWV�WKDW�HQKDQFH�FXVWRPHU�OR\DOW\��LQFOXGLQJ�
'HOWD�6N\�&OXE�DQG�0HGDOOLRQ�VWDWXV�OHYHOV��$QG�WKH�FDWHULQJ�RSHUDWLRQV�SRUWIROLR�LQFOXGHV�QHZ�FXVWRPHU�
IRFXVHG�SURGXFWV��VXFK�DV�HQDEOLQJ�SDVVHQJHUV�WR�SUHVHOHFW�WKHLU�PHDOV��

2XU�EXVLQHVV�WHDP�PHPEHUV�DUH�DFWLYHO\�HQJDJHG�LQ�GHȴQLQJ�SURGXFWV�ZLWKLQ�WKH�SRUWIROLRV�DQG�VHWWLQJ�
Ζ7�SULRULWLHV��$QG�LQ�WKH�VSLULW�RI�EHLQJ�DJLOH��ZHȇOO�UHȴQH�WKHVH�DV�ZH�OHDUQ��:HȇUH�DOVR�FKDQJLQJ�KRZ�Ζ7�LV�
IXQGHGȃPRYLQJ�IURP�SURMHFW�EDVHG�WR�SURGXFW�EDVHG�IXQGLQJ��ZLWK�RQJRLQJ�WHDPV�ZRUNLQJ�LQ�VSULQWV�WR�
GHOLYHU�D�FRQWLQXRXV�VWUHDP�RI�QHZ�DQG�LPSURYHG�SURGXFW�IHDWXUHV�DQG�YDOXH��

ΖȇYH�IRXQG�WKDW�DV�FRPSDQLHV�VKLIW�IURP�D�SURMHFW�WR�D�SURGXFW�OHQV��WKH�DJLOH�PLQGVHW�EHJLQV�WR�ULSSOH�DFURVV�
WKH�HQWHUSULVH��$W�'HOWD��DV�Ζ7�EHFRPHV�PRUH�DJLOH��WKH�EXVLQHVV�LV�FKDQJLQJ�WRR��FUHDWLQJ�QHZ�UROHV�IRU�
SURGXFW�RZQHUV�DQG�PDQDJHUV�ZKLOH�DGDSWLQJ�WKHLU�ZD\V�RI�ZRUNLQJ��6XVWDLQDEOH�FKDQJH�WDNHV�WLPH��DQG�
ZHȇUH�EHJLQQLQJ�WR�VHH�D�VKLIW�WR�PRUH�DJLOH�SUDFWLFHV�DFURVV�WKH�FRPSDQ\��

0\�DGYLFH�WR�RWKHU�WHFKQRORJ\�H[HFXWLYHV�HPEDUNLQJ�RQ�WKLV�MRXUQH\�LV�WR�UHFRJQL]H�WKDW�EXLOGLQJ�DQ�DJLOH�
HQWHUSULVH�LV�PRUH�WKDQ�FKDQJLQJ�VRIWZDUH�GHYHORSPHQW�SURFHVVHVȃEHLQJ�DJLOH�UHTXLUHV�D�FXOWXUDO�VKLIW��
EHJLQQLQJ�DW�WKH�WRS��:HȇYH�EHHQ�RQ�WKLV�MRXUQH\�IRU�WZR�\HDUV��DQG�ZHȇUH�VHHLQJ�UHVXOWV�E\�HQJDJLQJ�SHRSOH�
DW�DOO�OHYHOV�DFURVV�WKH�RUJDQL]DWLRQ��3DWLHQFH�LV�UHTXLUHG��7KH�DJLOH�MRXUQH\�LV�RQH�WKDW�QHYHU�HQGVȃWKHUH�ZLOO�
DOZD\V�EH�RSSRUWXQLWLHV�IRU�LPSURYHPHQW�DKHDG�

MY TAKE
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EXECUTIVE PERSPECTIVES

Funding IT has often felt like 

more art than science, from 

estimating costs and timelines to 

measuring results. And it’s 

becoming more complex—

whether dealing with the impacts 

of adopting enterprise agility or 

understanding the funding 

investment options from the 

hyperscale cloud providers. For 

example, responding to the pace 

of external disruption requires 

PRUH�WKDQ�MXVW�D�PDWWHU�RI�
transitioning from an annual to a 

rolling funding model. Agile 

requires changes to internal 

FRQWUROV��ȴQDQFLQJ�PHFKDQLVPV��
and to established accounting 

and auditing processes. And 

QRWDEO\��ȴQDQFLDO�SODQQLQJ�DQG�
DQDO\VLV��)3	$��WHDPV�PD\�QHHG�
WR�GHYHORS�PRUH�ȵH[LEOH�
DSSURDFKHV�WR�IRUHFDVWLQJ�SURȴW�
and loss for income statements 

and to calculating operating 

performance. Further, depending 

on the magnitude of investments 

made in digital transformation, 

CFOs may have to renegotiate 

the way they report earnings to 

DFFRPPRGDWH�QHZ�)3	$�
approaches and open-ended 

LQYHVWPHQWV�WKDW�RHU�XQFHUWDLQ�
outcomes.

The same pressing need for 

greater enterprise agility that 

drives the ȴQDQFH�DQG�WKH�IXWXUH�
of IT trend also challenges chief 

ULVN�RɝFHUV�DQG�RWKHU�OHDGHUV�WR�
reevaluate the way they 

understand and manage risk. 

*RLQJ�IRUZDUG��ULVNȃOLNH�ȴQDQFH�
and other enterprise functions—

should become enablers of 

innovation rather than 

impediments to it. One approach 

involves thinking about potential 

risks that could arise in a future 

that is largely unknown, rather 

than basing risk assessments on 

current or past activities. 

Consider the kinds of cyber risks 

that companies currently 

associate with technologies such 

as cloud, blockchain, or next-

generation customer experience 

solutions. They often include 

factors like limitations on liability 

DQG�LGHQWLȴFDWLRQ�RI�WKLUG�SDUW\�
risks. While certainly relevant, 

these factors apply to yesterday 

and today, not tomorrow. 

Viewing innovation through a 

backward-facing lens—whether 

for purposes of funding or 

assessing risk—not only places 

limitations on innovation’s 

potential but may ultimately 

undermine competitiveness at a 

time when speed-to-market is 

more important than ever.

As the pressure to do more with 

technology increases, the 

business and IT can no longer 

remain separate operating 

entities. By aligning both to 

products or value streams, 

organizations can develop 

JUHDWHU�FRQȴGHQFH�LQ�WKHLU�
technology investments. They 

FDQ�FUHDWH�MRLQW�RXWFRPH�URDG�
maps and measure key results 

along the way with greater 

precision and accuracy. 

Moreover, as traditional 

boundaries separating the 

business from IT disappear, 

leaders are making increasingly 

complex technical innovation 

decisions. As such, organizations 

VKRXOG�ZRUN�WR�ȴQG�WKH�ULJKW�
combination of CFO, CIO, or 

other CXOs to govern decisions. 

Even in organizations actively 

exploring new ways to fund 

innovation, decision rights are 

likely not on anyone’s agenda at 

present. This will change: Left 

unaddressed, this issue could 

easily become an insurmount-

able barrier to change.

STRATEGY RISKFINANCE

Risk Finance Strategy

Risk Finance Strategy
Risk Finance Strategy
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ARE YOU READY?

+RZ�HHFWLYH�LV�\RXU�
RUJDQL]DWLRQȇV�GULYH�WRZDUG�DJLOLW\"�
Which parts of the organization 

have adopted a product-focused 

RSHUDWLQJ�PRGHO"

:KLFK�ȵH[LEOH�DSSURDFKHV�IRU�
funding innovation are IT and 

ȴQDQFH�MRLQWO\�H[SORULQJ"�:KLFK�
creative sources of capital from 

outside your organization are you 

taking advantage of to fund key 

LQLWLDWLYHV"

Have you moved to capacity-

EDVHG�IXQGLQJ�PRGHOV"�:LWK�D�
mindset of maximizing enterprise 

YDOXH"�

LEARN MORE

1

2

3

BOTTOM LINE 
7KH�ZRUN�RI�WUDQVLWLRQLQJ�WR�QHZ�ȴQDQFH��EXGJHWLQJ��DQG�
accounting processes that support agile innovation will not 

happen overnight. This is a tough nut to crack. But some 

companies are already embracing this trend, shifting from time-

EDVHG�SURMHFWV�WR�ORQJ�OLYHG�SURGXFWV�DQG�WDNLQJ�D�SRUWIROLR�
view of their innovation investments. In general, these are 

companies with strong approaches to horizon investments 

and maturing Agile development capabilities. They are already 

living with the challenges that are driving this trend and will 

OLNHO\�EH�WKH�ȴUVW�WR�HQMR\�WKH�FRPSHWLWLYH�DGYDQWDJHV�WKDW�
FRPH�ZKHQ�ȴQDQFH�IXQGV�LQQRYDWLRQ�DW�WKH�VSHHG�RI�DJLOH�

REINVENTING TECH  
FINANCE

Explore the impact of 

IT operating model 

changes on technology 

funding and budgeting.  

REIMAGINING THE ROLE 
OF TECHNOLOGY
See how companies are 

creating long-term value by 

unifying their business and 

technology strategies.   

FINANCE 2025
Read how CFOs are 

SUHSDULQJ�WKH�ȴQDQFH�
function—and themselves—

for the digital future.   
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$35.8 billion by 2025.”

IMAGINE THAT YOU had a perfect digital copy of the physical 
world: a digital twin. This twin would enable you to collaborate 
virtually, intake sensor data and simulate conditions 

quickly, understand what-if scenarios clearly, predict results 
more accurately, and output instructions to manipulate the 
physical world. 

Today, companies are using digital twin capabilities in a variety of 
ways. In the automotive1 and aircraft2 sectors, they are becoming 
essential tools for optimizing entire manufacturing value chains 
DQG�LQQRYDWLQJ�QHZ�SURGXFWV��,Q�WKH�HQHUJ\�VHFWRU��RLO�¿HOG�VHUYLFH�
operators are capturing and analyzing massive amounts of in-hole 
GDWD�WKDW�WKH\�XVH�WR�EXLOG�GLJLWDO�PRGHOV�WKDW�JXLGH�GULOOLQJ�H̆RUWV�
in real time.3 In health care, cardiovascular researchers are 
creating highly accurate digital twins of the human heart for 
clinical diagnoses, education, and training.4 And in a remarkable 
feat of smart-city management, Singapore uses a detailed virtual 
model of itself in urban planning, maintenance, and disaster 
readiness projects.5 

Digital twins can simulate any aspect of a physical object or 
process. They can represent a new product’s engineering drawings 
and dimensions, or represent all the subcomponents and 
corresponding lineage in the broader supply chain from the design 
table all the way to the consumer—the “as built” digital twin. They 
may also take an “as maintained” form—a physical representation 
RI�HTXLSPHQW�RQ�WKH�SURGXFWLRQ�ÀRRU��7KH�VLPXODWLRQ�FDSWXUHV�KRZ�
the equipment operates, how engineers maintain it, or even how 
the goods this equipment manufactures relates to customers. 

Digital twins
Bridging the physical and digital

Digital twins: Bridging the physical and digital

59



Digital twins may take many forms, but they all 
FDSWXUH�DQG�XWLOL]H�GDWD�WKDW�UHSUHVHQWV�WKH�SK\VLFDO�
world. 

Recent MarketsandMarkets research suggests that 
VXFK�H̆RUWV�DUH�DOUHDG\�XQGHUZD\��7KH�GLJLWDO�WZLQV�
PDUNHW²ZRUWK�86�����ELOOLRQ�LQ�����²LV�SURMHFWHG�
WR�UHDFK�86������ELOOLRQ�LQ�YDOXH�E\������� 

What accounts for this kind of growth? And why 
now? After all, digital twin capabilities are not new. 
6LQFH�WKH�HDUO\�����V��SLRQHHULQJ�FRPSDQLHV�KDYH�
explored ways to use digital models to improve 
their products and processes.� While digital twins’ 
potential was clear even then, many other 
companies found that the connectivity, computing, 
data storage, and bandwidth required to process 
massive volumes of data involved in creating digital 
twins were cost-prohibitive.8  

The digital twins trend is gaining momentum 
thanks to rapidly evolving simulation and modeling 
capabilities, better interoperability and IoT sensors, 
and more availability of tools and computing 
infrastructure. As a result, digital twins’ capabilities 
DUH�PRUH�DFFHVVLEOH�WR�RUJDQL]DWLRQV�ODUJH�DQG�
VPDOO��DFURVV�LQGXVWULHV��,'&�SURMHFWV�WKDW�E\�������
���SHUFHQW�RI�,R7�SODWIRUP�YHQGRUV�ZLOO�LQWHJUDWH�
simulation platforms, systems, and capabilities to 
FUHDWH�GLJLWDO�WZLQV��ZLWK����SHUFHQW�RI�
manufacturers using the technology to conduct 
process simulations and scenario evaluations.9

At the same time, access to larger volumes of data is 
making it possible to create simulations that are 

more detailed and dynamic than ever.10 For 
longtime digital twins users, it is like moving from 
IX]]\��EODFN�DQG�ZKLWH�VQDSVKRWV�WR�FRORUIXO��
KLJK�GH¿QLWLRQ�GLJLWDO�SLFWXUHV��7KH�PRUH�
information they add from digital sources, the more 
vivid—and revealing—the pictures become. 

Models + data = insights  

and real value

Digital twin capabilities began as a tool of choice in 
the engineer’s toolbox because they can streamline 
the design process and eliminate many aspects of 
SURWRW\SH�WHVWLQJ��8VLQJ��'�VLPXODWLRQV�DQG�
human-computer interfaces such as augmented 
reality and virtual reality,11 engineers can determine 
D�SURGXFW¶V�VSHFL¿FDWLRQV��KRZ�LW�ZLOO�EH�EXLOW� 
and with what materials, and how the design 
measures against relevant policies, standards, and 
regulations. It helps engineers identify potential 
manufacturability, quality, and durability issues—
DOO�EHIRUH�WKH�GHVLJQV�DUH�¿QDOL]HG��7KXV��WUDGLWLRQDO�
prototyping accelerates, with products moving into 
SURGXFWLRQ�PRUH�ḢFLHQWO\�DQG�DW�D�ORZHU�FRVW�

%H\RQG�GHVLJQ��GLJLWDO�WZLQV�DUH�SRLVHG�WR�
transform the way companies perform predictive 
PDLQWHQDQFH�RI�SURGXFWV�DQG�PDFKLQHU\�LQ�WKH�¿HOG��
Sensors embedded in the machines feed 
performance data into a digital twin in real time, 
making it possible not only to identify and address 
malfunctions before they happen but to tailor 
service and maintenance plans to better meet 
unique customer needs. Recently, Royal Dutch 
Shell launched a two-year digital twin initiative to 
KHOS�RLO�DQG�JDV�RSHUDWRUV�PDQDJH�R̆VKRUH�DVVHWV�
PRUH�H̆HFWLYHO\��LQFUHDVH�ZRUNHU�VDIHW\��DQG�
explore predictive maintenance opportunities.�� 

'LJLWDO�WZLQV�FDQ�KHOS�RSWLPL]H�VXSSO\�FKDLQV��
GLVWULEXWLRQ�DQG�IXO¿OOPHQW�RSHUDWLRQV��DQG�HYHQ�
the individual performance of the workers involved 
in each. As an example of this in action, global 
consumer products manufacturer Unilever has 
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ODXQFKHG�D�GLJLWDO�WZLQ�SURMHFW�WKDW�DLPV�WR�FUHDWH�
YLUWXDO�PRGHOV�RI�GR]HQV�RI�LWV�IDFWRULHV��$W�HDFK�
location, IoT sensors embedded in factory 
machines feed performance data into AI and 
machine learning applications for analysis. The 
DQDO\]HG�RSHUDWLRQDO�LQIRUPDWLRQ�LV�WR�EH�IHG�LQWR�
the digital twin simulations, which can identify 
opportunities for workers to perform predictive 
PDLQWHQDQFH��RSWLPL]H�RXWSXW��DQG�OLPLW�ZDVWH�
from substandard products.�� 

Smart city initiatives are also using digital twins for 
DSSOLFDWLRQV�DGGUHVVLQJ�WUḊF�FRQJHVWLRQ�
remediation, urban planning, and much more. 
Singapore’s ambitious Virtual Singapore initiative 
enables everything from planning for cell towers 
DQG�VRODU�FHOOV�WR�VLPXODWLQJ�WUḊF�SDWWHUQV�DQG�
IRRW�WUḊF��2QH�SRWHQWLDO�XVH�PD\�EH�WR�HQDEOH�
emergency evacuation planning and routing during 
the city’s annual street closures for Formula 1 
racing.�� 

What’s new?

Over the course of the last decade, deployment of 
digital twin capabilities has accelerated due to a 
number of factors: 

• Simulation. The tools for building digital 
twins are growing in power and sophistication. 
It is now possible to design complex what-if 
simulations, backtrack from detected real-
world conditions, and perform millions of 
simulation processes without overwhelming 
systems. Further, with the number of vendors 
increasing, the range of options continues to 
grow and expand. Finally, machine learning 
functionality is enhancing the depth and 
usefulness of insights. 

• New sources of data. Data from real-
time asset monitoring technologies such as 
/,'$5��OLJKW�GHWHFWLRQ�DQG�UDQJLQJ��DQG�
)/,5��IRUZDUG�ORRNLQJ�LQIUDUHG��FDQ�QRZ�EH�

incorporated into digital twin simulations. 
Likewise, IoT sensors embedded in machinery 
or throughout supply chains can feed 
operational data directly into simulations, 
enabling continuous real-time monitoring.

• Interoperability. Over the past decade, the 
ability to integrate digital technology with 
the real world has improved dramatically. 
Much of this improvement can be 
attributed to enhanced industry standards 
for communications between IoT sensors, 
operational technology hardware, and vendor 
H̆RUWV�WR�LQWHJUDWH�ZLWK�GLYHUVH�SODWIRUPV��

• Visualization. The sheer volume of data 
required to create digital twin simulations can 
FRPSOLFDWH�DQDO\VLV�DQG�PDNH�H̆RUWV�WR�JDLQ�
meaningful insights challenging. Advanced data 
YLVXDOL]DWLRQ�FDQ�KHOS�PHHW�WKLV�FKDOOHQJH�E\�
¿OWHULQJ�DQG�GLVWLOOLQJ�LQIRUPDWLRQ�LQ�UHDO�WLPH��
7KH�ODWHVW�GDWD�YLVXDOL]DWLRQ�WRROV�JR�IDU�EH\RQG�
EDVLF�GDVKERDUGV�DQG�VWDQGDUG�YLVXDOL]DWLRQ�
FDSDELOLWLHV�WR�LQFOXGH�LQWHUDFWLYH��'��95�
DQG�$5�EDVHG�YLVXDOL]DWLRQV��$,�HQDEOHG�
YLVXDOL]DWLRQV��DQG�UHDO�WLPH�VWUHDPLQJ��

• Instrumentation. IoT sensors, both 
embedded and external, are becoming smaller, 
more accurate, cheaper, and more powerful. 
With improvements in networking technology 
and security, traditional control systems can be 
leveraged to have more granular, timely, and 
accurate information on real-world conditions 
to integrate with the virtual models.

• Platform. Increased availability of and 
access to powerful and inexpensive computing 
power, network, and storage are key enablers 
of digital twins. Some software companies are 
PDNLQJ�VLJQL¿FDQW�LQYHVWPHQWV�LQ�FORXG�EDVHG�
platforms, IoT, and analytics capabilities that 
ZLOO�HQDEOH�WKHP�WR�FDSLWDOL]H�RQ�WKH�digital 
twins trend. Some of these investments are 
SDUW�RI�DQ�RQJRLQJ�H̆RUW�WR�VWUHDPOLQH�WKH�
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GHYHORSPHQW�RI�LQGXVWU\�VSHFL¿F�GLJLWDO�WZLQ�
use cases.

&RVWV�YHUVXV�EHQHȴWV

The AI and machine learning algorithms that 
power digital twins require large volumes of data, 
and in many cases, data from the sensors on the 
SURGXFWLRQ�ÀRRU�PD\�KDYH�EHHQ�FRUUXSWHG��ORVW��RU�
VLPSO\�QRW�FROOHFWHG�FRQVLVWHQWO\�LQ�WKH�¿UVW�SODFH��
So teams should begin collecting data now, 
particularly in areas with the largest number of 
issues and the highest outage costs. Taking steps to 
develop the necessary infrastructure and data 
management approach now can help shorten your 
WLPH�WR�EHQH¿W��

Even in cases where digital twin simulations are 
being created for new processes, systems, and 
devices, it’s not always possible to perfectly 
instrument the process. For chemical and 
biological reactions or extreme conditions, it may 
not be possible to directly measure the process 
LWVHOI��LQ�VRPH�FDVHV��LW�PD\�QRW�EH�FRVW�H̆HFWLYH�RU�
SUDFWLFDO�WR�LQVWUXPHQW�WKH�SK\VLFDO�REMHFWV��$V�D�
UHVXOW��RUJDQL]DWLRQV�QHHG�WR�ORRN�WR�SUR[LHV��IRU�
example, relying on the instrumentation and 
sensors in a vehicle rather than putting sensors 
LQWR�WLUHV��RU�WKLQJV�WKDW�DUH�SRVVLEOH�WR�GHWHFW��IRU�
example, heat or light coming from chemical or 
ELRORJLFDO�UHDFWLRQV��

And with the cost of sensors dropping, how many 
VHQVRUV�LV�HQRXJK"�%DODQFLQJ�WKH�FRVW�EHQH¿W�
analysis is critical. Modern aircraft engines can 
have thousands or tens of thousands of sensors, 
generating terabytes of data every second. 
Combined with digital twins, machine learning, 
and predictive models, manufacturers are 
SURYLGLQJ�UHFRPPHQGDWLRQV�WR�KHOS�SLORWV�RSWLPL]H�
fuel consumption, help maintenance be proactive, 
DQG�KHOS�ÀHHWV�PDQDJH�FRVWV��� Most use cases, 
however, require only a modest number of 
strategically placed sensors to detect key inputs, 
outputs, and stages within the process.

Models beyond

In the coming years, we expect to see digital twins 
deployed broadly across industries for multiple use 
cases. For logistics, manufacturing, and supply 
chains, digital twins combined with machine 
learning and advanced network connectivity such 
DV��*�ZLOO�LQFUHDVLQJO\�WUDFN��PRQLWRU��URXWH��DQG�
RSWLPL]H�WKH�ÀRZ�RI�JRRGV�WKURXJKRXW�IDFWRULHV�
and around the world. Real-time visibility into 
ORFDWLRQV�DQG�FRQGLWLRQV��WHPSHUDWXUH��KXPLGLW\��
HWF���ZLOO�EH�WDNHQ�IRU�JUDQWHG��$QG�ZLWKRXW�KXPDQ�
intervention, the “control towers” will be able to 
take corrective actions by directing inventory 
WUDQVIHUV��DGMXVWLQJ�SURFHVV�VWHSV�RQ�DQ�DVVHPEO\�
line, or rerouting containers.

2UJDQL]DWLRQV�PDNLQJ�WKH�WUDQVLWLRQ�IURP�VHOOLQJ�
products to selling bundled products and services, 
or selling as-a-service, are pioneering new digital 
twin use cases. Connecting a digital twin to 
HPEHGGHG�VHQVRUV�DQG�XVLQJ�LW�IRU�¿QDQFLDO�
DQDO\VLV�DQG�SURMHFWLRQV�HQDEOHV�EHWWHU�UH¿QHPHQW�
DQG�RSWLPL]DWLRQ�RI�SURMHFWLRQV��SULFLQJ��DQG�XSVHOO�
opportunities.

For example, companies could monitor for higher 
ZHDU�DQG�WHDU�XVDJH�DQG�R̆HU�DGGLWLRQDO�ZDUUDQW\�
RU�PDLQWHQDQFH�RSWLRQV��2U�RUJDQL]DWLRQV�FRXOG�
sell output or throughput as-a-service in industries 
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as varied as farming, transportation, and smart 
buildings. As capabilities and sophistication grow, 
expect to see more companies seeking new 
PRQHWL]DWLRQ�VWUDWHJLHV�IRU�SURGXFWV�DQG�VHUYLFHV��
modeled on digital twins.

Modeling the digital future

As the digital twins trend accelerates in the coming 
\HDUV��PRUH�RUJDQL]DWLRQV�PD\�H[SORUH�
RSSRUWXQLWLHV�WR�XVH�GLJLWDO�WZLQV�WR�RSWLPL]H�
processes, make data-driven decision in real time, 
and design new products, services, and business 
models. Sectors that have capital-intensive assets 
and processes like manufacturing, utilities, and 
energy are pioneering digital twin use cases already. 
Others will follow as early adopters demonstrate 
¿UVW�PRYHU�DGYDQWDJH�LQ�WKHLU�UHVSHFWLYH�VHFWRUV��

/RQJHU�WHUP��UHDOL]LQJ�GLJLWDO�WZLQV¶�IXOO�SURPLVH�
may require integrating systems and data across 

entire ecosystems. Creating a digital simulation of 
the complete customer life cycle or of a supply 
FKDLQ�WKDW�LQFOXGHV�QRW�RQO\�¿UVW�WLHU�VXSSOLHUV�EXW�
their suppliers, may provide an insight-rich macro 
view of operations, but it would also require 
incorporating external entities into internal digital 
HFRV\VWHPV��7RGD\��IHZ�RUJDQL]DWLRQV�VHHP�
comfortable with external integration beyond 
point-to-point connections. Overcoming this 
hesitation could be an ongoing challenge but, 
XOWLPDWHO\��RQH�WKDW�LV�ZRUWK�WKH�H̆RUW��,Q�WKH�
future, expect to see companies use blockchain to 
break down information silos, and then validate 
and feed that information into digital twin 
simulations. This could free up previously 
LQDFFHVVLEOH�GDWD�LQ�YROXPHV�VẊFLHQW�WR�PDNH�
simulations more detailed, dynamic, and 
potentially valuable than ever. 

,W¶V�WLPH�WR�WUDQVLWLRQ�\RXU�GLJLWDO�RUJDQL]DWLRQ�
from black-and-white to color. Are you ready?
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3UHSDUH�IRU�WDNHR��$LUVHUYLFHV�$XVWUDOLD�HQWHUV�WKH�IXWXUH�RI�DYLDWLRQ

LESSONS FROM THE FRONT LINES

AΖ56(59Ζ&(6�$8675$/Ζ$�Ζ6�preparing for 
the aviation industry’s next evolution. As 
the continent’s provider of air navigation 

services, it expects the volume of conventional 
ÀLJKWV�LQ�LWV�DLUVSDFH�WR�GRXEOH�RYHU�WKH�QH[W�WZR�
decades. Meanwhile, the emergence of unmanned 
aerial vehicles in low altitude airspace—from 
aerial taxis to delivery drones—is accelerating the 
need for new intelligent systems, compounding an 
DOUHDG\�GL̇FXOW�MRE�

Airservices is addressing these challenges by 
launching initiatives that will enable it to shift to 
leveraging the value of data and providing the 
information management services of the future. 
One of these initiatives is to explore how a digital 
twin, combined with IoT and machine learning 
capabilities, could enhance Airservices’ ability to 
PDQDJH�DLU�WUḊF�WRGD\�DQG�LQ�WKH�\HDUV�WR�FRPH�

The Service Strategy team, led by Mick Snell,��  
NLFNHG�R̆�LWV�GLJLWDO�WZLQ�GHYHORSPHQW�SURMHFW�LQ�
HDUO\������ZLWK�D�SUDFWLFDO�REMHFWLYH��GHWHUPLQH�
whether a digital twin can enhance Airservices’ 
DELOLW\�WR�PDQDJH�LWV�FXUUHQW�DLU�WUḊF�QHWZRUN��)RU�
H[DPSOH��FRXOG�LW�EH�XVHG�WR�HQKDQFH�ÀLJKW�URXWHV��
RSWLPL]H�WDNHR̆�WLPHV��DQG�UHGXFH�GHOD\V"

The team began by developing a digital twin of 
$LUVHUYLFHV¶�DLU�WUḊF�QHWZRUN�XVLQJ�KLVWRULF�DLU�
WUḊF�GDWD��7KH�WHDP�KDV�FRPSOHWHG�IRXU�SURRIV�
RI�FRQFHSW�SURYLQJ�RXW�WKH�RULJLQDO�REMHFWLYH�DQG�
is looking forward to piloting them in parallel with 
H[LVWLQJ�DLU�WUḊF�FRQWURO�V\VWHPV��7KH�SURRIV�RI�
FRQFHSW�ZHUH�DEOH�WR�RSWLPL]H�ÀLJKW�URXWHV�EDVHG�
RQ�UHDO�WLPH�FRQGLWLRQV�WR�SURYLGH�EHWWHU�WUḊF�
ÀRZ�PDQDJHPHQW�

:KLOH�VWLOO�LQ�GHYHORSPHQW��WKH�GLJLWDO�WZLQ�SURMHFW�
is also serving as a proving ground for enhancing 
Airservices’ traditional ways of working. The 
company’s heritage is built on safely delivering 
QDYLJDWLRQ�VHUYLFHV����KRXUV�D�GD\������GD\V�D�\HDU��
:LWK�DQ�XQZDYHULQJ�IRFXV�RQ�VDIH��ḢFLHQW��DQG�
reliable service delivery, the increasing airspace 
complexity is driving Airservices to explore new 
solutions.

7KH�GLJLWDO�WZLQ�SURMHFW�LV�KHOSLQJ�FKDQJH�
Airservices’ view of what’s possible. The team 
piloted an Agile development approach to improve 
time to market while preserving the focus on safety. 
The teams are delivering working software at a 
faster pace—iterating, testing, and learning in short 
sprints—and continuing to provide safe, accurate 
predictions. And while Airservices people have 
deep aeronautical expertise, the company also 
QHHGHG�VSHFLDOL]HG�WHFKQLFDO�NQRZOHGJH�WR�EXLOG�
and implement advanced analytic capabilities. The 
WHDP�¿OOHG�WKDW�JDS�ZLWK�YHQGRUV�DQG�DGYLVHUV�ZKR�
R̆HU�KLJKO\�UHOHYDQW�H[SHULHQFH�DQG�R̆�WKH�VKHOI�
technology. 

Meanwhile, the team continues to uncover relevant 
use cases for the digital twin. For example, air 
WUḊF�FRQWUROOHUV�FXUUHQWO\�ZRUN�LQ�DQ�DVVLJQHG�
DLUVSDFH�UHJDUGOHVV�RI�WUḊF�YROXPH��7R�RSWLPL]H�
the controllers’ workload, the team plans to use the 
digital twin to assign airspace to controllers based 
RQ�SUHGLFWHG�FXVWRPHU�GHPDQG�UDWKHU�WKDQ�¿[HG�
geographic locations.

2SWLPL]DWLRQ�LV�DQ�H[WUDRUGLQDULO\�FRPSOH[�LVVXH�
that requires volumes of real-time data to support 
ZKDW�LI�VFHQDULRV�RQ�WKH�À\�WR�KHOS�DLU�WUḊF�
controllers to make faster, smarter decisions. The 
digital twin can also enable Airservices customers 
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B5Ζ'*(6721(��7+(�:25/'ȇ6�largest tire 
and rubber manufacturer, is transforming 
to become a leader in mobility solutions. 

The company is reimagining its core business 
by developing digital capabilities that will 
HQDEOH�LW�WR�UHYROXWLRQL]H�WLUH�PDQDJHPHQW�
VHUYLFHV�WR�LWV�SRUWIROLR�RI�R̆HULQJV�DGGUHVVLQJ�
YHKLFOH�PDQXIDFWXUHUV��ÀHHW�RSHUDWRUV��DQG�
individual drivers.

Digital twin technology is at the heart of 
%ULGJHVWRQH¶V�WUDQVIRUPDWLRQDO�MRXUQH\��7KH�
company has used digital twin simulations 
augmented by sensor data as an R&D tool for 
several years to improve tire life and performance, 
EXW�WKDW¶V�MXVW�WKH�EHJLQQLQJ��-HURPH�%RXOHW��GLJLWDO�
VWUDWHJ\�GLUHFWRU��DQG�+DQV�'RU¿��GLUHFWRU�RI�
digital engineering,�� together with their teams, are 
developing sophisticated digital twins to eventually 
GHOLYHU�LQVLJKWV�DFURVV�%ULGJHVWRQH¶V�HQWLUH�YDOXH�

FKDLQ��ZLWK�WKH�JRDO�RI�HQKDQFLQJ�SUR¿WDELOLW\��
sustaining competitive advantage, reducing 
time-to-market, and delivering leading-edge tire-
DV�D�VHUYLFH�R̆HULQJV��

(XURSHDQ�ÀHHWV�DUH�JUDGXDOO\�VKLIWLQJ�WR�D�SULFH�
SHU�NLORPHWHU��33.��VXEVFULSWLRQ�PRGHO��D�ZD\�IRU�
ÀHHW�RSHUDWRUV�WR�RSWLPL]H�FDVK�ÀRZ�DQG�UHGXFH�
WRWDO�FRVW�RI�RZQHUVKLS��%XW�ZKLOH�WKH�EXVLQHVV�
model is simple, setting the appropriate price 
per kilometer is anything but. A tire’s lifespan is 
KHDYLO\�LQÀXHQFHG�E\�D�P\ULDG�RI�IDFWRUV��LQFOXGLQJ�
load, speed, road conditions, and driving behavior. 
A digital twin can provide insight into how these 
LQWHUUHODWHG�FRQGLWLRQV�D̆HFW�WLUH�SHUIRUPDQFH�E\�
VLPXODWLQJ�YDULRXV�GULYLQJ�FRQGLWLRQV��%XW�ZLWKRXW�
real-world data inputs for the digital twin, setting 
a price that hits the sweet spot at which the PPK is 
FRPSHWLWLYH²DQG�VXVWDLQDEO\�SUR¿WDEOH²LV�GL̇FXOW�
if not impossible. 

%ULGJHVWRQH�WRRN�D�VWUDWHJLF�OHDS�E\�HQWHULQJ�WKH�
PPK market with a product priced to win business 
IURP�ODUJH�ÀHHWV��7KH�FRPSDQ\�XVHG�WKLV�LQLWLDO�
install base to collect performance data that was 
then fed into advanced analytics algorithms. 

�SLORWV��WR�RSWLPL]H�ÀLJKWV�EDVHG�RQ�ZKDW¶V�PRVW�
LPSRUWDQW�LQ�WKH�PRPHQW��)RU�H[DPSOH��RSWLPL]LQJ�
airspace and routing helps increase on-time 
arrivals and saves fuel, but a pilot may decide to 
trade fuel for additional speed to avoid passengers 
missing their connections. 

Eventually, Airservices plans to use digital twins 
to develop and test strategies for dealing with 
GLVUXSWLYH�LQQRYDWLRQV�OLNHO\�WR�D̆HFW�LWV�DLUVSDFH��
Strategists will be able to quickly test a wide range 

of scenarios for managing the multidimensional 
airspace of the future.

With the proof-of-concept phase complete, the 
team is moving into preproduction. Members will 
be running trials with current data for several more 
months and then move into full-scale production, 
SODQQHG�IRU�������6QHOO�UHSRUWV��³:H¶YH�EHHQ�DEOH�
to accelerate to an outcome far faster—we’ve come 
further in the last eight months than in the last 
eight years.”

 
Gaining traction: Bridgestone’s digital twin drives an innovative 
business model
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While the business model 
is simple, setting the 
appropriate price per 
kilometer is anything but.



$FFRUGLQJ�WR�'RU¿��³6RPH�SHRSOH�DVN��µ:K\�GR�
you need a digital twin if you have big data—why 
QRW�MXVW�UXQ�DQDO\WLFV"¶�,�H[SODLQ�WKDW�ZKLOH�
DQDO\WLFV�SOD\V�D�PDMRU�UROH��LW�RQO\�DXJPHQWV�WKH�
digital twin. The digital twin is able to capture the 
multidimensional performance envelope of tires 
and can also be applied to product in development, 
where no data is yet available.” He sees the digital 
WZLQ�DV�D�NH\�FRPSRQHQW�RI�%ULGJHVWRQH¶V�GLJLWDO�
infrastructure. Incoming sensor data is augmented, 
cleaned, and processed; then digital simulations 
and analytics are applied to derive insights that 
inform decisions around maintenance, rotations, 
and other factors that can deliver more value for 
%ULGJHVWRQH�DQG�LWV�FXVWRPHUV�

%ULGJHVWRQH�FRQWLQXHV�WR�HQKDQFH�WKH�GLJLWDO�WZLQV��
7KH������DFTXLVLWLRQ�RI�:HE)OHHW�6ROXWLRQV18 and 
the development of next-generation sensors will 
HQDEOH�%ULGJHVWRQH�WR�OHDUQ�KRZ�YHKLFOHV�DQG�

tires are being used in real time, enabling the 
FRPSDQ\�WR�KHOS�ÀHHWV�VHOHFW�WKH�DSSURSULDWH�WLUHV�
IRU�WKHLU�VSHFL¿F�GULYLQJ�FRQGLWLRQV�DQG�SURYLGH�
FXVWRPL]HG�LQVLJKWV�LQWR�KRZ�WKH\�FDQ�UHGXFH�WLUH�
wear or avoid breakdowns. As the digital model 
EHFRPHV�PRUH�DQG�PRUH�DFFXUDWH��%ULGJHVWRQH�ZLOO�
address increasingly advanced use cases for its PPK 
business model.

7RGD\��%ULGJHVWRQH�LV�XVLQJ�GLJLWDO�WHFKQRORJLHV�
WR�DGG�PRUH�YDOXH�IRU�LWV�ÀHHW�FXVWRPHUV��2YHU�
time, the company intends to expand its use of 
digital twin technology to connect its entire value 
FKDLQ��IURP�GULYHUV�DQG�ÀHHW�PDQDJHUV�WR�UHWDLOHUV��
distributors, and manufacturers. Looking ahead, 
leaders see opportunities to inform safety protocols 
in a world that includes self-driving vehicles. 
“We’re making sure we have the enablers in place 
WKDW�ZLOO�WDNH�XV�LQWR�WKH�IXWXUH�´�'RU¿�VD\V��³$QG�
that’s where digital twin technology comes in.” 

T$.('$�3+$50$&(87Ζ&$/6�Ζ6�constantly 
VHHNLQJ�VFLHQWL¿F�EUHDNWKURXJKV�WR�GHOLYHU�
transformative therapies to patients 

worldwide. Christoph Pistek19 leads innovation 
during the company’s development life cycle, 
translating promising research ideas into tangible 
medical products. His team also develops processes 
for how commercial manufacturing partners will 
actually make the products. 

%HFDXVH�WKH�LQGXVWU\�LV�WLJKWO\�UHJXODWHG�ZLWK�VWULFW�
quality control mandates, any process innovation 
must be thoroughly tested in the development 
lab for compliance before being introduced to 
WKH�PDQXIDFWXULQJ�ÀRRU��,W�FDQ�WDNH�XS�WR����
years to bring a new medicine to patients, so 

Pistek is always looking for ways to accelerate 
experimentation and business processes. 

Even in the digital age, pharmaceutical 
manufacturing processes may contain manual 
steps. For example, making biologics, vaccines, 
and other pharma products derived from living 
organisms involve biochemical reactions, which 
FDQ�EH�YDULDEOH�DQG�GL̇FXOW�WR�PHDVXUH��PDNLQJ�
automation challenging. And no one has yet 
perfected a method for automatically progressing 
from one manufacturing step to the next. True 
end-to-end manufacturing automation has become 
the industry’s “holy grail,” Pistek says. 

This is where digital twins come in. They help his 
team accelerate experimentation, develop new 

 
Takeda pursues end-to-end manufacturing automation with  
digital twins
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manufacturing approaches, and generate data to 
enable more informed decisions and predictions 
that could help automate complex chemical and 
biochemical processes. 

To that end, Pistek and his development team 
build sophisticated virtual representations of the 
manufacturing processes in their development 
labs. The team builds a digital twin for each process 
step and then links all parts via an overall digital 
WZLQ�WKDW�FRQWUROV�DQG�DXWRPDWHV�WKH�ÀRZ�IURP�RQH�
step to another, forming an end-to-end simulation 
of the manufacturing process.

While modeling chemical processes is complicated, 
modeling biochemical reactions can be far more 
complex and irregular. In many cases, real-time 
sensors cannot monitor the desired outputs, and 
the output quality remains unknown for hours 
or days. Instead, the development team uses 
“soft sensors” or proxy measurements to attempt 
to predict the time required to complete the 
biochemical reaction, which is fed into a digital 
twin that incorporates AI and machine learning. 
“The important aspect is that the architecture of 
digital twins allows the system to evolve on its 
own,” Pistek says. “Every time we do an additional 
run and compare the soft sensor results against 
a true measurement that comes back from 
the quality control lab, we’re able to make the 
predictions more accurate.” 

Some pharma companies think the key to 
automation is a matter of better equipment, 
VHQVRUV��RU�WHFKQRORJ\��%XW�3LVWHN�KDV�D�
GL̆HUHQW�RSLQLRQ��³7KH�WUXH�HQDEOHU�IRU�SKDUPD�
is the control architecture across and around 
the process—and the foundation of that is a 
sophisticated digital twin that can mature itself 

over time while still in development.” The end 
goal is a digital twin that can control and steer the 
automation process without human intervention.

In Takeda’s development labs, the ecosystem for 
this integrated approach is up and running for 
one modality: biologics, which is the company’s 
fastest-growing category and involves one of 
pharma’s most complex manufacturing processes. 
The foundational work is complete—the twins 
are operational, the architecture is built, and the 
method is in place. 

1RZ�WKH�WHDP�LV�UH¿QLQJ�WKH�SURFHVV�WR�PDNH�
it more robust. Pistek expects to expand this 
automation approach within the development 
lab across all modalities in the next year. And in 
two to three years, he expects to see sophisticated 
examples of this automation approach in use on 
WKH�FRPPHUFLDO�PDQXIDFWXULQJ�ÀRRU�

Modeling biology and chemical reactions in a 
GLJLWDO�WZLQ�LV�QRW�VWUDLJKWIRUZDUG�DQG�LV�GL̇FXOW�
to recreate. Pistek’s advice to others considering 
building digital twins: “Don’t wait, don’t be 
LQWLPLGDWHG��MXVW�GR�LW��,W¶V�D�OHDUQLQJ�SURFHVV�WKDW�
takes time. At Takeda, it’s a critical capability for 
WKH�MRE�ZH�KDYH�WR�GR²¿QG�FXUHV�IRU�GLVHDVHV�DQG�
SURYLGH�DLG�WR�WKRVH�ZKR�VX̆HU�´
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processes is complicated, 
modeling biochemical 
reactions can be far more 
complex and irregular.
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PEOPLE RELATE TO WKH�IUXVWUDWLRQ�WKDW�WUDɝF�FRQJHVWLRQ�FUHDWHVȃDQG�DUH�GLVVDWLVȴHG�WKDW�LW�RIWHQ�
takes decades to build infrastructure improvements. Our mission is to plan and develop transportation 

V\VWHPV�WKDW�DFFRPPRGDWH�6DQ�'LHJRȇV�JURZLQJ�SRSXODWLRQ�DQG�KHDOWK\�HFRQRP\��ZKLOH�PHHWLQJ�
JRYHUQPHQW�UHTXLUHPHQWV�IRU�LPSURYLQJ�WUDɝF�ȵRZ��DLU�TXDOLW\��DQG�JUHHQKRXVH�JDV�HPLVVLRQV��$QG�RI�

course, we are working with our various communities to build public support 

IRU�RXU�DQWLFLSDWHG�UHFRPPHQGDWLRQV��$Q\WKLQJ�ZH�FDQ�GR�WR�JHW�SURMHFWV�
XQGHUZD\�TXLFNO\�FDQ�VKDYH�PRQWKV�RU�HYHQ�\HDUV�R�WKH�WLPHOLQH��

7KHVH�DUH�WKH�UHDVRQV�6$1'$*�SODQQHUV�DQG�GDWD�PRGHOHUV�DUH�GHYHORSLQJ�
D�QLPEOH�GLJLWDO�WZLQȃRU�ȊVNHWFK�SODQQLQJȋ�WRROȃEDVHG�RQ�)XWXUH6FDSHȠ��D�
modeling and simulation platform that creates digital replicas of large systems, 

OLNH�WKRVH�LQ�D�FLW\�RU�DQ�HQWLUH�UHJLRQ��:HȇUH�XVLQJ�)XWXUH6FDSH�WR�FRPSOHPHQW�
our government-mandated travel demand model, a macro simulation tool we 

refer to as an Activity-Based Model.

Regulators require that we run our proposals through the model to certify that 

the proposals meet federal and state government criteria. It’s a deliberate, arduous process that requires 

months of calibration and testing and processing times that can take weeks to complete. The new sketch 

tool will enable us to quickly evaluate a wider range of traditional and innovative transportation options. The 

Activity-Based Model will process the most promising solutions to certify that the proposed transportation 

solutions meet regulatory requirements.

)RU�H[DPSOH��RQH�RI�RXU�JRDOV�LV�WR�UHOLHYH�UXVK�KRXU�FRQJHVWLRQ�EHWZHHQ�6DQ�'LHJRȇV�PRVW�SRSXODWHG�
residential areas and the region’s largest employment center. Widening roads is the traditional go-to solution 

in our car-oriented region, but we believe the sketch tool will enable us to compare road-widening with other 

options. These options include fast rail lines or light rail systems. Results from the tool should arrive within 

hours or days, not weeks. 

Clearing the regulatory bar is only one factor, of course. Transportation planners must also wonder, “If we 

EXLOG�LW��ZLOO�WKH\�FRPH"ȋ�(YDOXDWLQJ�GLHUHQW�VFHQDULRV�LV�NH\�WR�DQVZHULQJ�WKDW�TXHVWLRQ��8VLQJ�WKH�$FWLYLW\�
Based Model’s historical data, which is largely based on dated commuter surveys and travel diaries, limits 

our ability to be dynamic and current in how we measure future utilization and demand. We are working to 

LQFRUSRUDWH�QHDU�WLPH�GLJLWDO�GDWD�DQG��HYHQWXDOO\��DUWLȴFLDO�LQWHOOLJHQFH�LQWR�WKH�VNHWFK�WRRO�WR�KHOS�XV�EHWWHU�
UHȵHFW�EHKDYLRU�LQ�UHVSRQVH�WR�QHZ�WUDQVSRUWDWLRQ�RSWLRQV��:H�DOVR�ZDQW�WR�FRQVLGHU�SURSRVDOV�WKDW�LQFOXGH�
on-demand transportation options and new trends in mobility, such as ridesharing, electric scooters, and 

bikes, with an eye to incorporating driverless vehicles when they become a viable option. 

:H�DOVR�XVH�D�GLJLWDO�WZLQ�WR�VXSSRUW�UHDO�WLPH�WUDɝF�PDQDJHPHQW��+HUH��Ζ�HQYLVLRQ�WKDW�DGGLQJ�$Ζ�
HQKDQFHPHQWV�WR�WKH�WRRO�ZLOO�HQDEOH�SURDFWLYH�GHFLVLRQ�PDNLQJ�IRU�UHGXFLQJ�GD\�WR�GD\�WUDɝF�FRQJHVWLRQ��
7KH�FXUUHQW�V\VWHP�ZRUNV�ZHOO�IRU�UHDFWLQJ�WR�WUDɝF�EDFNXSV��XVLQJ�D�PLFURVLPXODWLRQ�WRRO�WKDW�HYDOXDWHV�
FXUUHQW�WUDɝF�ȵRZV�HYHU\�WKUHH�PLQXWHV��:KHQ�DQ�LQFLGHQW�GLVUXSWV�QRUPDO�WUDɝF�SDWWHUQV��WKH�WRRO�FDQ�
JHQHUDWH�D�VHW�RI�VROXWLRQV��VXFK�DV�WHPSRUDULO\�GLYHUWLQJ�WUDɝF�WR�DQRWKHU�URDG��ZKLFK�LV�GHSOR\HG�WKURXJK�

MY TAKE

68



Digital twins: Bridging the physical and digital

69

FKDQJHDEOH�KLJKZD\�PHVVDJHV��:HȇUH�GHYHORSLQJ�DQ�$Ζ�EDVHG�VWUDWHJ\�DLPHG�WR�VHQVH�SRWHQWLDO�WUDɝF�
disruptors in real time. When you’re directing tens of thousands of rush-hour commuters, minutes matter. 

By enabling fast, interactive feedback, our sketch planning digital twin will help us quickly develop innovative 

VROXWLRQV�WR�FRPSOH[�WUDQVSRUWDWLRQ�SUREOHPV��$W�6$1'$*��ZH�VHH�GDWD�EDVHG�WRROV�VXFK�DV�)XWXUH6FDSH�
SOD\LQJ�NH\�UROHV�LQ�KHOSLQJ�XV�RHU�DSSHDOLQJȃDQG�HQYLURQPHQWDOO\�EHQHȴFLDOȃPDVV�WUDQVLW�RSWLRQV�WR�
many of our residents accustomed to our car-oriented culture.
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WHILE A COMPLETE digital twin of the human body is years or even decades away, researchers are 

chipping away at understanding the biological processes that transform us from DNA into human 

beings. Today’s research is enabled by advances in genetic sequencing and functional genomics, 

growing volumes of long-term health data of populations, and increasing capabilities in advanced analytics. 

This growing knowledge base will inform digital simulations that could eventually help medical professionals 

control or prevent genetic diseases and disorders.

7KH�SURMHFW�LV�GDXQWLQJ��:LWKLQ�WKH�KXPDQ�ERG\��'1$�SURYLGHV�WKH�LQVWUXFWLRQV�
for cell growth, which are “expressed” within individual cells to create hundreds 

RI�GLHUHQW�FHOO�W\SHV��LQFOXGLQJ�EORRG�FHOOV��QHUYH�FHOOV��PXVFOH�FHOOV��DQG�
LPPXQH�FHOOV��'LHUHQW�W\SHV�RI�FHOOV�FRPELQH�WR�SURGXFH�WLVVXHV��ZKLFK�DUH�
FRPELQHG�WR�IRUP�RUJDQV��IRU�H[DPSOH��WKHUH�PD\�EH�PRUH�WKDQ����GLHUHQW�
types of cells in the tissues that comprise the liver.

$V�D�ȴUVW�VWHS�WRZDUG�FUHDWLQJ�EHWWHU�YLUWXDO�PRGHOV�RI�ELRORJLFDO�V\VWHPV��ZH�
DUH�ZRUNLQJ�WR�XQGHUVWDQG�WKH�ȊLQVWUXFWLRQVȋ�WKDW�LQȵXHQFH�D�FHOOȇV�GHYHORSPHQW�
into tissues and organs and, eventually, entire systems, such as the circulatory 

V\VWHP��2XU�UHVHDUFK�EXLOGV�RQ�WKH�GHYHORSPHQW�RI�VLQJOH�FHOO�JHQRPLFV��8QWLO�
recently, scientists were able to study only groups of cells, because they lacked 

the technical capability to extract enough DNA and RNA from a single cell 

WR�VXSSRUW�JHQRPLF�DQDO\VHV��:HȇUH�WDNLQJ�VLQJOH�FHOO�JHQRPLFV�ȴQGLQJV�WR�
the next level, to understand how single cells construct the gene regulatory 

V\VWHPV�WKDW�XQGHUOLH�WKH�GLHUHQW�FHOO�W\SHV�LQ�WLVVXHV�DQG�RUJDQV��

In Professor Wong’s lab in California, we’re studying the regulation of gene 

H[SUHVVLRQ�LQ�FHOOV��WU\LQJ�WR�XQGHUVWDQG�KRZ�GLHUHQW�JHQHV�DUH�H[SUHVVHG�
DQG�KRZ�WKRVH�JHQHV�DHFW�WKH�FHOOV�WKH\�HYHQWXDOO\�FUHDWH��8VLQJ�DGYDQFHG�
mathematical models, we are studying huge volumes of data to try to better 

understand how cells develop into tissues.

$IWHU�FHOOV�DQG�WLVVXHV��WKH�QH[W�OHYHO�LV�RUJDQV��ΖQ�3URIHVVRU�=KDQJȇV�ODE�LQ�%HLMLQJ��ZH�DUH�VWXG\LQJ�WKH�
KHDUW�WR�XQGHUVWDQG�ZKDW�W\SHV�DQG�VXEW\SHV�RI�FHOOV�PDNH�XS�GLHUHQW�SDUWV�RI�WKDW�RUJDQ��:LWK�D�GHHSHU�
knowledge of how the heart is constructed, we anticipate having a better understanding of how heart 

problems arise. By comparing what we’re seeing in the lab with the heart conditions we see in the broad 

population, we expect to be able to better predict what conditions lead to which health outcomes—positive 

or negative.

:H�LQWHQG�WR�H[SDQG�EH\RQG�VWXG\LQJ�VSHFLȴF�WLVVXHV�DQG�RUJDQV�WR�FRQVWUXFW�D�GLJLWDO�VLPXODWLRQ�RI�WKH�
human circulatory system. We’re developing a framework to take in massive amounts of data generated by 

HOHFWURQLF�KHDOWK�UHFRUGV�DQG�ODUJH�VFDOH�UHVHDUFK�PDSSLQJ�HRUWV��VXFK�DV�WKH�+XPDQ�&HOO�$WODV�SURMHFW�20  

But data sets alone are not very useful, so we’re building a type of digital twin: a multilevel causal network,  

XUEGONG ZHANG 
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a complex mathematical model to represent the functioning system and the underlying linkages between the 

GLHUHQW�OD\HUV��2QH�GD\��ZH�KRSH�WR�EH�DEOH�WR�FRQQHFW�DOO�WKH�GDWD�IURP�WKH�'1$�LQ�WKH�JHQRPH�WR�KHDOWK�
outcomes in the general population to better understand how cell instructions, cell types, tissues, organs, 

and health outcomes are all interconnected.

Within the next three years, our goal is to build out a set of quantitative, layer-by-layer models to help 

interpret the genomic system. We expect the day will come when physicians will examine a newborn’s 

JHQRPH�VHTXHQFH�DQG�XQGHUVWDQG�WKH�LPSDFW�RI�LWV�YDULDQWV��WKDW�LV��LWV�GLHUHQFHV�IURP�WKH�UHIHUHQFH�
genome) along with other factors, leading to insights for resolving or preventing disease or disorders. Over 

WLPH��UHVHDUFKHUV�PD\�XVH�WKHVH�ȴQGLQJV�WR�FUHDWH�D�GLJLWDO�WZLQ�RI�WKH�HQWLUH�KXPDQ�ERG\�WR�KHOS�XV�EHWWHU�
understand and simulate how disease and other changes may manifest in the body. Meanwhile, we, along 

with researchers around the world, have a lot of work ahead. 
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EXECUTIVE PERSPECTIVES

'LJLWDO�WZLQV�RHU�LQFUHDVLQJ�
SRWHQWLDO�WR�DHFW�WKH�ERWWRP�
line of organizations but aren’t 

consistently well understood by 

CFOs and their teams. To many 

LQ�WKH�ȴQDQFH�IXQFWLRQ��
traditional digital twin 

simulations of manufacturing 

processes and warehouse 

logistics are black boxes owned 

by manufacturing or engineering. 

However, the growing availability 

of high-quality simulations, 

machine learning, and 

embedded sensors is changing 

WKH�DUW�RI�WKH�SRVVLEOH��6RPH�
organizations that are shifting 

from selling products to 

products-plus-services or as-a-

service models are using robust 

digital twins. They are tracking 

usage with embedded sensors, 

FUHDWLQJ�QHZ�RHULQJV�IRU�XVDJH�
recommendations, proactive 

PDLQWHQDQFH��RU�SURȴWDELOLW\�
optimization. Working with the IT 

function to understand digital 

twins’ uses today and potential 

uses of tomorrow is becoming 

increasingly important, 

particularly to support new 

product and service design  

and delivery.

As digital twin technology 

integrates with IoT and AI, its 

disruptive power grows. In the 

current business climate, any 

potential technology-driven 

disruption has material risk 

implications for the entire 

organization. Digital twin–driven 

SURFHVV�HɝFLHQFLHV�PLJKW�QRW�
LQFUHDVH�ULVN�VLJQLȴFDQWO\��DW�OHDVW�
initially. But as reliance on digital 

twin technology grows, 

companies will be aggregating 

massive stores of data from 

sensor networks and other 

sources, which may, in turn, 

increase privacy or cyber risk. 

Likewise, if digital twin systems 

enable a new business model 

featuring several as-a-service 

RHULQJV��RUJDQL]DWLRQV�VKRXOG�
understand what material impact 

these new revenue streams may 

KDYH�RQ�ȴQDQFH��WHFKQRORJ\��DQG�
existing business models. If the 

SRWHQWLDO�ULVNV�DUH�VLJQLȴFDQW��
companies will likely need to 

develop strategies for measuring 

and managing them before IT 

and the business proceed any 

further with the digital twin 

SURMHFW�

While digital twin technologies 

that simulate the physical world 

have been around for years, new 

advances warrant taking a 

second look at current 

capabilities. The combination of 

cheap sensors and IoT, machine 

learning, and the fast, frictionless 

nature of cloud enable more 

sophisticated analyses and real-

time simulations. While 

manufacturing scenarios have 

used these capabilities for years, 

organizations are increasingly 

exploring ways to deploy digital 

twins for operations, city 

planning, smart infrastructure, 

and more. Moreover, as 

companies look to migrate to 

selling as-a-service business 

models, digital twins’ increasingly 

sophisticated capabilities are 

worth a closer look. The 

challenging decisions will then be 

whether to make small 

investments to create tests and 

experiments or larger 

investments to support 

innovation more broadly.
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ARE YOU READY?

Which of your systems, processes, 

products, or outputs would be 

strong candidates for inclusion in 

D�GLJLWDO�WZLQ�SLORW"�

What infrastructure and technical 

platforms do you have in place 

today to support digital twin 

FDSDELOLWLHV"�

If you are moving to as-a-service 

models or bundling services with 

products, how can a digital twin 

reduce your time to market and 

UHGXFH�RYHUDOO�FRVWV"

LEARN MORE

1

2

3

BOTTOM LINE 
In the future, everyone and everything—people, services, 

global enterprises, and even cities—could have a digital twin. 

That scale may not happen in the next 18 to 24 months, but 

the digital twins trend will evolve and grow for years to come. 

Pilots and prototypes can help identify potential areas where 

FRPSDQLHV�FDQ�EHQHȴW�IURP�GLJLWDO�WZLQ�FDSDELOLWLHV��EXW�WKH�WLPH�
to embrace this next disruptive transformation phase is now.

EXPECTING DIGITAL TWINS

Learn how leading 

companies are using 

digital twins to increase 

HɝFLHQF\��UHGXFH�FRVWV��
and build better products.  

INDUSTRY 4.0 AND 
THE DIGITAL TWIN

Read on! With a digital 

simulation of a manufacturing 

process, you can solve 

problems more quickly and 

build better products.    

INDUSTRY 4.0 
COLLECTIONS PAGE

Check out this intriguing 

collection of articles that 

explores today’s digital 

industrial revolution.  
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Reshaping human-machine connections through 
AI, neuroscience, and human-centered design.

T R E N D  S U M M A R Y
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Digital, May 2019.   
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A S YOU ENTER the last leg of a long drive home, a network 

of cameras, microphones, and sensors embedded 

throughout your car monitors your facial expressions, 

voice, and the way you are using the car’s functionality. Analyzing 

the inputs in real time, your car—using computer vision, voice 

recognition, and deep learning capabilities—determines that you 

are getting tired and distracted. In response, these AI-powered 

tools lower the thermostat and turn up the volume on the radio, 

and a conversational agent gently suggests you pull over or stop for 

D�FXS�RI�FR̆HH�DW�D�UHVWDXUDQW�WKUHH�PLOHV�DKHDG�1 

These technologies are engaging you—a human driving a car—in 

human terms. Myriad technologies that detect physical states such 

as alertness are increasingly being used to infer emotional states 

such as happiness or sadness. Unlike their machine forebears that 

set rigid rules of engagement, these systems will follow rules, 

reading your mood, intuiting your needs, and responding in 

contextually and emotionally appropriate ways.

Welcome to the next stage of human-machine interaction, in which 

D�JURZLQJ�FODVV�RI�$,�SRZHUHG�VROXWLRQV²UHIHUUHG�WR�DV�³D̆HFWLYH�
FRPSXWLQJ´�RU�³HPRWLRQ�$,´²LV�UHGH¿QLQJ�WKH�ZD\�ZH�H[SHULHQFH�
WHFKQRORJ\��7KHVH�H[SHULHQFHV�DUH�KDUGO\�FRQ¿QHG�WR�DXWRPRELOHV��
Retailers are integrating AI-powered bots with customer 

segmentation and CRM systems to personalize customer 

interactions while at the same time capturing valuable lead-

nurturing data.2 Apps are designing custom drinks and fragrances 

for fashion-show attendees based on emotional quotient (EQ) 

inputs.3 A global restaurant chain is tailoring its drive-through 

experiences based on changes in the weather.4 The list goes on. 

As part of the emerging human experience platforms trend, during 

the next 18 to 24 months more companies will ramp up their 

Human experience 
platforms
$HFWLYH�FRPSXWLQJ�FKDQJHV�
WKH�UXOHV�RI�HQJDJHPHQW

Human experience platforms
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responses to a growing demand for technology to 
better understand humans and to respond to us 
more appropriately. System users increasingly 
expect the technologies they rely on to provide a 
greater sense of connection—an expectation that 
should not be ignored. In a recent Deloitte Digital 
VXUYH\�RI�����FRQVXPHUV�����SHUFHQW�RI�ORQJ�WHUP�
customers use emotional language to describe their 
FRQQHFWLRQ�WR�IDYRUHG�EUDQGV��OLNHZLVH�����SHUFHQW�
of consumers feel they have a relationship with a 
EUDQG��7UXVWZRUWKLQHVV�����SHUFHQW���LQWHJULW\� 
����SHUFHQW���DQG�KRQHVW\�����SHUFHQW��DUH�WKH�
emotional factors that consumers feel most align 
with their favorite brands.�  

Historically, computers have been unable to 
correlate events with human emotions or 
HPRWLRQDO�IDFWRUV��%XW�WKDW�LV�FKDQJLQJ�DV�
LQQRYDWRUV�DGG�DQ�(4�WR�WHFKQRORJ\¶V�,4��DW�VFDOH��
8VLQJ�GDWD�DQG�KXPDQ�FHQWHUHG�GHVLJQ��+&'��
techniques—and technologies currently being used 
in neurological research to better understand 
KXPDQ�QHHGV²D̆HFWLYH�V\VWHPV�ZLOO�EH�DEOH�WR�
UHFRJQL]H�D�V\VWHP�XVHU¶V�HPRWLRQDO�VWDWH�DQG�WKH�
context behind it, and then respond appropriately.

(DUO\�WUHQG�SDUWLFLSDQWV�UHFRJQL]H�WKDW�WKH�VWDNHV�
are high. The ability to leverage emotionally 
LQWHOOLJHQW�SODWIRUPV�WR�UHFRJQL]H�DQG�XVH�
emotional data at scale will be one of the biggest, 
most important opportunities for companies going 
forward. Deloitte Digital research reveals that 
companies focusing on the human experience have 
been twice as likely to outperform their peers in 
UHYHQXH�JURZWK�RYHU�D�WKUHH�\HDU�SHULRG��ZLWK����
times faster revenue growth than those who do 
not.� Moreover, inaction could lead to more 
“experience debt”� and user alienation as AI 
applications make us all feel a bit less human. 
Chances are, your competitors are already working 
WRZDUG�WKLV�JRDO��5HVHDUFK�DQG�0DUNHWV�SURMHFWV�
WKDW�WKH�VL]H�RI�WKH�JOREDO�D̆HFWLYH�FRPSXWLQJ�
PDUNHW�ZLOO�JURZ�IURP�86����ELOOLRQ�LQ������WR�
86����ELOOLRQ�E\�������WKLV�UHSUHVHQWV�D�
FRPSRXQG�DQQXDO�JURZWK�UDWH�RI������SHUFHQW�8 

Time to get started. How will you create 
emotionally insightful human experiences for your 
customers, employees, and business partners? 

Knowing me, knowing you

In Tech Trends 2019, we examined how marketing 
teams—by adopting new approaches to data 
gathering, decisioning, and delivery—can create 
SHUVRQDOL]HG��FRQWH[WXDOL]HG��G\QDPLF�H[SHULHQFHV�
for individual customers. These data-driven 
experiences, embodying the latest techniques in 
HCD, can inspire deep emotional connections to 
products and brands, which in turn drive loyalty 
and business growth.9  The human experience 
platforms trend takes that same quest for deeper 
insights and connections to the next level by 
broadening its scope to include not only customers 
but employees, business partners, and suppliers—
basically anyone with whom you interact. 

In addition to data, human experience platforms 
OHYHUDJH�D̆HFWLYH�FRPSXWLQJ²ZKLFK�XVHV�
technologies such as natural language processing, 
facial expression recognition, eye tracking, and 
VHQWLPHQW�DQDO\VLV�DOJRULWKPV²WR�UHFRJQL]H��
understand, and respond to human emotion. 
$̆HFWLYH�FRPSXWLQJ�FDQ�KHOS�XV�DFKLHYH�VRPHWKLQJ�
truly disruptive: It makes it possible for us to be 
human at scale. What do we mean by that? Right 
now, true human connections are limited to the 
QXPEHU�RI�SHRSOH�ZH�FDQ�¿W�LQWR�D�URRP��
Technologies such as phones or webcams connect 
us to other humans but remain only a conduit, and 
connections made through technology conduits are 
useful yet emotionally limited. 

%XW�ZKDW�LI�WHFKQRORJ\�LWVHOI�FRXOG�EHFRPH�PRUH�
human? What if a bot appearing on the screen in 
front of our faces could engage us with the kind of 
emotional acuity and perceptive nuance that we 
expect from human-human interaction? Today, 
you may walk into a clothing store and barely 
notice the screens mounted on shop walls, 
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displaying items currently on sale; the ads aren’t 
particularly relevant, so you don’t give them a 
VHFRQG�WKRXJKW��%XW�LPDJLQH�LI�\RX�FRXOG�ZDON�LQWR�
that same space and a bot appearing on the screen 
UHFRJQL]HV�\RX�DQG�DGGUHVVHV�\RX�E\�QDPH�10 This 
bot has been observing you walk around the store 
DQG�KDV�LGHQWL¿HG�MDFNHWV�\RX�PLJKW�ORYH�EDVHG�RQ�
your mood today and your purchasing history. In 
this moment, technology engages you as an 
individual, and as a result, you experience this 
VWRUH�LQ�D�YHU\�GL̆HUHQW��PRUH�KXPDQ�ZD\��$,�DQG�
D̆HFWLYH�WHFKQRORJLHV�KDYH�VFDOHG�DQ�H[SHULHQFH�
with very human-like qualities to encompass an 
entire business environment. 

Designing for humans

The human experience platforms trend reverses 
traditional design approaches by starting with the 
human and emotion-led experience we want to 
achieve, and then determining which combination 
RI�D̆HFWLYH�DQG�$,�WHFKQRORJLHV�FDQ�GHOLYHU�WKHP��
The big challenge that companies will face is 
LGHQWLI\LQJ�WKH�VSHFL¿F�UHVSRQVHV�DQG�EHKDYLRUV�
that will resonate with—and elicit an emotional 
response from—a diverse group of customers, 
employees, and other stakeholders, and then 
developing the emotional technologies that can 
UHFRJQL]H�DQG�UHSOLFDWH�WKRVH�WUDLWV�LQ�DQ�
experience. 

Think about the abilities comprising empathy—
among them, the ability to relate to others, the 
DELOLW\�WR�UHFRJQL]H�RXUVHOYHV�LQ�D�VWRU\OLQH��DQG�WKH�
ability to trust and feel complex emotions. As 
humans, we see these abilities in ourselves and, by 
XVLQJ�RXU�VHQVHV��ZH�FDQ�UHFRJQL]H�WKHP�LQ�RWKHUV��
Today a growing number of companies are 
exploring ways to develop a deeper understanding 
of the humans who will be using new technologies, 
and to incorporate these insights into technology 
designs. They include: 

• 1HXURVFLHQWL¿F�UHVHDUFK� This method 
moves beyond traditional “soft science” market 
UHVHDUFK�DSSURDFKHV��VXUYH\V��TXHVWLRQQDLUHV��
GDWD�DQDO\VLV��HWF���E\�GHSOR\LQJ�D�YDULHW\�
of sensory recognition technologies to 
measure brain activity, eye movement, and 
other physical responses to stimuli. Analysis 
of this data can give companies a deeper 
understanding of individual’s unconscious 
and implicit decision-making processes. 
�6HH�VLGHEDU��³1HXURVFLHQWL¿F�PHWKRGV�IRU�
PHDVXULQJ�WKRXJKW�SURFHVVHV�´��

• Human-centered design. HCD brings 
the human being into focus. It starts with 
the premise that individuals’ beliefs, values, 
feelings, and ambitions are important because 
they form the foundation for who those 
individuals are and what they want from 
WKH�RUJDQL]DWLRQV�ZLWK�ZKLFK�WKH\�HQJDJH��
HCD involves using ethnographic research11 

and neuroscience to better understand 
individuals’ unmet needs and using these 
insights to improve service design and delivery. 
Importantly, a design-led approach brings end 
users into the room with stakeholders to engage 
in rapid prototyping, testing, and iteration 
of solutions with the people for whom they 
are created.��

• Removing bias and emphasizing values 
and ethics. For experiences to resonate, 
WKH\�PXVW�UHÀHFW�KXPDQ�YDOXHV��VXFK�DV�
trustworthiness, integrity and honesty—all 
emotional factors that humans feel about their 
IDYRULWH�EUDQGV��%XW�LQ�WKH�DEVHQFH�RI�HWKLFDO�
consensus on so many aspects of cognitive and 
D̆HFWLYH�WHFKQRORJLHV��LQGLYLGXDO�FRPSDQLHV�
RQ�KXPDQ�H[SHULHQFH�MRXUQH\V�VKRXOG�IDFWRU�
ethical considerations—as well as their 
RUJDQL]DWLRQ¶V�YDOXHV²LQWR�WKH�GHYHORSPHQW�
of their own AI solutions. As you build human 
experiences for your customers, employees, 
and business partners, ask yourself: What does 
ethical technology mean? How do governance 
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and ethics overlap? Do the algorithms we 
are creating align with our values and those 
of society in general? How can you build 
transparency into AI decision-making?�� And 
how can you reduce cognitive bias in the 
development process by having more diverse 
teams be part of the design?����1RWH��)RU�D�
deeper dive into the ethical dimensions of 
technology development, check out the ethical 
technology and trust chapter of Tech Trends 
2020���

Implementing the experience

Once targeted experience has been designed using 
a combination of neuroscience, HCD, and the 
ethical guidelines and principles, it’s time to 
implement it. Companies need to leverage human 
experience platforms that use AI, machine 
learning, natural language processing, visual 
recognition, and other technologies that can be 
combined to make the experience come to life. For 
example, if an employee contacts an automated 
internal call center, AI-based voice recognition and 

natural language processing tools will be able to 
UHFRJQL]H�WKH�QDWXUH�RI�WKH�HPSOR\HH¶V�TXHU\�IURP�
a list of things about which employees typically call. 
These tools also detect, based on the caller’s tone of 
voice, that she is agitated. With this information, 
an AI-powered customer service bot can deliver the 
VFULSWHG�UHVSRQVH�PRVW�OLNHO\�WR�GHIXVH�WKLV�VSHFL¿F�
situation. The script may direct the bot to express 
empathy. All scripted responses are designed to 
help AI systems engage the caller in a human way, 
but also to keep the technology from violating the 
FDOOHU¶V�RU�WKH�RUJDQL]DWLRQ¶V�YDOXHV��$QG�WKH�$,�
QHHGV�WR�NQRZ�ZKHQ�WR�SDVV�R̆�WKH�FDOO�WR�D�KXPDQ�
operator. In this human experience, designers have 
set up operating parameters but have left it to 
D̆HFWLYH�WRROV�DQG�$,��ZRUNLQJ�LQ�WDQGHP��WR�¿OO�LQ�
the blank spaces with the optimum response.

This can pose a whole new set of challenges as 
FKRLFHV�PXVW�EH�PDGH�H[SOLFLW��2UJDQL]DWLRQV�FDQ�
hire a human call center agent, give them a 
discretionary budget for returns or waived fees, 
and assume that they will employ decades of good 
MXGJPHQW�WR�GLVSHQVH�LW��$�YLUWXDO�DJHQW�PXVW�EH�
instructed. Moreover, we expect our virtual agents 

NEUROSCIENTIFIC METHODS FOR MEASURING THOUGHT PROCESSES 
Two decades ago, neuroscience began investigating business-relevant questions by forming links 

with other disciplines such as economics and behavioral science. Today, this research plays a critical 

role in the human experience platforms�WUHQG��8VLQJ�WKH�IROORZLQJ�VFLHQWLȴF�PHWKRGVȃVXJJHVWHG�
by Deloitte Neuroscience Institute—to measure conscious and unconscious human thoughts, 

organizations can gain valuable insight into individuals’ desires and emotions. They can also test the 

HHFWLYHQHVV�RI�WKH�VHQVLQJ�DQG�DQDO\VLV�WRROV��

Electroencephalography (EEG). Measures electrical brain activity with highly temporal resolution 

relating to perception and thinking processes. 

Eye tracking. 7UDFNV�H\H�PRYHPHQWV�DQG�JD]H�LQ�UHDO�WLPH�WR�PRQLWRU�YLVXDO�IRFXV��PRELOH�DQG�ȴ[HG�
to-screen versions). 

Facial coding. Measures facial expressions to identify emotional reactions. 

Galvanic skin response. Measures skin conductance to monitor physiological arousal in response 

to external events. 

Implicit association testing. Reveals implicit beliefs and attitudes that respondents usually do not 

report in traditional explicit testing methods like interviews and surveys. 
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to be unbiased—imagine if the virtual agent were 
discovered to be consistently waiving fees for one 
group and not another. Next, virtual agents need 
FRQWH[W�DQG�KLVWRU\��0D\EH�WKH�¿UVW�SHQDOW\�IRU�ODWH�
payment should be waived, but how about the 
VHFRQG"�2U�WKH�¿IWK"�)LQDOO\��$,�SRZHUHG�DJHQWV�
QHHG�D�VHW�RI�RXWFRPHV�IRU�ZKLFK�WR�RSWLPL]H��,I�
WKH\�RSWLPL]H�IRU�FXVWRPHU�KDSSLQHVV��WKH�DJHQWV�
may waive all fees—an outcome that would surely 
please customers but might not be optimal for the 
business. Ultimately, building rules to mimic 
“basic” human intuition is a tall order.  

Now connecting

The work of making technology more human is 
hardly new. Voice assistants that only a few 
Christmases ago were the coolest gift under the tree 
are now ubiquitous, and the kiosk bots that engage 
mall shoppers in amusing ways today will soon be 
old news. And there are much bigger human 
experience initiatives underway. We’re already 

seeing advanced use cases emerge in the 
biopharmaceutical sector, exploring ways to use 
augmented reality and virtual reality in care 
management.��

In the coming months, we expect growing demand 
for technologies to become more human. We’ve 
reached a point in the digital revolution at which 
everyone’s connected to technology but not 
necessarily to each other. We are disintermediating 
processes and interactions and engaging directly 
with machines. It is unsurprising, then, that we 
crave what we are rapidly losing: meaningful 
connections. In response, we increasingly expect 
technology to treat us in more human—and 
humane—ways. Designing technologies that can 
meet this expectation will require deeper insights 
into human behavior, and new innovations that 
enhance our ability to anticipate and respond to 
KXPDQ�QHHGV��%XW�WKH�LQFHQWLYH�LV�WKHUH��,Q�WKH�
near future, human experiences will likely deliver a 
durable and lasting competitive advantage.

SAMPLE AI TECHNOLOGIES SUPPORTING HUMAN EXPERIENCE PLATFORMS  
To support the ability to detect stress and emotion in human experience platforms, computers rely 

on a combination of text analytics, voice analytics, voice recognition and response, video analytics, 

and more. AI’s increasing ability to use video and voice to measure physical states and detect likely 

emotional states enables AI agents to respond more appropriately—mirroring mood, gestures, 

and tone. 

Vision systems. &DPHUDV�DQG�VXSSRUWLQJ�DOJRULWKPV�WR�LGHQWLW\�SHRSOH��REMHFWV��VXUURXQGLQJV��DQG�
extrasensory dimensions—thermal signatures, slow motion, ultra-zoom, long distance, and others.

Natural language generation. Generates appropriate responses and vocalizes them into 

human-like speech. 

Natural language processing. Enables the processing of text to understand intent, questions, 

and queries. 

Sentiment analysis. Analyzes text to detect overall sentiment toward topic—positive, negative, 

or neutral. 

Voice recognition. Translates human speech into text for further processing. 

Voice stress analysis. Measures relative stress levels to attempt to identify emotional reactions.
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Digital experience investment strengthens UBS  
client-adviser connections

LESSONS FROM THE FRONT LINES

I1�$�%86Ζ1(66�built around human interaction 
and high-touch advisers for high-net-worth 
FOLHQWV��8%6�VHHNV�WR�EDODQFH�WKH�KXPDQ�

experience with the digital experience. As part of 
LWV�GLJLWDO�MRXUQH\��8%6�FKDQJHG�KRZ�LWV�KLJK�
net-worth and ultra-high-net-worth clients invest 
DQG�PDQDJH�WKHLU�¿QDQFHV��GHYHORS�LQYHVWPHQW�
VWUDWHJLHV��DQG�HQJDJH�ZLWK�8%6�¿QDQFLDO�DGYLVHUV��

With a recently launched mobile app, the 
LQYHVWPHQW�¿UP¶V�SULPDU\�JRDO�ZDV�WR�FUHDWH�D�
digital experience that felt high-touch and human, 
according to Kraleigh Woodford, head of digital 
FOLHQW�H[SHULHQFH�DW�8%6�:HDOWK�0DQDJHPHQW�
USA.����8%6�DOVR�ZDQWHG�LW�WR�KHOS�GHHSHQ�
UHODWLRQVKLSV�EHWZHHQ�FOLHQWV�DQG�¿QDQFLDO�DGYLVHUV�
by using technology to deliver a more holistic 
wealth management experience. 

8%6�NQHZ�LW�QHHGHG�WR�ERRVW�FOLHQW�IDFLQJ�
WHFKQRORJ\�WR�LQFRUSRUDWH�SHUVRQDOL]HG�H[SHULHQFHV�
DQG�KDQGV�RQ�LQWHUDFWLRQV��%XW�DW�WKH�KHDUW�RI�LWV�
ZHDOWK�PDQDJHPHQW�EXVLQHVV�DUH�¿QDQFLDO�DGYLVHUV�
and their teams, who have cultivated deep, long-
standing client relationships and connections. 
5HFRJQL]LQJ�WKDW�DQ\�WHFKQRORJ\�VROXWLRQ�VKRXOG�
not disrupt the adviser-client bond, they sought 
to create a solution that would supplement and 
enhance rather than supplant these relationships. 

7R�PHHW�WKHVH�REMHFWLYHV��8%6�UHTXLUHG�D�
development process that was emotionally 
sensitive to the needs of its clients and advisers. 
7KH�¿UP�DGRSWHG�DQ�DJLOH��EXVLQHVV�OHG�DSSURDFK�
to product development, colocating business 
and technology teams to help ensure successful 
incorporation of both adviser and client feedback.

8%6�OHYHUDJHG�LWV�¿QDQFLDO�DGYLVHUV¶�GHHS�UHVHUYRLU�
of client knowledge, collecting and incorporating 
their feedback into the creation process. It also 
brought clients into the design process, seeking 
WR�UHFRJQL]H�DQG�DGDSW�WR�FXVWRPHU�EHKDYLRUV�DQG�
preferences through end-user testing and research. 
The design team examined investment strategies, 
buying patterns, personal aspirations, and 
FRQVXPHU�FKRLFHV�WR�XQGHUVWDQG�FOLHQW�GH¿QLWLRQV�
RI�ZHDOWK��NH\�¿QDQFLDO�JRDOV��DQG�LPSRUWDQW�
milestones and achievements. 

At the heart of the app is an AI-driven 
SHUVRQDOL]DWLRQ�HQJLQH��7R�FDOLEUDWH�DQG�FXVWRPL]H�
the client experience, the app asks questions 
that allow clients to share information about 
WKHLU�VSHFL¿F�LQWHUHVWV��FRQFHUQV��DQG�ORQJ�WHUP�
needs. It also incorporates information about 
their philanthropic interests, individual goals, and 
important people and relationships. An algorithm 
LGHQWL¿HV�WDLORUHG�ZHDOWK�PDQDJHPHQW�FRQWHQW�
so that clients receive a curated selection of 
LQYHVWPHQW�DQG�¿QDQFLDO�LQIRUPDWLRQ��

Research indicated that clients wanted to share 
more data with advisers but didn’t know the 
best way—and didn’t want to take up too much 
of their advisers’ time. To address this challenge, 
FOLHQW�LQIRUPDWLRQ�DQG�LQVLJKWV�ÀRZ�GLUHFWO\�LQWR�
adviser-facing systems. Using data from the app, 
advisers can initiate conversations about wealth-
building and personal goals and strategies, thereby 
enhancing ongoing client-adviser relationships. 

Woodford says that since launching the app 
LQ�0DUFK�������KDOI�RI�WKH�FOLHQWV�XVLQJ�LW�KDYH�
shared their interests and concerns to create a 
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D85Ζ1*�$1�(;7(1'('�VKLIW��DQ�DLU�WUḊF�
controller is handling a high volume of 
SDVVHQJHU�MHWV�DQG�SULYDWH�SODQHV��7KH�GD\�

has been chaotic and stressful, with a couple of 
unexpected police and medical helicopter landings 
DQG�D�GURQH�WKDW�GHYLDWHG�IURP�LWV�LQWHQGHG�ÀLJKW�
path. The controller hasn’t taken a break in several 
hours and is feeling fatigued. She tries to focus 
on the radar system, but it sends her a message: 
³&KULVWLQD��LW¶V�WLPH�IRU�D�EUHDN��/HW¶V�¿QG�VRPHRQH�
to cover for you.”

7KH�DLU�WUḊF�FRQWUROOHU�LV�ZHDULQJ�EUDLQ�VHQVLQJ�
earbuds that contain electrodes measuring her 
EUDLQ¶V�HOHFWULFDO�DFWLYLW\��8SRQ�DQDO\]LQJ�WKHVH�
HOHFWURHQFHSKDORJUDSKLF��((*��VLJQDOV²WKH�VDPH�
ones used by doctors to understand brain  
�G\V�IXQFWLRQ²PDFKLQH�OHDUQLQJ�DOJRULWKPV�
detected increased distraction and stress in the 
controller’s brain activity patterns and decided that 
she needed a pause. 

A long-established medical and research tool, EEG 
allows physicians to establish medical diagnoses 
and enables researchers to understand the brain 
dynamics underlying human decision-making 
processes and behavior. It can also help individuals 
improve wellness and performance, says Professor 
Olivier Oullier, president of EMOTIV, a leading 
neurotechnology and bioinformatics company.�� 

EMOTIV develops EEG-based wearable brain-
computer interface systems that can be used to 
monitor cognitive performance and emotional 
reactions to inform workplace wellness, learning, 
safety, and productivity and capture consumer 
insights. 

(027,9�KDV�PLQLDWXUL]HG�ZLUHOHVV�((*�V\VWHPV�
and machine learning–based neurotechnology to 
develop a wearer-friendly form factor that detects 
brain activity as accurately as laboratory EEG caps 
that prevent mobility—and are neither stylish nor 
comfortable. The company’s MN8 device looks 
DQG�IXQFWLRQV�OLNH�VWDQGDUG�%OXHWRRWK�HDUEXGV��
EXW�VTXHH]HG�LQVLGH�LV�D�PRELOH�((*�ODE�WKDW�FDQ�
PHDVXUH�DQG�DQDO\]H�OHYHOV�RI�VWUHVV�DQG�GLVWUDFWLRQ�
and provide the wearer—or other connected 
V\VWHPV²ZLWK�IHHGEDFN�RQ�KRZ�WR�RSWLPL]H�
wellness and performance.

Digital EEG signals are interpreted immediately 
using real-time analysis; optionally, they can be 
sent to the cloud for more advanced analysis and 
storage of the data at scale. EMOTIV’s machine 
learning algorithms have been trained to identify 
DQG�FODVVLI\�QHXUR�PDUNHUV�IRU�GL̆HUHQW�FRJQLWLYH�
DQG�D̆HFWLYH�VWDWHV�E\�D�GHFDGH�RI�((*�GDWD�VHWV��
'DWD�KDV�EHHQ�DFFXPXODWHG�WKURXJK�ERWK�VFLHQWL¿F�
studies involving thousands of volunteers who 
were taken through various experiences to prompt 

more tailored experience; a quarter have shared 
LPSRUWDQW�PLOHVWRQHV�LQ�WKHLU�LQYHVWPHQW�MRXUQH\V��
$QG�8%6�KDV�UHDOL]HG�D�VLJQL¿FDQW�XSWLFN�LQ�WKH�
number of high-net-worth and ultra-high-net-
worth clients using the app compared to the web 
SRUWDO��³2XU�PRWWR�ZDV�µ3HRSOH�¿UVW��WKHQ�SURGXFW�¶�

This allowed us to balance practical needs such 
as accelerating growth with emotional needs such 
as supporting the client-adviser relationship,” 
Woodford says. “We will continue to focus on this 
lesson.”

 
Brain-computer interfaces improve wellness and performance by 
tracking emotions
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GL̆HUHQW�OHYHOV�RI�WKH�GHVLUHG�EUDLQ�VWDWH18�DV�ZHOO�
DV�IURP�QHDUO\���������QHXURKHDGVHWV�RZQHUV�
WKDW�YROXQWHHUHG�WR�VKDUH�WKHLU�UHDO�OLIH�GDWD�
DQRQ\PRXVO\�ZLWK�WKH�FRPSDQ\�

,QVLJKW�LQWR�H[DFWO\�KRZ�SHRSOH¶V�EUDLQV�DUH�
UHDFWLQJ�DQG�HYROYLQJ�PRPHQW�WR�PRPHQW��RYHU�
WLPH�DQG�LQ�FRQWH[W�RI�WKHLU�DFWLRQV��FDQ�EH�PRUH�
YDOXDEOH�WKDQ�VHOI�UHSRUWLQJ�RI�HPRWLRQV�YLD�
ZULWWHQ�VXUYH\�RU�YHUEDO�UHVSRQVH��6HOI�UHSRUWLQJ�
LV�LPSRUWDQW�EXW�GRHVQ¶W�SDLQW�D�FRPSOHWH�SLFWXUH��
VLQFH�DQVZHUV�UHSUHVHQW�RQO\�D�VLQJOH�PRPHQW�LQ�
WLPH�DQG�DUH�RIWHQ�LQÀXHQFHG�E\�ZKDW�SHRSOH�WKLQN�
RWKHUV�ZDQW�RU�H[SHFW�WKHP�WR�VD\�

³8QWLO�UHFHQWO\�´�2XOOLHU�VD\V��³VWUHVV��IRFXV��PHQWDO�
IDWLJXH�RU�FRJQLWLYH�ORDG�ZHUH�FKDOOHQJLQJ�WR�
PHDVXUH�VFLHQWL¿FDOO\�DQG�ULJRURXVO\��,Q�IDFW��WKH\�
DUH�FRJQLWLYH�DQG�D̆HFWLYH�VWDWHV�WKDW�FDQ�QRZ�EH�
GHWHFWHG�E\�((*�QHXURWHFKQRORJ\��4XDQWLI\LQJ�
WKHVH�FRJQLWLYH�VWDWHV�LQ�UHDO�WLPH�DQG�LQ�UHDO�OLIH�
VLWXDWLRQV�VXFK�DV�LQ�WKH�ZRUNSODFH�¿QDOO\�EULGJHV�
WKH�JDS�EHWZHHQ�SHUFHSWLRQ�DQG�UHDOLW\�WKDW�
H[LVWV�ZKHQ�SHRSOH�VHOI�UHSRUW�ZKDW�WKH\�IHHO�DQG�
H[SHULHQFH�´

$V�LQ�WKH�FDVH�RI�WKH�DLU�WUḊF�FRQWUROOHU��
RUJDQL]DWLRQV�FDQ�OHYHUDJH�UHDO�WLPH�DQDO\VLV�RI�
FRJQLWLYH�GDWD�WR�LPSURYH�LQGLYLGXDO�HPSOR\HH�
ZHOOQHVV��SHUIRUPDQFH��SURGXFWLYLW\��DQG�VDIHW\�E\�
LQVWUXFWLQJ�ZRUNHUV�WR�WDNH�EUHDNV�ZKHQ�WKH\¶UH�
WLUHG��FKDQJLQJ�WKH�GL̇FXOW\�RU�WKH�IRUPDW�RI�DQ�
LQWHUDFWLYH�WUDLQLQJ�RU�RQERDUGLQJ�SURFHVV�ZKHQ�DQ�
HPSOR\HH�LV�XQIRFXVHG��RU�VZLWFKLQJ�WKH�HPSOR\HH�
WR�D�OHVV�VWUHVVIXO�WDVN��

&RPSDQLHV�FDQ�DOVR�PLQH�WKH�DJJUHJDWHG�GDWD�WR�
XQGHUVWDQG�EHKDYLRUDO�DQG�ZRUN�SDWWHUQV��7DNLQJ�
WKHVH�SDWWHUQV�LQWR�DFFRXQW��WKH\�FDQ�RSWLPL]H�
ZRUNÀRZV�DQG�SURFHGXUHV²IRU�H[DPSOH��E\�
EXLOGLQJ�PRUH�EUHDNV�LQWR�ZRUNHUV¶�VFKHGXOHV��
FKDQJLQJ�VKLIW�KRXUV�WR�DYRLG�VWUHVVIXO�FRPPXWH�
WLPHV��RU�PRYLQJ�WKH�WLPH�RI�D�PHHWLQJ�WKDW�
UHTXLUHV�KLJK�OHYHOV�RI�HPSOR\HH�DWWHQWLRQ��³%UDLQ�
GDWD�FDQ�VKHG�OLJKW�RQ�WKH�W\SHV�RI�HQYLURQPHQWV�
DQG�VLWXDWLRQV�WKDW�DOORZ�HPSOR\HHV�WR�ÀRXULVK�
VR�WKDW�ZRUNSODFHV�FDQ�DGMXVW�´�2XOOLHU�VD\V��
³7KH�SXUSRVH�LV�WR�OHYHUDJH�QHXURLQIRUPDWLFV�WR�
SHUVRQDOL]H�WKH�ZRUN�H[SHULHQFH�WKDQNV�WR�G\QDPLF�
ZRUNSODFHV�DQG�V\VWHPV�WKDW�DUH�PRUH�UHVSRQVLYH�
WR�ZKDW�HPSOR\HHV�IHHO�´

VIRTUAL AGENTS ARE LQFUHDVLQJO\�WKH�
¿UVW�SRLQWV�RI�FRQWDFW�IRU�FXVWRPHUV�RU�
HPSOR\HHV�ZKR�QHHG�KHOS�RU�LQIRUPDWLRQ��

:KHQ�FRPPXQLFDWLQJ�ZLWK�D�PDFKLQH��IHZ�FDOOHUV�
H[SHFW�PRUH�WKDQ�DQ�ḢFLHQW�ZD\�WR�JHW�D�IDVW�
DQVZHU�WR�D�VLPSOH�TXHVWLRQ��%XW�H[SHFWDWLRQV�DUH�
FKDQJLQJ�DV�VRPH�FRPSDQLHV�ORRN�WR�FRPELQH�D�
YLUWXDO�DJHQW¶V�ḢFLHQF\�ZLWK�WKH�SUREOHP�VROYLQJ�
FDSDELOLWLHV�DQG�HPRWLRQDO�FRQQHFWLRQV�WKDW�D�
KXPDQ�DJHQW�FDQ�SURYLGH�

,QFUHDVLQJO\��WKHVH�FRPSDQLHV�DUH�LQYHVWLQJ�LQ�
VRSKLVWLFDWHG�YLUWXDO�VXSSRUW�SODWIRUPV�WKDW�

LQFRUSRUDWH�LQWHOOLJHQW�V\VWHPV�ZLWK�D̆HFWLYH�
FRPSXWLQJ²ZKDW�VRPH�FDOO�³FRJQLWLYH�DJHQWV�´�
,3VRIW19�VD\V��³:KDW¶V�YDOXDEOH�DERXW�D�FRJQLWLYH�
DJHQW�LV�WKDW�LW�FDQ�KHOS�EXLOG�WUXVW�´�ZKLFK�
HQFRXUDJHV�KXPDQV�WR�XVH�LW�IRU�LQFUHDVLQJO\�
FRPSOH[�LVVXHV��7KH�FRPSDQ\�VHHV�WKUHH�VWHSV�
WKDW�FRJQLWLYH�DJHQWV�QHHG�WR�SHUIRUP�H̆HFWLYHO\�
WR�HVWDEOLVK�WUXVW��GHPRQVWUDWH�XQGHUVWDQGLQJ��
FODVVLI\�WKH�LVVXH��DQG�VHOHFW�DSSURSULDWH�QH[W�VWHSV��

)LUVW��GHPRQVWUDWLQJ�XQGHUVWDQGLQJ²HVSHFLDOO\�
ZKHQ�HQFRXQWHULQJ�KXPDQ�HPRWLRQ²LV�RQH�RI�
WKH�PDLQ�XVH�FDVHV�IRU�FRJQLWLYH�DJHQWV��,Q�PDQ\�

 
6PDUW��VHQVLWLYH��DQG�HɝFLHQW��$�FRJQLWLYH�DJHQW�HYHQ�D�FXUPXGJHRQ�
FDQ�WUXVW
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HQWHUSULVH�VHWWLQJV��KXPDQ�DQG�FRJQLWLYH�DJHQWV�
DUH�WUDLQHG�WR�IROORZ�D�VFULSW�ZKHQ�UHVSRQGLQJ�
WR�TXHVWLRQV�DQG�UHTXHVWV��+XPDQ�DJHQWV�WHQG�
WR�LQVWLQFWLYHO\�PLUURU�FDOOHUV�E\�H[SUHVVLQJ�D�
VHQWLPHQW�WKDW�GHPRQVWUDWHV�XQGHUVWDQGLQJ��VXFK�
DV��³,¶P�YHU\�VRUU\�WR�KHDU�WKDW´�RU��³2K��WKDW¶V�
JUHDW�´�$IWHU�PLUURULQJ�WKH�HPRWLRQ��WKH�DJHQW�
WULHV�WR�PRYH�RQ�WR�WKH�QH[W�VWHS�LQ�WKH�VFULSW��
&RJQLWLYH�DJHQWV�XVH�DGYDQFHG�$,�WHFKQLTXHV�VXFK�
DV�VHQWLPHQW�DQDO\VLV�LQ�RUGHU�WR�GHWHFW�DQG�PLUURU�
HPRWLRQ�EHIRUH�PRYLQJ�RQ�WKURXJK�WKH�VFULSW�

6HFRQG��FRJQLWLYH�DJHQWV�FDQ�OHDUQ�WR�DXWRPDWLFDOO\�
LGHQWLI\�DQG�FODVVLI\�LVVXHV�XVLQJ�$,�WH[W�DQDO\VLV�
DQG�QDWXUDO�ODQJXDJH�SURFHVVLQJ��1/3���(SLVRGLF�
PHPRU\�HQDEOHV�FRJQLWLYH�DJHQWV�WR�UHFDOO�
LQIRUPDWLRQ�WKDW�PD\�EH�UHTXLUHG�ODWHU�LQ�WKH�
FRQYHUVDWLRQ��DYRLGLQJ�WKH�QHHG�WR�DVVXPH�
LQIRUPDWLRQ�RU�UHSHDW�D�TXHVWLRQ��5HFHQW�
LPSURYHPHQWV�LQ�1/3�ZLOO�HTXLS�FRJQLWLYH�
DJHQWV�WR�KDQGOH�QHZ�SKUDVHV��XWWHUDQFHV��DQG�
FROORTXLDOLVPV��$OO�WRJHWKHU��WKHVH�ZLOO�KHOS�
FRJQLWLYH�DJHQWV�EHWWHU�XQGHUVWDQG�DQG�FODVVLI\�
LVVXHV�

)LQDOO\��DV�FRPSDQLHV�OHDUQ�WR�WUXVW�WKH�DELOLW\�RI�
FRJQLWLYH�DJHQWV�WR�FODVVLI\�XQGHUO\LQJ�LVVXHV�DQG�
VHOHFW�DSSURSULDWH�QH[W�VWHSV��IHZHU�DUH�WUDQVIHUULQJ�
FXVWRPHUV�WR�KXPDQ�DJHQWV��1RW�RQO\�FDQ�D�
FRJQLWLYH�DJHQW�GHYHORS�VNLOOV�IRU�KDQGOLQJ�QHJDWLYH�
HPRWLRQV²LW�FDQ�GHYHORS�WKH�DELOLW\�WR�LGHQWLI\�
ZD\V�WR�LQFUHDVH�FXVWRPHU�OR\DOW\��VXFK�DV�VHOHFWLQJ�
TXDOL¿HG�DQG�DPHQDEOH�FXVWRPHUV�IRU�XSVHOO�DQG�
FURVV�VHOO�RSSRUWXQLWLHV��$QG�FRJQLWLYH�DJHQWV�
FDQ�LQFUHDVLQJO\�GHWHFW�ZKHQ�D�FXVWRPHU�VKRXOG�
EH�HVFDODWHG�WR�D�KXPDQ�DJHQW��ZKHWKHU�EDVHG�
RQ�WKH�FRPSDQ\¶V�SROLFLHV�DQG�UXOHV��GHWHFWLRQ�RI�
H[WUHPH�QHJDWLYH�HPRWLRQV��RU�LVVXHV�DULVLQJ�GXH�WR�
UHJXODWRU\��DXGLW��DGMXGLFDWLRQ��RU�MXGJPHQW�FDOOV��

,3VRIW�KDV�LQFRUSRUDWHG�PLUURULQJ�LQWR�WKH�WH[W�
DQG�YRLFH�UHFRJQLWLRQ�FDSDELOLWLHV�RI�LWV�FRJQLWLYH�
DJHQW��$PHOLD��1RZ��WKH�FRPSDQ\�LV�ZRUNLQJ�RQ�
D�QH[W�JHQHUDWLRQ�DSSHDUDQFH�IRU�YLGHR�FDOOV�WKDW�

ZLOO�PLUURU�HPRWLRQV�WKURXJK�V\PSDWKHWLF�IDFLDO�
H[SUHVVLRQV��7KH�FRPSDQ\�LV�DOVR�H[SHULPHQWLQJ�
ZLWK�YRLFH�DQG�YLGHR�ELRPHWULFV�WR�HQKDQFH�
$PHOLD¶V�DELOLW\�WR�GLVFHUQ�KXPDQ�HPRWLRQV�E\�
FRPSDULQJ�D�SHUVRQ¶V�YRLFH�RU�H[SUHVVLRQ�DJDLQVW�D�
QRUPDO�EDVHOLQH��ZKHQ�SHRSOH�IHHO�WHQVH�RU�XSVHW��
WKHLU�YRLFHV�RU�H[SUHVVLRQV�W\SLFDOO\�FKDQJH��

,3VRIW�DGYLVHV�RUJDQL]DWLRQV�WKDW�DUH�SODQQLQJ�WR�
XVH�D�FRJQLWLYH�DJHQW�WR�REVHUYH�DQG�OHDUQ�KRZ�
WKHLU�PRVW�H̆HFWLYH�KXPDQ�DJHQWV�ZRUN�ZLWK�D�
GLYHUVH�UDQJH�RI�FXVWRPHUV�DQG�VLWXDWLRQV��WR�
VWXG\�KRZ�WKH\�IROORZ�VFULSWV�DQG�UHVSRQG�WR�
FXVWRPHU�HPRWLRQV��DQG�XVH�WKHVH�LQVLJKWV�WR�WUDLQ�
PRGHOV�DQG�FUHDWH�VWDQGDUG�RSHUDWLQJ�SURFHGXUHV�
IRU�WKHLU�FRJQLWLYH�DJHQW��7KH\�DOVR�VXJJHVW�WKDW�
RUJDQL]DWLRQV�FRQVLGHU�JLYLQJ�H[SHULHQFHG�KXPDQ�
DQG�FRJQLWLYH�DJHQWV�PRUH�ODWLWXGH�WR�PDNH�
MXGJPHQW�FDOOV��

,W¶V�SRVVLEOH�WKDW�ZLWK�DSSURSULDWH�WUDLQLQJ��
D�FRJQLWLYH�DJHQW�FDQ�SHUIRUP�DV�ZHOO�DV�RU��
SHUKDSV��HYHQ�EHWWHU�WKDQ�D�KXPDQ�DJHQW�EHFDXVH�
LW�LV�HQFRXQWHULQJ�DQG�OHDUQLQJ�IURP�PDQ\�PRUH�
FXVWRPHU�VLWXDWLRQV�WKDQ�D�KXPDQ�LV�OLNHO\�WR�
HQFRXQWHU��$QG�WKH�DJHQWV�DUH�DYDLODEOH������
DQG�FDQ�UHDFW�WR�LQFUHDVHV�LQ�GHPDQG�E\�VLPSO\�
DGGLQJ�PRUH�FRPSXWLQJ�SRZHU��7KH�JRDO�LV�QRW�WR�
IRRO�FXVWRPHUV�LQWR�WKLQNLQJ�WKH\¶UH�GHDOLQJ�ZLWK�
D�KXPDQ�DJHQW²LW¶V�DERXW�SURYLGLQJ�IDVWHU��PRUH�
ḢFLHQW�VHUYLFH�WKDW�EXLOGV�FXVWRPHU�WUXVW�DQG�
OR\DOW\�
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It’s possible that with 
appropriate training, 
a cognitive agent can 
perform as well as or, 
perhaps, even better 
than a human agent.
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A 
)(:�<($56�ago, Anthem adopted a goal of providing world-class consumer experiences while 

improving members’ health and well-being. We also sought to deepen our relationships with 

PHPEHUV�RI�RXU�DɝOLDWHG�KHDOWK�SODQV��

To do this, we needed to provide frictionless, consumer-centric interactions, 

which required us to enhance and expand our engagement skills as well as 

increase the level of emotional intelligence with which we approached health 

plan members. 

We’re leaning heavily on advanced predictive data analytics, cognitive 

technologies, and augmented reality to achieve these goals. For example, 

WR�FUHDWH�D�PRUH�VWUHVV�IUHH�VHUYLFH�H[SHULHQFH��ZHȇYH�PDGH�VLJQLȴFDQW�
investments in digital assistant technologies, predictive modeling with voice 

UHFRJQLWLRQ��QDWXUDO�ODQJXDJH�SURFHVVLQJ��YRLFH�SDWWHUQ�LGHQWLȴFDWLRQ��DQG�
sentiment analysis to analyze and predict consumer emotion and feedback in real time. This allows us to 

improve customer service as we engage with plan members across their preferred channels, especially as 

the ongoing growth of digital voice assistants signals an increasingly voice-oriented future. 

With access to detailed data from a consumer’s health insurance plan, our digital assistant provides 

personalized engagement and helps health plan members complete administrative tasks. The digital 

assistant technologies can identify when a person is growing frustrated, determine that it’s time to route the 

FXVWRPHU�WR�D�KXPDQ�FXVWRPHU�VHUYLFH�UHSUHVHQWDWLYH��DQG�GRHV�MXVW�WKDW��7KLV�HRUW�KDV�KHOSHG�XV�DFKLHYH�
higher customer satisfaction scores and task completion rates on our various portals and mobile apps, and 

RXU�FXVWRPHU�VHUYLFH�FHQWHU�KDV�GHPRQVWUDWHG�PHDVXUDEOH�LPSURYHPHQWV�LQ�ȴUVW�FDOO�UHVROXWLRQ�DQG�DYHUDJH�
handle time. 

We’ve also sought to help health plan consumers lower their likelihood of future illness in part by deepening 

relationships with them. Historically, individuals contacted us primarily to ask administrative questions 

DERXW�SODQV��SUHPLXPV��EHQHȴWV��RU�FODLP�VWDWXV��%XW�ZH�KDYH�WKH�H[SHULHQFH�DQG�NQRZ�KRZ�WR�KDYH�PRUH�
meaningful member relationships, expanding our role from that of a health care administrator to that of a 

health care adviser that can help plan members choose healthier lifestyle options and guide them toward 

appropriate preventative care. 

We do this by understanding their current health concerns and challenges and proactively designing and 

delivering tailored programs that build on our long-standing use of data-driven insights and cognitive 

WHFKQRORJLHV��8VLQJ�SUHGLFWLYH�GDWD�PRGHOV��ZH�FDQ�LGHQWLI\�LQGLYLGXDOV�DW�ULVN�IRU�QHJDWLYH�KHDOWK�RXWFRPHV�
and create personalized coaching and intervention programs—including follow-up care, social support, 

positive messaging, education programs, and health care advice—that help them better manage a disease. 

We can also turn the case over to a care provider who can work with the person to lead a healthier life. 

MY TAKE
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In addition, augmented reality technology is helping us simplify the consumer experience. We get it: Nobody 

HQMR\V�UHYLHZLQJ�RU�FRPSOHWLQJ�DSSOLFDWLRQV�DQG�HQUROOPHQW�IRUPV�RU�LQVXUDQFH�FODLPV��6R�ZHȇUH�WHVWLQJ�
an AR-based mobile app to reduce some of the apprehension associated with reviewing and completing 

FRPSOH[�GRFXPHQWV�DQG�IRUPV��8VLQJ�D�PRELOH�GHYLFH�FDPHUD��WKH�DSS�FRQYHUWV�LQVXUDQFH�FHQWULF�ODQJXDJH�
into more commonly used phrases and terms, helping consumers quickly identify important information and 

visualize where to sign or initial forms. This has helped speed the process of reviewing and completing forms, 

reducing member frustration. 

$V�$QWKHP�WUDQVIRUPV�WR�D�GLJLWDO�ȴUVW�RUJDQL]DWLRQ�IRFXVHG�RQ�HQKDQFLQJ�WKH�FRQVXPHU�H[SHULHQFH��ZHȇOO�
continue to explore innovative ways to reduce the stress and frustration in consumer interactions and 

develop more meaningful relationships with health plan members. By leveraging advanced data analytics, 

cognitive technologies, and AR to deliver valuable, frictionless experiences and interactions, we can become a 

trusted health care partner that enables healthier lifestyles.



EXECUTIVE PERSPECTIVES

Targeted investments in 

technologies that continually 

improve the user experience can 

RHU�D�FOHDU�YDOXH�SURSRVLWLRQ��
AI-based technologies are 

improving the detection of 

human emotion through 

sentiment analysis, voice stress 

measurement, and facial 

expression detection. And 

machine learning can help 

identify the likely cause for user 

contact—or even suggest a 

proactive outreach. With these 

changes, intuitive bots can 

increasingly handle user contacts 

that traditionally required human 

agents. Consider funding 

H[SORUDWRU\�HRUWV�RU�LQVLVWLQJ�
that IT help other leaders identify 

SRWHQWLDO�XVH�FDVHV��EHQHȴWV��DQG�
ROI. Expect use cases to 

proliferate as enterprise 

functions recognize 

opportunities to reposition 

products and services by making 

user experiences more 

emotionally intuitive and context-

DSSURSULDWH��6RPH�RI�WKHVH�
opportunities will likely involve 

transforming existing business 

strategies and value streams. At 

this stage, the value propositions 

that human experience 

LQYHVWPHQWV�RHU�EHFRPH�PRUH�
complex—and more compelling.

The kind of intuitive, emotionally 

intelligent human experiences to 

which leading organizations are 

VKLIWLQJ�ZLOO�DHFW�RQJRLQJ�ULVN�
PDQDJHPHQW�HRUWV�LQ�DUHDV�
such as operations, marketing, 

ȴQDQFH��DQG�PDQDJHPHQW��7KH�
ELJ�GLHUHQFH�JRLQJ�IRUZDUG�ZLOO�
be data—enormous volumes of 

highly personal data that reveal 

people’s emotional states, the 

real-time contexts of their 

interactions, and their life stories. 

In this environment, the potential 

for fraud and identity theft may 

grow. How can cyber and risk 

leaders adequately protect 

myriad types of data that 

organizations have never 

captured before, such as 

information generated by eye- 

tracking platforms and 

H[RVNHOHWRQ�JDLW�DQDO\VLV"�
Likewise, human experience data 

introduces a web of ethical 

issues. Human experience data 

will be harvested, analyzed, 

aggregated, and used in various 

ZD\V�WR�VXSSRUW�GLHULQJ�
enterprise strategies. Are there 

limits to the kind of data 

FRPSDQLHV�ZLOO�QRW�FROOHFW"�$UH�
there limits to the ways in which 

companies will use collected 

GDWD"�$QG�ZKR�RZQV�DJJUHJDWHG�
GDWD"�([SHFW�WKH�VFRSH�DQG�
complexity of risk management 

to grow as leaders try to answer 

these and similar questions.

CEOs and other strategy leaders 

immerse themselves in every 

aspect of the client experience to 

become the ultimate client 

champions and end-user 

ethnographers. What are 

customers’ most subtle habits, 

desires, and subconscious 

FRQFHUQV"�:LWK�D�QXDQFHG�
understanding of these factors, 

CEOs can champion intuitive 

human experiences by pushing 

data to its maximum limit and 

setting the highest standards for 

execution. While machine 

learning and AI promise better 

signal detection, they are far 

from a complete solution to this 

challenge. Human experience 

platforms, by combining context 

(status of current account/order/

payment), emotional state 

(inferred by sentiment detection, 

voice stress analysis, facial 

expressions, and more), and 

interaction proclivities (inferred 

by customer history) can help 

optimize the end-user experience 

across channels and interactions.  

This, in turn, can help create a 

more consistent human 

experience for all.

STRATEGY RISKFINANCE
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ARE YOU READY?

What experience do you want 

your customers, employees, 

and partners to have when they 

HQJDJH�ZLWK�\RXU�RUJDQL]DWLRQ"�
What company values do your 

H[SHULHQFHV�FRQYH\"

How are you piloting human-

centered design, ethical 

WHFKQRORJ\��DQG�QHXURVFLHQWLȴF�
research capabilities to shape 

the development of your human 

H[SHULHQFH�SODWIRUPV"

Which of your existing customer 

digital interactions could be pilots 

for demonstrating emotional and 

contextual understanding with 

DHFWLYH�FRPSXWLQJ"

LEARN MORE

1

2

3

BOTTOM LINE 
The human experiences platforms trend is fueled by a growing 

demand from system users that technologies engage us in 

more meaningful, human-like ways. In the coming years, we 

expect this demand to become a nonnegotiable expectation. 

7RGD\��WUHQG�SLRQHHUV�DUH�LQWHJUDWLQJ�DHFWLYH�FRPSXWLQJ��$Ζ��
DQG�QHXURVFLHQWLȴF�UHVHDUFK�LQWR�WKHLU�VWUDWHJLHV�DQG�V\VWHPV�
to transform the rules of user engagement. In the near 

future, “emotionally intelligent” technologies and tactics will 

likely give rise to new business models and ways of working. 

When that day comes, companies that didn’t get around to 

developing their own human experience platforms could 

ȴQG�WKHPVHOYHV�DW�D�VLJQLȴFDQW�FRPSHWLWLYH�GLVDGYDQWDJH�

EMOTION-DRIVEN 
ENGAGEMENT

Learn why the ability 

to use emotional data 

at scale represents 

one of today’s biggest 

business opportunities. 

AI & COGNITIVE 
TECHNOLOGY
Explore how cognitive 

technologies can help 

leaders make wise strategy 

and technology choices.  

PAYING DOWN THE 
EXPERIENCE DEBT
Read how leading brands 

use their values to elevate 

the human experience.

Human experience platforms
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Individuals responsible for 
the design, implementation, 
and oversight of technology 
components, applications, 
and infrastructure and their 
respective interactions. Deep 
experts in their domains, 
they are often responsible for 
ȴQGLQJ�D�SDWK�WR�WKH�IXWXUH�

är-kˢ-tekt

D E F I N I T I O N

Evolve the role of architects to transform systems 
architecture and support the speed of business.

T R E N D  S U M M A R Y

R E D E F I N E  T H E  
R O L E  O F  T H E

A R C H I T E C T

F O S T E R  
C O M M U N I T Y

Collaborative, responsive, 
and creative architects 
with a big-picture view 

can bridge technology and 
business to deliver value.

Create communities 
where architects can 
share best practices.

Reduce 
technical debt 

and emphasize 
autonomics, 

microservices, 
and agility.

R E I M A G I N E
T H E  S T A C K

B Y  T H E  N U M B E R S

of Deloitte Tech Execs Dbriefs 
webcast respondents said 
their organization has skilled 
DUFKLWHFWV�LQ�VXɝFLHQW�
quantity; 54% report gaps 
in skills or headcount.† 

10%

T R E N D  B R E A K D O W N

Cloud

Business of
technology

Risk Core

†Deloitte Dbriefs webcast, 
“The future of architecture: 
Designing a foundation for 
growth,” Deloitte, October 3, 
2019.  
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T HE ARCHITECTURE AWAKENS trend is a direct response 
to external pressures many CIOs face today. Innovation 
continues its disruptive march across business and 

technology landscapes. Young companies—largely unburdened by 
legacy systems and technical debt—are moving quickly to harness 
GLJLWDO�DGYDQFHV��$QG�VRPH�HVWDEOLVKHG�RUJDQL]DWLRQV�DUH�VWUXJJOLQJ�
to keep pace, with IT systems that increasingly seem slow, rigid, 
and expensive. Deloitte’s 2018 Global CIO Survey found that only 
���SHUFHQW�RI�&,2�UHVSRQGHQWV�WKRXJKW�WKHLU�RUJDQL]DWLRQ¶V�H[LVWLQJ�
technology stacks are capable of supporting current and future 
business needs.1  

Growing numbers of technology and C-suite leaders are 
UHFRJQL]LQJ�WKDW�WKH�VFLHQFH�RI�WHFKQRORJ\�DUFKLWHFWXUH�LV�PRUH�
strategically important than ever. Indeed, to remain competitive in 
markets being disrupted by technology innovation, established 
RUJDQL]DWLRQV�ZLOO�QHHG�WR�HYROYH�WKHLU�DSSURDFKHV�WR�
architecture—a process that can begin by transforming the role 
technology architects play in the enterprise. 

,Q�WKH�FRPLQJ�PRQWKV��ZH�H[SHFW�WR�VHH�PRUH�RUJDQL]DWLRQV�PRYH�
architects out of their traditional ivory towers and into the 
trenches. These talented, if underused, technologists will begin 
taking more responsibility for particular services and systems—and 
will become involved in system operations. The goal of this shift is 
straightforward: to move the most experienced architects where 
they are needed most—to software development teams that are 
designing complex technology. Once redeployed and empowered to 
drive change, architects can help simplify technical stacks and 
create technical agility that currently gives younger competitors a 
market advantage. They can also be held directly responsible for 
achieving business outcomes and resolving architectural 
challenges.

Architecture 

awakens

Let the evolution begin

Architecture awakens
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Moreover, companies embracing the architecture 
awakens�WUHQG�ZLOO�EHJLQ�UHGH¿QLQJ�WKH�DUFKLWHFW�
role to be more collaborative, creative, and 
UHVSRQVLYH�WR�VWDNHKROGHU�QHHGV��%LJ�SLFWXUH�
DUFKLWHFWV�PD\�¿QG�WKHPVHOYHV�ZRUNLQJ�LQ�WKH�
WUHQFKHV�RQ�PXOWLGLVFLSOLQDU\�SURMHFW�WHDPV�ZLWK�
application-focused architects and with colleagues 
from IT and business. Going forward, their mission 
will be to do bold new things not only with 
traditional architectural components but with 
GLVUXSWLYH�IRUFHV�VXFK�DV�EORFNFKDLQ��DUWL¿FLDO�
LQWHOOLJHQFH��$,���DQG�PDFKLQH�OHDUQLQJ��

The architecture awakens trend is grounded in a 
business logic that CEOs, CFOs, and brand leaders 
understand: Investment, careful planning, and 
nurturing can make a company grow. And 
investing in architects and architecture and 
promoting their strategic value enterprisewide can 
evolve the IT function into a competitive 
GL̆HUHQWLDWRU�LQ�WKH�GLJLWDO�HFRQRP\��  

Architects go big

How do enterprise teams use architects today? Do 
they use them because they have to, or because 
DUFKLWHFWV�PDNH�WKHLU�OLYHV�HDVLHU�DQG�SURMHFWV�PRUH�
impactful? A big metric of success for architects is 
that enterprise teams want to work with them. 
8QIRUWXQDWHO\��LQ�VRPH�,7�RUJDQL]DWLRQV�DUFKLWHFWV�
rarely work shoulder to shoulder with their 
business or even IT peers. To transition from 
“doing architecture” to delivering value, architects 
VKRXOG�EH�JLYHQ�RSSRUWXQLWLHV�WR�ZRUN�LQ�GL̆HUHQW�
ZD\V��GHYHORS�WKHLU�VNLOOV��DQG�EHFRPH�UHFRJQL]HG�
leaders in their technology discipline.

These opportunities include: 

• Driving agility and speed-to-market.  
As technology complexity and the pace of 
innovation accelerate, architects can play an 
instrumental role in helping to understand the 

bigger picture in terms of operating and 
managing complex system landscapes such as 
hybrid, multi-cloud, and edge workloads. 
$UFKLWHFWV�FDQ�DOVR�KHOS�GH¿QH�KRZ�'HY2SV�DQG�
NoOps architectures and practices should be 
structured and help drive the cultural and 
WUDLQLQJ�H̆RUWV�QHHGHG�WR�PDNH�WKH�
initiatives successful. 

• Becoming more accountable for solution 
outcomes. Architects—like everyone else in 
IT—should be able to thrive within constraints 
of budget, schedules, and skill shortages. As 
architects begin working more closely with 
fast-moving development teams, their remit 
ZLOO�H[SDQG�WR�LQFOXGH�GHVLJQLQJ�IRU�WKH�VSHFL¿F�
architectural and technology needs of individual 
SURMHFWV��)RU�DUFKLWHFWV�XQDFFXVWRPHG�WR�
working “in the weeds” with front-line 
technologists, this represents a sea change in 
approach. Architects, along with the rest of the 
team, should be held accountable for overall 
SURMHFW�RXWFRPHV�

• Increasing developer productivity. IT 
leaders can enhance developer productivity by 
EXLOGLQJ�DUFKLWHFWXUDO�FRQFHUQV�LQWR�R̆�WKH�
shelf tools and languages, thus removing any 
need for developers to make architectural 
decisions. The work of tailoring developer tools 
and languages requires hands-on collaboration 
between architects and developers with 
architects obliged to stay grounded and current 
in a rapidly changing technology landscape.

• Balancing business and technology 
priorities. To the nontechnical business laity, 
architects can seem more like academics than 
technologists. Their proposals, while 
conceptually sophisticated, may be unbounded 
by real-life constraints of time and budget. As 
the architecture awakens trend picks up steam, 
DUFKLWHFWV�ZLOO�ZRUN�WR�EHFRPH�PRUH�ÀXHQW�LQ�
the goals and strategies of the business so that 
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WKH\�FDQ�FUHGLEO\�PDNH�WUDGHR̆�GHFLVLRQV�WKDW�
balance technology and business priorities. 
Without this broader understanding of 
EXVLQHVV��WKH�DUFKLWHFW¶V�UROH²DQG�LQÀXHQFH�LQ�
the broader enterprise—will be limited.

• Optimizing operating costs. As 
RUJDQL]DWLRQV�PLJUDWH�WR�WKH�FORXG��WKHUH�DUH�D�
YDULHW\�RI�GL̆HUHQW�RSWLRQV�ZLWK�GL̆HUHQWLDWHG�
FRVW�SUR¿OHV�DQG�GHJUHHV�RI�YHQGRU�ORFN�LQ�WR�
consider. Choosing infrastructure-as-a-service, 
platform-as-a-service, software-as-a-service, or 
function-as-a-service can lead to orders-of-
PDJQLWXGH�GL̆HUHQFHV�LQ�RSHUDWLRQDO�FRVWV��
depending on the nature of service/system 
usage and access patterns. System designers 
will increasingly need to move from static cost 
VL]LQJ�DQG�HVWLPDWLRQ�WR�PRUH�G\QDPLF�
predictions as part of the system design process.

• Spreading architecture’s message. It’s not 
uncommon for architects to feel that their 
companies underinvest in architecture. The 
unfortunate reality is that architecture will 
likely remain underfunded if architects cannot 
H̆HFWLYHO\�PDNH�D�VWURQJ�EXVLQHVV�FDVH�IRU�
investing in architecture by connecting its value 
WR�VSHFL¿F�EXVLQHVV�RXWFRPHV��7KH\�QHHG�WR�
quantify the value of the business agility, 
SURGXFW�R̆HULQJV��DQG�LQQRYDWLYH�VHUYLFHV�WKDW�
architecture enables—and spread architecture’s 
PHVVDJH�DFURVV�WKH�RUJDQL]DWLRQ��

The good news is that many IT leaders are already 
thinking about ways to grow their architects’ roles. 
During a recent Deloitte Dbriefs webcast titled 
“The future of architecture: Designing a foundation 
IRU�JURZWK�´�PRUH�WKDQ�������&,2V��&72V��DQG�
other technology leaders were asked to describe the 
future scope of the architect role in their 
RUJDQL]DWLRQV��)RUW\�WZR�SHUFHQW�VDLG�WKDW�
“architects will be expected to be both more 
WHFKQLFDOO\�VSHFLDOL]HG��DQG�PRUH�DWWXQHG�WR�WKH�
enterprisewide landscape.”�  

Reimagining the 

technology stack

,QFXPEHQWV�QRW�³ERUQ�LQ�WKH�FORXG´�RIWHQ�¿QG�
themselves hamstrung by decades of legacy 
WHFKQRORJ\�WKDW�VX̆HUV�IURP�V\VWHP�DQG�
RUJDQL]DWLRQDO�LQHUWLD��,Q�WKLV�HQYLURQPHQW��,7�
leaders struggle to deliver new capabilities within 
timeframes that the business demands. 

In response, forward-thinking companies are 
UHEXLOGLQJ�WKHLU�WHFKQRORJ\�VWDFNV�E\�HPSKDVL]LQJ�
autonomics, instrumentation, and cloud-native 
tooling. What’s more, they embrace Agile 
WHFKQLTXHV�DQG�ÀH[LEOH�DUFKLWHFWXUHV�WKDW�FDQ�KHOS�
them compete in a rapidly changing world.� The 
urgent need to build and maintain the kind of 
technical agility that currently gives younger 
competitors a market advantage is the primary 
force that will drive the architecture awakens 
WUHQG�RYHU�WKH�QH[W����WR����PRQWKV��
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Dbriefs webcast 
respondents said that in 
the future, architects at 
their organizations “will be 
expected to be both more 
technically specialized, 
and more attuned to the 
enterprisewide landscape.”



This imperative means that transforming your 
technology stack is not optional. Future-forward 
technology stacks should include DevOps and 
1R2SV�FRQFHSWV��DQG�XWLOL]H�RSHQ�VRXUFH�
technologies.� Importantly, the transformed stack 
can help lower interest payments on technical debt, 
which will likely go a long way in helping IT create 
the budgetary headroom needed to deliver new 
digital products and services. 

7KHVH�NLQGV�RI�FKDQJHV�ZRQ¶W�FRPH�FKHDS��%XW�WR�
PDNH�WKHP�PRUH�¿QDQFLDOO\�PDQDJHDEOH��OHDGHUV�
should consider creating explicit budget lines for 
technology stack items, with business cases. 
Automated cloud management services, AI 
workbenches, code quality scanning services, 
regression test beds, and other architecture 
LQYHVWPHQWV�FDQ�SRWHQWLDOO\�LQFUHDVH�ḢFLHQF\�DQG�
thereby accelerate delivery, lower costs, and more. 
The goal should be to shift from best practices to 
deployable patterns, platforms, and tools. 

)LQDOO\��FRQVLGHU�IXQGLQJ�H[SORUDWRU\�SURMHFWV�WKDW�
bring together small multidisciplinary teams 
comprising business experts, architects, and 
engineers, tasked with recreating existing business 
VROXWLRQV�XVLQJ�QHZ�WHFKQRORJLHV��%RXQGHG��
WLPH�ER[HG�UHVHDUFK�SURMHFWV�VXFK�DV�WKHVH�FDQ�
enhance technology strategies in a number of ways:

• They help IT leaders and stakeholders develop a 
better understanding of the strengths and 

limitations of various technologies—think 
cognitive agents, computer vision, or 
TXDQWXP²DQG�KRZ�WKH\�FRXOG�SRWHQWLDOO\�D̆HFW�DUFKL� 
tecture designs.

• They help development teams identify optimum 
technologies for a variety of business use 
FDVHV²DQG�WKH�VSHFL¿F�VNLOO�VHWV�QHHGHG�WR�
eventually execute on these cases. For example, 
evaluating open-source options requires 
GL̆HUHQW�NLQGV�RI�DQDO\VLV��VLQFH�RSHQ�VRXUFH�
developers don’t generally invest in responding 
to feature checklist requests.

• ([SORUDWRU\�SURMHFWV�FDQ�KHOS�,7�DQG�EXVLQHVV�
OHDGHUV�JHW�D�MXPS�RQ�WKH�FRPSHWLWLRQ�E\�
uncovering new opportunities to reinvent the 
business and identify areas that are vulnerable 
to disruption. With this information, decision-
makers can develop strategies for countering 
GLVUXSWLRQ��IRU�H[DPSOH��DFTXLVLWLRQ�YHUVXV�
EXLOG���IRU�GLVUXSWLQJ�PDUNHWV�WKHPVHOYHV��DQG�
for creating the architectural agility needed to 
SXUVXH�WKHVH�REMHFWLYHV��

,W¶V�QRW�GL̇FXOW�WR�UHFRJQL]H�D�FDXVDO�UHODWLRQVKLS�
between investing in technical agility and any 
number of potential strategic and operational 
EHQH¿WV��)RU�H[DPSOH��D�ÀH[LEOH��PRGHUQ�
architecture provides the foundation needed to 
support rapid development and deployment of 
solutions that, in turn, enable innovation and 
growth. In a competitive landscape being redrawn 
continuously by technology disruption, time-to-
PDUNHW�FDQ�EH�D�PDUNHW�GL̆HUHQWLDWRU��,Q�WKLV�OLJKW��
consistently funding technology stack 
PRGHUQL]DWLRQ�LQLWLDWLYHV²ZKLOH�UHPDLQLQJ�
PLQGIXO�RI�WUDGHR̆V²PD\�EH�ZHOO�ZRUWK�WKH�
investment. 

$UFKLWHFWV�UHDFK�ȴJKWLQJ�WULP

As the roles of architects and the architecture 
function itself evolve, it will be important to 
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RSHUDWLRQDO�EHQHȴWV�



preserve some aspects of the status quo. For 
example, even though architects may be working 
primarily as part of product and service teams, they 
will still need to connect with one another. CIOs 
should consider creating online and on-site 
communities where architects can share in-the-
WUHQFKHV�OHDUQLQJ��ERXQFH�LGHDV�R̆�RI�HDFK�RWKHU��
and align their approaches to solution shaping and 
enablement. As an alternative, they could create a 
PDWUL[HG�RUJDQL]DWLRQ�LQ�ZKLFK�DUFKLWHFWV�UHSRUW�WR�
product teams and�D�FHQWUDOL]HG�DUFKLWHFWXUH�
function. In this model, architects can meet local 
delivery needs while continuing to share best 
practices with colleagues. Either way, the 
LPSRUWDQW�WKLQJ�LV�WR�UHFRJQL]H�DQG�VSRQVRU�
YDOXDEOH�WHFKQRORJLVWV��,W¶V�QRW�MXVW�D�PDWWHU�RI�
helping them succeed in the near term. In today’s 
IT talent market, demand for technology engineers 
already exceeds the supply, which could put many 
architectural transformation initiatives at risk.�  
Providing experienced architects with 

opportunities to mentor younger IT talent may 
VRRQ�EHFRPH�D�&,2¶V�PRVW�H̆HFWLYH�PHDQV�IRU�
PHHWLQJ�WKH�VWḊQJ�GHPDQGV�RI�WRPRUURZ�

With disruptive change happening at an unprec-
edented pace, planning architecture deliberately 
has become critically important. Three decades 
ago, a small number of technology architects put 
in place architectures that have enabled their 
companies to continue processing transactions 
to this day. Of course, few things in the world of 
enterprise technology last decades, much less 
�VHYHUDO�GHFDGHV��%XW�WKH�TXHVWLRQ�EHDUV�DVNLQJ��
How can we build our systems today to 
accommodate the innovation and disruption 
that will surely continue for decades to come? %\�
DUFKLWHFWLQJ�WKHP�H̆HFWLYHO\��$QG�ZKR�FDQ�GR�WKDW"�
Architects.

Architecture has awakened. Let the evolution 
begin.  

)Ζ*85(��

Trends in architecture at a glance: Elevated mission and mindset 

Aspect 1990s–2000s Today

Scope Technology only Business and technology

Mission Technology standardization Business transformation

Style Portfolio governance Collaborative and engaged

Approach Analysis and modeling Agile problem-solving

Control 6WULFW�JRYHUQDQFH Guidance over governance

Business impact Indirect Direct and maximized

6RXUFH��'HORLWWH�'EULHIV�ZHEFDVW��Ȋ7KH�IXWXUH�RI�DUFKLWHFWXUH��'HVLJQLQJ�D�IRXQGDWLRQ�IRU�JURZWK�ȋ�'HORLWWH�� 
October 3, 2019. 
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Enterprise architects get an upgrade

LESSONS FROM THE FRONT LINES

I N A MARKET GLVUXSWHG�E\�WKH�ULVH�RI�ÀH[LEOH�
lodging alternatives, hospitality companies are 
transforming operations to meet guest demand 

for technology-driven services, conveniences, and 
H[SHULHQFHV��)RU�H[DPSOH��LQ�WKH�ODVW�¿YH�\HDUV��
,QWHU&RQWLQHQWDO�+RWHOV�*URXS��,+*��ODXQFKHG�
a cloud-based guest reservation and revenue 
management system, created a common user 
interface across all hotel-facing applications, 
and embraced an advanced analytics solution 
that enables real-time use of structured and 
unstructured data.

To make the multinational hospitality company 
a more agile and responsive business partner, 
,+*¶V�,7�WHDP�LV�PRGHUQL]LQJ�SURFHVVHV�DQG�
DUFKLWHFWXUHV��&\QWKLD�&]DEDOD��,+*¶V�93�RI�
(QWHUSULVH�6HUYLFHV��UHFRJQL]HG�WKDW�FKDQJHV�WR�WKH�
deployment and usage of architects could enable 
rapid adoption of strategic technologies, which 
ZRXOG�PRUH�H̆HFWLYHO\�VXSSRUW�WKH�FRPSDQ\¶V�
business goals.�  “We needed a systematic process 
that would align us more closely with business 
priorities, allow us to rapidly evaluate and deploy 
WHFKQRORJLHV��DQG�LPSURYH�WKH�ḢFLHQF\�RI�
enterprise and solution architects and developers,” 
she says. 

&]DEDOD�FKDQJHG�WKH�GHSOR\PHQW�PRGHO�IRU�
enterprise architecture, shifting the roles, 
responsibilities, and reporting lines of enterprise 
DUFKLWHFWV��($V���7ZR�WKLUGV�RI�WKH�($V��RULJLQDOO\�
SDUW�RI�KHU�FHQWUDOL]HG�WHDP��ZHUH�PRYHG�WR�VHUYH�
GLUHFWO\�RQ�WHFKQLFDO�SURMHFWV��PDQDJLQJ�EXVLQHVV�
requirements and architectural approaches. 
&]DEDOD�SXVKHG�WKHP�RXW�WR�WKH�OLQHV�RI�EXVLQHVV�
to help them better understand plans and 
priorities. The remaining EAs in the central, 

smaller team now have a more strategic role. They 
IRFXV�SULPDULO\�RQ�WKH�¿UVW�LPSOHPHQWDWLRQ�RI�
every technology architectures expected to drive 
strategic change across the enterprise, such as 
HYHQW�GULYHQ�DUFKLWHFWXUH��FORXG��FRQWDLQHUL]DWLRQ��
microservices, and other future-looking 
technologies.

,Q�DGGLWLRQ��WKH�($V�ZKR�UHPDLQ�LQ�&]DEDOD¶V�
FHQWUDOL]HG�WHDP�DUH�QR�ORQJHU�UHTXLUHG�WR�EH�
chargeable resources, freeing them from the 
FRQVWUDLQWV�RI�SURMHFW�ELOOLQJ�DQG�DOORZLQJ�WKHP�WR�
focus on the strategic work of vetting technologies, 
GHWHUPLQLQJ�KRZ�WKH\�VKRXOG�EH�RSHUDWLRQDOL]HG�
and governed, and delivering enterprisewide 
guidelines and reference models. No ivory towers 
KHUH��WKRXJK��($V�ZRUN�KDQG�LQ�KDQG�ZLWK�SURMHFW�
solution architects and lead developers to deliver 
DQG�HQVXUH�WKH�VXFFHVV�RI�WKH�LQLWLDO�SURMHFW�
implementation.

$UPHG�ZLWK�WKH�($V¶�VWDQGDUGL]HG�UHIHUHQFH�
models and road maps, development teams are 
empowered to design and implement future 
deployments of these technologies, without 
duplicating development work or circumventing IT 
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work hand in hand with 
project solution architects 
and lead developers to 
deliver and ensure the 
success of the initial 
project implementation.



I N A BID WR�UHGH¿QH�KRZ�LW�FRPSHWHV�DQG�
innovates, Thomson Reuters is seeking new 
ways of designing and building agile, adaptable 

enterprise architecture. The company’s technology 
team is rallying resources and investments 
DURXQG�GLJLWDO�SODWIRUPV�DQG�GH¿QLQJ�FRPPRQ��
reusable capabilities and services. In addition, the 
multinational media and information company is 
WUDQVIRUPLQJ�LWV�RSHUDWLRQDO�DQG�RUJDQL]DWLRQDO�
VWUXFWXUHV��VD\V�-DVRQ�3HUOHZLW]��GLUHFWRU�
of technology.8 

7KRPVRQ�5HXWHUV¶�MRXUQH\�EHJDQ�D�FRXSOH�RI�\HDUV�
ago, when it began migrating legacy data center 
systems and applications to the cloud; with an even 
mix of native cloud-built applications and legacy 
data-center applications, the company is now at 
about the halfway point. The company adopted 
a business-centric approach to technology that 
HPSKDVL]HG�RYHUDUFKLQJ�FRUSRUDWH�VWUDWHJ\�DQG�
integrated business partners into the architectural 
decision-making process. 

As part of this holistic approach, Thomson Reuters 
VRXJKW�WR�UHVWUXFWXUH�LWV�WHFKQRORJ\�RUJDQL]DWLRQV�
WR�RSWLPL]H�WKH�GHYHORSPHQW�DQG�XVH�RI�FRPPRQ�

SURFHVVHV�DQG�UHXVDEOH�FDSDELOLWLHV��V\VWHPDWL]H�
DQG�VSHHG�LQQRYDWLRQ��DQG�PD[LPL]H�WKH�YDOXH�RI�
its technology assets across the enterprise. This 
included a cultural transformation to recalibrate 
the role of architects to bring both the voice 
of the customer and a business perspective to 
architecture development and forge deeper 
connections between technology operations and 
system design. 

Previously, architects, developers, and operational 
support were siloed into separate teams that were 
not closely aligned; the architect’s role was to 
ensure technology standards and modern practices 
were incorporated into the technical direction of 
an entire suite of applications. Thomson Reuters 
integrated these groups into smaller, agile teams 
UHVSRQVLEOH�IRU�D�VLQJOH�DSSOLFDWLRQ�RU�VSHFL¿F�
reusable component, embedding architects in 
individual teams. 

Architects are still technology direction-setters who 
partner with developers and other technologists, 
but they’re also responsible for the integration of 
WKH�DSSOLFDWLRQ�DQG�LWV�RSHUDWLRQDO�¿WQHVV��/HDGHUV�
HYDOXDWH�DQG�LQFHQW�WKHP�QRW�MXVW�RQ�WUDGLWLRQDO�

processes. “We trust development teams to follow 
the guidelines and standards without watching 
RYHU�WKHP�´�&]DEDOD�VD\V�

All of the architects maintain a sense of community 
and stay in close contact via weekly architecture 
forums for sharing information on new concepts 
and approaches, EA-led working groups charged 
with building out standards and reference models, 
DQG�ELPRQWKO\�WRZQ�KDOOV�WKDW�SURYLGH�VSHFL¿F�
details about new coding techniques, tools,  
and technologies. 

EAs are far more strategic now that they’ve 
switched their focus from developer oversight and 
governance to planning and implementing IHG’s 
IXWXUH�DUFKLWHFWXUH��$QG�WKH\�HQDEOH�&]DEDOD¶V�
HQWLUH�WHDP�WR�EH�PRUH�VWUDWHJLF�DV�ZHOO��³%HLQJ�
closely aligned with the business and having 
resources that are looking forward allows us to 
develop an enterprise architecture roadmap that 
can evolve at the pace required by the business,” 
she says. “Working hand in hand with business 
WHDPV�WR�GH¿QH�DQG�VXSSRUW�EXVLQHVV�VWUDWHJ\�KHOSV�
XV�EH�PRUH�ḢFLHQW�DW�SULRULWL]LQJ�LQYHVWPHQWV�DQG�
SODQQLQJ�SURMHFWV�´

 
Enterprise architects set the direction at Thomson Reuters
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technological capability metrics but on operational 
and business measures that provide an indirect 
measure of how well technology is serving the 
business needs and help give architects a deeper 
understanding of the business mission. 

Relevant business metrics include an application’s 
contribution to positive net promoter scores, 
customer recommendations, and customer 
retention and acquisition rates. Operational 
SUR¿FLHQF\�PLJKW�GHSHQG�RQ��WKH�LQFOXVLRQ�
of built-in security, operational support, and 
system management; the ability to self-diagnose 
and provide heuristic automation and analysis; 
testability; and the number of service disruptions.

Technology leaders developed monthly forums to 
encourage information-sharing and collaboration 

and foster a sense of community. To support the 
culture, architects are evaluated via metrics that 
HPSKDVL]H�VKDULQJ�DQG�FROODERUDWLRQ��VXFK�DV�
leveraging reusable capabilities built by others and 
applying common processes to common problems. 
And a monthly forum serves as a readout from 
business functions, which share information 
and answer questions from technologists about 
strategy, customer needs, and other key topics. 

Other initiatives aimed at increasing architects’ 
exposure to business and customer needs are 
percolating. For example, the technology and user 
experience teams are working on ways to integrate 
architects into customer meetings to discuss 
IXQFWLRQV�DQG�IHDWXUHV��3HUOHZLW]�LV�SDUWQHULQJ�ZLWK�
customer-facing business functions to position 
architects as the connective tissue between these 
functions and development teams. 

Architects have become invaluable advocates of 
the platform-centric architecture evolution and 
WHFKQRORJ\�RUJDQL]DWLRQ�UHVWUXFWXULQJ��³7KH\�
believe in our vision of making architecture more 
accessible to the masses and help promote it 
WKURXJKRXW�WKH�FRPSDQ\�´�3HUOHZLW]�VD\V��³7KHLU�
vocal support and engagement have made a 
VLJQL¿FDQW�LPSDFW�LQ�GULYLQJ�DFFHSWDQFH�WR�FKDQJH�´

N $7Ζ21$/�$8675$/Ζ$�%$1.��1$%��LV�
in the midst of a multiyear, multibillion 
MRXUQH\�WR�WUDQVIRUP�LWVHOI�LQWR�D�¿QDQFLDO�

institution that can respond more quickly and 
ḢFLHQWO\�WR�FXVWRPHU�QHHGV��7R�WKDW�HQG��WKH�
bank is replacing its legacy architecture with a 
ÀH[LEOH�WHFKQRORJ\�HFRV\VWHP��-XVW�DV�LPSRUWDQW��
WKH�RUJDQL]DWLRQ�LV�UHRUJDQL]LQJ�DQG�WUDLQLQJ�

talent to support the digital transformation. Sergei 
Komarov,9 who has deep experience in enterprise 
architectural transformation, was hired as one of 
1$%¶V�WHFKQRORJ\�OHDGHUV�

,Q�HDUO\�������1$%�UHVWUXFWXUHG�LWV�HQWHUSULVH�
architecture function to support more agile ways 
of working. Komarov sees technology architecture 

 
Engineering an agile enterprise: National Australia Bank expands  
the role of the technology architect
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technology organization 
restructuring.



as a distillation of engineering experience at 
its core. Good technology architects should be 
hands-on—building and experimenting with 
GL̆HUHQW�WHFKQRORJLHV�DQG�DUFKLWHFWXUH�PRGHOV��
They should take a holistic view and be accountable 
for making sure that the architectures they oversee 
DUH�FRKHVLYH�DQG�WKDW�WKH�SDUWV�¿W�WRJHWKHU�ZLWKLQ�
the agile ecosystem. 

7R�VXSSRUW�WKLV�SKLORVRSK\��1$%¶V�UHRUJDQL]DWLRQ�
LQWURGXFHG�D�VWHZDUGVKLS�PRGHO�RUJDQL]HG�
by services that represent durable assets, 
or capabilities, of the bank. Three types of 
stewardship roles were created: service architects, 
VSHFLDOL]HG�WHFKQRORJ\�DUFKLWHFWV��DQG�EXVLQHVV�
facing initiative architects. These complementary 
roles are vital to the overall architectural function, 
increasing agility across the bank. For many of 
1$%¶V�H[LVWLQJ�DUFKLWHFWV��WKH�WUDQVLWLRQ�ZDV�D�
dramatic shift from a relatively isolated role to one 
that’s ongoing, collaborative, and future-focused.

First, each service architect is responsible for 
RYHUVHHLQJ�WKH�PRGHUQL]DWLRQ�RI�D�VSHFL¿F�EXVLQHVV�
domain service; they are expected to develop a 
deep understanding of their assigned service, its 
current and target states, and its proper role in  
the overall IT ecosystem. And their mandate 
involves addressing key questions: Is the service 
resilient and secure? Which applications or 
systems are destined for obsolescence? Which are 
up-and-coming? Where are redundancies? How 
FDQ�WKH�VHUYLFH�EH�VLPSOL¿HG�DQG�LPSURYHG�RYHU�
time? Is the service loosely coupled with other 
enterprise services?

1H[W��VSHFLDOL]HG�WHFKQRORJ\�DUFKLWHFWV�SURYLGH�
LQ�GHSWK�NQRZOHGJH�RI�WHFKQRORJLHV�WKDW�D̆HFW�
multiple services, such as distributed systems, 
data technologies, and microservices. Technology 
DUFKLWHFWV�DUH�FRQFHUQHG�ZLWK�VSHFL¿F�WHFKQRORJ\�
patterns, practices, and tools applicable across 
many services; they set the technology standards 
WKDW�LQÀXHQFH�WKH�ZRUN�RI�WKH�RWKHU�WZR�W\SHV� 
of architects.

$QG�¿QDOO\��LQLWLDWLYH�DUFKLWHFWV�DUH�UHVSRQVLEOH�IRU�
WKH�GHVLJQ�RI�D�SURMHFW�RU�EXVLQHVV�IDFLQJ�LQLWLDWLYH��
7KH\�ZRUN�ZLWK�EXVLQHVV�XQLWV�WR�KHOS�WKHP�GH¿QH�
DQG�VKDSH�WKHLU�WHFKQRORJ\�QHHGV�WR�¿W�ZLWKLQ�
WKH�JRDOV�RI�WKH�RYHUDOO�DJLOH�HQWHUSULVH��XWLOL]LQJ�
capabilities delivered through enterprise services. 

$JLOH�RUJDQL]DWLRQV�DUH�EXLOW�RQ�FROODERUDWLRQ²D�
VLJQL¿FDQW�FKDQJH�IRU�DUFKLWHFWV�DFFXVWRPHG�WR�
D�PRUH�VHSDUDWH�UHPLW��1$%�LV�XVLQJ�PHWULFV�WR�
encourage teamwork and engagement, supported 
by social and training opportunities. Each architect 
has a billability target to help them balance 
WKHLU�WLPH�EHWZHHQ�SURMHFW�GHOLYHUDEOH±RULHQWHG�
work and more proactive strategic planning and 
WKLQNLQJ��7KLV�DOVR�KHOSV�IRVWHU�D�PRUH�H̆HFWLYH�
division of labor that yields a combination of 
business acumen, expertise in emerging 
technologies, and in-depth understanding of  
1$%¶V�HYROYLQJ�WHFKQRORJ\�HVWDWH�WR�DFKLHYH�
common goals. 

“The industry has sometimes been confused 
about the role of the architect in the context 
RI�DJLOH��WKLQNLQJ�WKDW�DQ�DJLOH�RUJDQL]DWLRQ�
doesn’t require any forethought, planning, or 
coordination,” Komarov says. “That’s magical 
WKLQNLQJ��(QWHUSULVHV�DUH�EHJLQQLQJ�WR�UHDOL]H�WKDW�
DJLOLW\�UHTXLUHV�D�FRKHVLYH��ÀH[LEOH�,7�HFRV\VWHP��
$QG�LW¶V�WKH�DUFKLWHFW¶V�MRE�WR�EH�DQ�H[SHUW�LQ�WKH�
construction of such ecosystems.”
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D�VLJQLȴFDQW�FKDQJH�IRU�
architects accustomed to 
a more separate remit. 



CHARLIE BELL 
SENIOR VICE PRESIDENT, 
AMAZON WEB SERVICES
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WΖ7+�7(&+12/2*<�6(59Ζ1*�DV�WKH�EDFNERQH�IRU�GLHUHQWLDWHG�GLJLWDO�H[SHULHQFHV��LQQRYDWLYH�
products and services, and optimized business operations, enterprise architecture carries 

increasingly critical workloads. When it’s agile and scalable, enterprise architecture can drive 

value and help businesses realize their strategic vision. When it’s not, it can hamstring digital transformation, 

expand technical debt, and increase system and software entropy—ultimately 

leading to organizational inertia. 

7KHUHȇV�QHYHU�EHHQ�D�JUHDWHU�QHHG�IRU�WKH�VWHDG\�KDQG�RI�HHFWLYH�WHFKQLFDO�
OHDGHUV�ZKR�FDQ�EXLOG�DQG�PDQDJH�ȵH[LEOH��DUFKLWHFWXUDOO\�VRXQG�V\VWHPV�
aligned with business needs. When our customers meet with us, I expect them 

to ask questions about our road map or products, but most of them want 

to understand how our architects lead the design and building of enterprise 

systems in support of our business strategy.

+RZHYHU��ZH�GRQȇW�KDYH�WKH�WUDGLWLRQDO�DUFKLWHFW�UROH�DW�$:6��7KH�UHVSRQVLELOLW\�IRU�WHFKQLFDO�DUFKLWHFWXUH�
design lies in the hands of our principal engineers, while our solutions architects help customers design 

VROXWLRQV�XVLQJ�$:6�VHUYLFHV��7KHVH�UROHV�DUH�QRW�IXQFWLRQDOL]HG��DV�LV�RIWHQ�WKH�FDVH�ZLWK�DUFKLWHFWVȃZH�
discovered that the best mechanism for enforcing common design and centralized thinking is organizing 

DURXQG�SURGXFWV��ΖQ�WKH�HDUO\�GD\V��ZH�QHHGHG�D�PLGGOH�WLHU�DSSOLFDWLRQ�VHUYHU��EXW�ZH�FRXOGQȇW�ȴQG�D�
FRVW�HHFWLYH�FRPPHUFLDO�SURGXFW�WKDW�ZDV�EXLOW�IRU�ZHE�EDVHG�ZRUNORDGV��6HYHUDO�WHDPV�ZHUH�ZRUNLQJ�RQ�
GXSOLFDWLYH�HRUWV�WR�VROYH�WKLV�SUREOHP��ZH�WRRN�WKH�EHVW�RQH��IRUPHG�D�WHDP�DURXQG�LW��DQG�WXUQHG�LW�LQWR�D�
product that others could consume. 

Today we still use this same model to solve architectural problems. We don’t need to centralize principal 

engineers. Instead, principal engineers are assigned to product teams—such as Amazon Alexa, Amazon EC2, 

$PD]RQ�6LPSOH�6WRUDJH�6HUYLFH��$PD]RQ�6����RU�$PD]RQ�'\QDPR'%��:HȇYH�IRXQG�WKDW�EHLQJ�IRFXVHG�RQ�D�
VSHFLȴF�VHW�RI�FXVWRPHU�QHHGV�IRU�ORQJHU�SHULRGV�RI�WLPH�DOORZV�HQJLQHHUV�WR�EH�PRUH�HHFWLYH�WKDQ�PRYLQJ�
EHWZHHQ�PXOWLSOH�VKRUW�WHUP�SURMHFWV�

Our product development approach emphasizes starting with the customer and working backwards to 

WKH�SURGXFW��%HIRUH�DQ\�LGHD�LV�IXQGHG��WKH�SURGXFW�WHDP�SUHVHQWV�WR�$:6�OHDGHUVKLS�D�RQH�SDJH�LQWHUQDO�
SUHVV�UHOHDVH�WKDW�GHVFULEHV�QRW�RQO\�WKH�ȴQLVKHG�SURGXFW�EXW�WKH�FXVWRPHU�SUREOHP�LW�VROYHV��WKH�VSHFLȴF�
customer impacted by the problem, and its advantages over existing solutions. The team also develops and 

SUHVHQWV�D�ȴYH�SDJH�)UHTXHQWO\�$VNHG�4XHVWLRQV��)$4��WKDW�LQFOXGHV�VR�FDOOHG�UXGH�TXHVWLRQV��VXFK�DV��With 

what aspect of the product will customers be most disappointed?

7KH�UHYLHZ�SURFHVV�IRUFHV�SURGXFW�WHDPVȃJLYHQ�D�VLQJOH�KRXU�WR�PDNH�WKHLU�FDVH�WR�VHQLRU�$:6�OHDGHUVȃWR�
JDLQ�D�GHHS�XQGHUVWDQGLQJ�RI�WKH�PDUNHW��FXVWRPHU�QHHGV��DQG�SURGXFW�EHQHȴWV��Ζ�SDUWLFLSDWH�LQ�UHYLHZV�RI�
almost all “working backwards” documents, as does our CEO. We discuss and debate the product’s merits, 

and if the review team decides to allocate resources, the team moves to the planning phase. Often, the 

review process reveals product weaknesses, and teams go back to the drawing board, make changes, and 

prepare the press release and FAQ for a second review. Being a part of this process helps orient principal 

MY TAKE

104



Architecture awakens

engineers and product managers around a common goal and allows them to experience the pressures of 

delivery and customer needs.

$V�VWUDWHJLF�PHPEHUV�RI�RXU�SURGXFW�WHDPV��SULQFLSDO�HQJLQHHUV�KHOS�ȴQG�VROXWLRQV�WR�$PD]RQȇV�PRVW�
demanding problems. The chief arbiters of design are charged with delivering artifacts—from designs to 

algorithms to implementations. They establish technical standards, drive the overall technical architecture 

and engineering practices, and work on all aspects of software development.

2XU�SULQFLSDO�HQJLQHHUV�DUH�YLVLRQDU\��EXW�WKH\ȇUH�DOVR�SUDJPDWLF��7R�HDUQ�WKH�UHVSHFW�QHHGHG�WR�EH�HHFWLYH�
WHFKQLFDO�OHDGHUV��WKH\�QHHG�WR�EH�FORVH�WR�WKH�SURMHFW�GHWDLOV��7KH\�GRQȇW�ZDVWH�WLPH�GHYHORSLQJ�DEVWUDFW�
EXVLQHVV�UHTXLUHPHQW�GRFXPHQWV�RU�KDQG�R�GHYHORSPHQW�JXLGHOLQHV�DQG�WHFKQRORJ\�IUDPHZRUNV�WR�SURMHFW�
teams—they roll up their sleeves and pitch in. Principal engineers own all aspects of the services they build, 

IURP�GHYHORSPHQW�HRUWV�WR�RSHUDWLRQDO�UHVSRQVLELOLWLHV��7KH\�VSHQG�WLPH�ZLWK�FXVWRPHUV�DQG�XQGHUVWDQG�
and apply themselves to customer problems, but they’re also in tune with their product’s day-to-day 

operations, helping shape activities such as operational readiness reviews and change management. If 

something goes wrong with a service in the middle of the night, the principal engineer gets the call. 

A self-organized community of principal engineers meets weekly to develop standards, share information, 

DQG�EXLOG�UHODWLRQVKLSV��7KH�JURXS�KROGV�WDONV�IHDWXULQJ�WRSLFV�VXFK�DV�WKH�GHVLJQ�RI�D�VSHFLȴF�VHUYLFH�RU�
the availability of new ideas or tools. Typically, hundreds of engineers are in the room, with additional 

thousands watching the video stream. Group members created a set of fundamental values that outline the 

overarching philosophy of the role and function; these tenets help set performance standards and serve 

as decision-making guidelines. The community also organizes design and operational reviews that give 

PHPEHUV�RSSRUWXQLWLHV�WR�SURYLGH�IHHGEDFN�RQ�QHZ�VHUYLFHV�DQG�VROXWLRQV�LQ�GHYHORSPHQW��6HYHUDO�WLPHV�D�
\HDU��PHPEHUV�KROG�RVLWH�PHHWLQJV�WR�EXLOG�D�VHQVH�RI�FRPPXQLW\�DQG�PDLQWDLQ�DOLJQPHQW�RI�WKH�GLHUHQW�
product teams.

Principal engineers have worked in this way since I started working at Amazon more than two decades ago. 

Because it works so well for us, it’s almost unthinkable that we’d change. As their teams’ guiding technical 

light, principal engineers set the standard for engineering excellence, provide unprecedented understanding 

of customer problems, and equip our enterprise architecture to maximize our innovation speed.
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EXECUTIVE PERSPECTIVES

As demands for computing and 

data services grow, CFOs, CIOs, 

and architects can collaborate to 

future-proof technology and 

reduce organizational technical 

debt. They should consider four 

key questions about their 

existing computing architecture. 

First, can the existing computing 

architecture meet the company’s 

growth needs, either organically 

RU�WKURXJK�0	$"�6HFRQG��LV�LW�
ȵH[LEOH�HQRXJK�WR�VXSSRUW�
strategy changes, for example, 

divesting a business without 

OHDYLQJ�VWUDQGHG�FRVWV"�7KLUG��
what are the primary risks to the 

architecture—for example, 

obsolescence, scaling, and 

WHFKQLFDO�GHEW"�)LQDOO\��KRZ�ZLOO�
architecture shape future capital 

expenditure and operating 

H[SHQVH�PRGHOV"�)RU�H[DPSOH��
with the growth of cloud services, 

moving key architecture 

components to the public cloud 

may drive operating costs and 

FDSLWDO�H[SHQGLWXUHV�WR�GLHU�
VLJQLȴFDQWO\�IURP�WKRVH�LQ�
models. Working together, 

ȴQDQFH�DQG�Ζ7�FDQ�PRGHO�RXW�
likely future tech costs and then 

DOORFDWH�FDSLWDO�WR�ȵH[LEOH�
architectures that meet the 

changing needs of the business.

Risk lies in changes being made 

to existing technology stacks and 

systems. The more dynamic 

those changes are, the more 

important it will be to consider 

potential risk impacts from the 

earliest planning stages of any 

SURMHFW��$V�\RX�EHJLQ�UHGHSOR\LQJ�
architects to IT’s front lines, 

consider embedding them in 

'HY6HF2SV�WHDPV�WR�PDNH�VXUH�
that architecture concerns are 

IDFWRUHG�LQWR�DQ\�SURMHFWV��
Likewise, in architecture trans-

formation initiatives, architects 

can take greater responsibility for 

understanding and addressing 

ULVN�LVVXHV��8QIRUWXQDWHO\��LQ�
some initiatives, planners treat 

risk as a box to check. Without a 

baseline understanding of a 

SURMHFWȇV�ULVN�SURȴOH��LW�EHFRPHV�
PRUH�GLɝFXOW�WR�GHWHUPLQH�WKH�
PRVW�HHFWLYH�ZD\�RI�PDQDJLQJ�
risk in the future. Does the 

SURMHFW�UHTXLUH�MXVW�RQO\�DQ�LQLWLDO�
DVVHVVPHQW��RU�LV�LW�VXɝFLHQWO\�
G\QDPLF�WR�MXVWLI\�RQJRLQJ�
DVVHVVPHQWV"�$QG�ZKDW�LPSDFW�
FRXOG�ȵH[LEOH��FRPSRQHQW�EDVHG�
architectures have on overall risk 

SURȴOHV"�7KH�VWDNHV�DUH�WRR�KLJK�
to answer these questions 

retroactively. Modernization and 

risk planning should be part of 

the same process.

Technical debt and legacy 

technology constraints can 

undermine even the best 

innovation strategy. If your 

organization is so hamstrung by 

system complexity that it is 

unable to take advantage of new 

tools that are disrupting your 

markets, your company is likely 

already losing its competitive 

advantage. CEOs typically do not 

engage directly with architects, 

but they can support architects 

in their expanded roles by 

creating an enterprisewide 

culture of risk-taking, innovation, 

and cross-pollination. This means 

encouraging everyone to step 

outside of their skill silos and 

broaden their perspectives by 

talking to others across the 

organization. Because archi-

tecture is now more strategically 

important than ever, it follows 

that architects should engage 

regularly with strategy 

stakeholders of all stripes. 

Diverse perspectives often lead 

WR�PRUH�HHFWLYH�GHFLVLRQ�
making—a rule of leadership that 

CEOs have long embraced. This 

VDPH�UXOH�FDQ�EHQHȴW�DUFKLWHFWV��
They are, after all, the individuals 

who understand existing systems 

and constraints and are best 

positioned to design the 

strategies that will support 

emerging technologies and 

strategic priorities during the 

next decade.

STRATEGY RISKFINANCE
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ARE YOU READY?

What role do your most senior 

architects play in shaping future 

V\VWHPV�DQG�VHUYLFHV"�+RZ�DUH�
they directly responsible for 

DFKLHYLQJ�EXVLQHVV�RXWFRPHV"

What programs do you have in 

place to recruit, grow, and retain 

skilled architects with both depth 

and breadth across technology 

DUFKLWHFWXUH�GRPDLQV"

What teams are your architects 

SDUW�RI"�:LWK�ZKRP�GR�\RXU�
architects work daily—each other, 

software developers, business 

FROOHDJXHV��HQG�XVHUV"

LEARN MORE

1

2

3

BOTTOM LINE 
IT leaders at incumbents are realizing that the science of 

architecture—and the technologists who practice it—are more 

strategically important than ever. The architecture awakens 

WUHQG�RHUV�&Ζ2V�DQ�RSSRUWXQLW\�WR�PRYH�DUFKLWHFWV�IURP�WKHLU�
traditional ivory towers to the IT trenches where their talents 

can have greater impact. Empowered architects can then work 

DW�WKH�YDQJXDUG�RI�GLJLWDO�WUDQVIRUPDWLRQ�HRUWV��WXUQLQJ�ULJLG�
DUFKLWHFWXUHV�LQWR�ȵH[LEOH�SODWIRUPV�IRU�IXWXUH�EXVLQHVV�VXFFHVV��

THE FUTURE OF WORK 
IN TECHNOLOGY 

Get a glimpse of what 

awaits the technology 

workforce of tomorrow.  

DELOITTE ON CLOUD BLOG
Stay on top of the latest 

cloud news, views, and 

real-world insights.    

HOW OPEN SOURCE 
SOFTWARE IS TURBO-
CHARGING DIGITAL 
TRANSFORMATION
Explore�WKH�ZD\V�266�LV�
sparking collaboration  

and productivity.  
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Look beyond                     to                     to help 
guide today’s business and technology decisions.

T R E N D  S U M M A R Y

what’s new what’s next



T+(�%(67�:$<�to predict the future is to 
create it.” Peter Drucker’s well-worn adage 
FRQWDLQV�DW�OHDVW�WZR�GLVWLQFW�LGHDV��7KH�¿UVW��

that initiative and determination trump passivity 
and idle speculation. The second? The notion 
that prediction is itself a fool’s errand because the 
future is essentially opaque and unknowable. 

%XW�DV�ZH�GLVFXVVHG�LQ�Tech Trends 2019, if you 
can be deliberate about sensing and evaluating 
emerging technologies, you can make the 
unknown knowable. The principled consideration 
of tomorrow can be a profoundly useful tool in 
guiding today’s business and technology decisions. 
Using a traditional one-to-two-year budgetary 
lens, a company might be inclined to incrementally 
DGMXVW�ODVW�\HDU¶V�EXGJHW�E\�IDFWRULQJ�LQ�QH[W�\HDU¶V�
forecast. A longer view challenges us to rethink this 
approach and make entirely new bets. Disciplined 
futurism can help us avoid overindexing on  
the past. 

There’s an inherent tension in planning for the 
KRUL]RQ�EH\RQG��:KLOH�WKH�IXOO�SRWHQWLDO�RI�WKH�
technologies explored in this chapter may not 
become clear for several more years, there are 
relevant capabilities and applications emerging 
now that can provide a foundation for what’s 
coming next. If you wait several years before 
thinking seriously about them, you may have to 
ZDLW�WKUHH�WR�¿YH�\HDUV�EH\RQG�WKDW�IRU�\RXU�¿UVW�
QRQDFFLGHQWDO�JDLQ��%HFDXVH�WKHVH�IRUFHV�DUH�
developing at an atypical, nonlinear pace, the 
longer you wait to begin exploring them, the 
IXUWKHU�\RXU�RUJDQL]DWLRQ�PD\�IDOO�EHKLQG��

Prospection, not just 

prediction

Prediction is useful, but it is only one of the 
modes of thinking we employ when factoring for 
the future. A more appropriate umbrella term is 
prospecting. Futurists acknowledge that there are 
PDQ\�SURVSHFWLYH�IXWXUHV��DQG�WKDW�RUJDQL]DWLRQV�
would be wise to actively maintain a “matrix of 
maybes”—an inventory of not-ready-for-prime-
WLPH�WHFKQRORJ\�SURVSHFWV�WKDW�PD\��RU�PD\�QHYHU��
drive widespread business impact.

This process of sensing, scouting, and scanning can 
help expand apertures for what is looming beyond 
WKH�KRUL]RQ��DQG�IRU�ZKHQ�DQG�E\�ZKRP��7KLV�ODVW�
point is important. Companies can challenge “not 
LQYHQWHG�KHUH´�RUJDQL]DWLRQDO�ELDV�E\�HPEUDFLQJ�
ecosystems of new players that can help make 
strategies real. It will no longer matter if the 
necessary talent and technology is built, borrowed, 
or bought. Armed with numerous à la carte 
prospects as an input, leaders can use research-
based methods to determine which prospects  
are viable. 

Horizon next

A future look at the trends

Engineering an agile enterprise: National Australia Bank expands  
the role of the technology architect

It will no longer matter 
if the necessary talent 
and technology is built, 
borrowed, or bought. 

“

Horizon next: A future look at the trends
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5(6($5&+�$1'�'(9(/230(17
Signals that can alert you to what’s happening in 
R&D come from several sources. Tracking activity 
over time can help triangulate investment, solution 
maturity, and patterns of advancement. A deeper 
XQGHUVWDQGLQJ�RI�HDFK�FDQ�JLYH�\RX�WKH�FRQ¿GHQFH�
you’ll need to tackle the hardest piece of the 
equation: timing any investment. Sources of intel 
include: 

• Grant funding provides a window into 
SURVSHFWV¶�HDUOLHVW�PRPHQWXP��%HFDXVH�
transformational technologies are often born 
in academic and lab environments, a periodic 

pulse check on grant awards can help you 
learn more about individual initiatives and 
macro movements. 

• Patent applications�EHJLQ�WR�VSLQ�R̆�DV�
concepts mature from ideas to inventions. 
3DWHQW�¿OLQJV�DQG�DZDUGV��ZKLFK�DUH�PDWWHUV�
of public record, provide not only detailed 
visibility into what technologies are coming of 
age but, critically, how they are being designed 
and architected.

• Open-source activity is another helpful R&D 
lens. Twenty years ago, high-value software was 
largely a heavily guarded trade secret. Many 
of today’s emerging technologies are created 
out in the open, by collaborative amateurs 
and professionals.1�%\�VWXG\LQJ�RSHQ�VRXUFH�
software trends, you can begin to detect those 
technology prospects that have the most 
gravitas and momentum. 

• Startup activity�DQG�YHQWXUH�FDSLWDO�LQÀRZV�
can provide insights into the early inklings 
RI�D�FRQFHSW¶V�¿QDQFLDO�YLDELOLW\��%\�IXUWKHU�
monitoring startups’ commercial traction, you 
can begin to understand directional product-
PDUNHW�¿W��,Q�VKRUW��\RX�FDQ�EHDU�ZLWQHVV�WR�
a concept’s graduation from an experimental 
technology to a sustainable business model. 

$:$5(1(66�$1'�$&7Ζ9$7Ζ21�
7KH�¿UVW�FROOHFWLRQ�RI�VLJQDOV�WUDFN�PRQH\�DQG�
invention. The signals below are equally important, 
representing traction and growing impact across 
enterprises as they mature and are deployed in the 
world. 

• Acquisitions activity tells the story of 
an emerging concept’s breakthrough from 
disruptive outsider to constructive insider. 
While any individual M&A deal may distract 
ZLWK�JDXG\�¿QDQFLDOV�RU�D�FXULRXV�VWUDWHJLF�
rationale, the landscape view is typically telling. 

Look beyond                     to                     to help 
guide today’s business and technology decisions.
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what’s new what’s next

Many of today’s emerging 
technologies are created 
out in the open, by 
collaborative amateurs 
and professionals. By 
studying open-source 
software trends, you can 
begin to detect those 
technology prospects that 
have the most gravitas 
and momentum. 
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• Media and PR are also a “tell.” As accelerating 
technologies turn the corner from hope to hype, 
media research and sentiment analysis quantify 
WKH�EX]]��VKLQLQJ�D�OLJKW�RQ�QHZ�HQWUDQWV¶�
marketability and virality. Some skepticism 
here is warranted, as hype cycles can distract 
and disguise barriers to investment. 

• Established vendor road maps mark an 
RUJDQL]DWLRQ¶V�HQWKXVLDVP�IRU��DQG�FRPPLWPHQW�
WR��D�QHZ�WHFKQRORJ\��$V�RUJDQL]DWLRQV�
transition from PR and media campaigns to 
budgeted investment in strategy, processes, 
and people, the pivot from talk to walk begins 
in earnest. 

• Commercial momentum�IRUPDOL]HV�DQ�
emerging technology’s coming of age. Whereas 
the aforementioned lenses are inherently 
supply-side in nature, commercial transactions, 
DW�VFDOH��GHQRWH�TXDQWL¿DEOH�PDUNHW�GHPDQG��
These can be told via press releases, vendor 
case studies, keynotes, and even sometimes 
earnings reports. 

• Job postings FDQ�EH�WKH�¿QDO�SURRI�SRLQW�
for accelerating maturity. From salaried 
MRE�RSHQLQJV�WR�LQFUHDVHV�LQ�GHPDQG�RQ�
crowdsourcing marketplaces, expressed need 
for talent aligned to a given topic or technology 
is a great proxy for growing mindshare 
and investment.

HORIZON NEXT
To make sense of the vast number of technology 
SURVSHFWV��WKHUH¶V�D�FOHDU�QHHG�IRU�D�XQL¿HG�YLHZ�
RUJDQL]HG�E\�ERWK�WKH�macro technology forces and 
E\�WKHLU�DQWLFLSDWHG�WLPH�KRUL]RQ��7KH�FRQVWUXFW�
LQ�¿JXUH���LV�QHLWKHU�H[KDXVWLYH�QRU�SUHFLVH��%XW�
LW�GRHV�FRQYH\�RXU�FRQ¿GHQFH�WKDW�LQ�D�ZRUOG�RI�
uncertain futures, it is possible to bring order to 
and focus attention on a meaningful collection of 
known technologies that can help you shape your 
ambitions, focus your investments, and chart a 
path to tomorrow.

Look beyond                     to                     to help 
guide today’s business and technology decisions.
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As organizations transition 
from PR and media 
campaigns to budgeted 
investment in strategy, 
processes, and people, 
the pivot from talk to 
walk begins in earnest. 
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Patterns between signals

6HQVLQJ��VFRXWLQJ��DQG�VFDQQLQJ�DFURVV�KRUL]RQV�
are techniques meant to help make the future 
PRUH�QDYLJDEOH��$W�WKH�YHU\�OHDVW��WKH\�FDQ�GH¿QH�
WKH�SOD\LQJ�¿HOG�RI�SRWHQWLDOLWLHV��8QIRUWXQDWHO\��
the reality of the volume of concurrent advances 
and the accelerating pace of change can have the 
RSSRVLWH�H̆HFW��7KH\�FDQ�VHHP�RYHUZKHOPLQJ�ZKLOH�
VWRNLQJ�F\QLFLVP��XQGHUPLQLQJ�WKH�FRQ¿GHQFH�
of companies pursuing emerging tech. With so 
much going on, how can you possibly decide what 
matters, much less what to do about it?

Luckily, many of the individual technologies noted 
earlier are themselves building blocks of larger 
FDWHJRULHV�RI�FKDQJH�WKDW�KDYH�WKH�EHQH¿W�RI�EHLQJ�
less volatile, more easily understood, and having 
clearer applications to one’s business or mission. 
The macro forces construct—enablers, disruptors, 
IRXQGDWLRQ��DQG�KRUL]RQ�QH[W²LQWURGXFHG�LQ�WKH�
macro technology forces chapter is an attempt 
to distill decades of technological change into a 
VHW�RI�PDQDJHDEOH�FOXVWHUV��%HVLGHV�EHLQJ�PRUH�
digestible, they remain relevant for longer periods 
of time, allowing momentum to build externally—
consolidation of ecosystems, maturation of product 
DQG�VROXWLRQ�R̆HULQJV��LQFUHDVHG�DQG�LQFUHDVLQJO\�
insightful coverage by analysts and the media—and 
internally, with concrete examples of positive 
impact leading to growing investment appetite and 
SRVLWLYH�ZRUG�RI�PRXWK�DFURVV�WKH�RUJDQL]DWLRQ�

This is no ontological shell game. For most 
business and IT executives, the piece-parts that 
FDQ�OHDG�WR�VLJQL¿FDQW�WHFKQRORJ\�EUHDNWKURXJKV�
DUHQ¶W�MXVW�XQJDLQO\²WKH\¶UH�LQFRPSUHKHQVLEOH��
0XFK�OLNH�WUDGLWLRQDO�5	'�DQG�VFLHQWL¿F�ODEV��
the combinations of underlying technology lend 
themselves to applications and products for the 
broader market. Looking forward is necessary, and 
some of the individual advances will no doubt lead 
to bold new thinking. That said, these broader 
categories will likely represent the biggest bang for 
the emerging technology buck. 

0$&52�)25&(6�5(9Ζ6Ζ7('
The macro technology forces have evolved over 
Deloitte’s 11 years of technology trends research. 
:LWK�RXU�H\HV�RQ�WKH�QH[W�KRUL]RQ��ZH¶OO�GR�D�TXLFN�
deconstruction of ambient experience, exponential 
intelligence, and quantum to look at today’s 
building blocks as we wait for technology advances 
UHTXLUHG�WR�UHDOL]H�WKH�IXOO�YLVLRQ��

%XW�¿UVW��OHW¶V�DSSO\�WKLV�WKLQNLQJ�WR�D�PRUH�
established, familiar concept such as cloud. In 
RXU�¿UVW�Tech Trends�UHSRUW�LQ�������PXFK�RI�
the dialogue with our clients focused on cloud’s 
GH¿QLWLRQ��LWV�SRWHQWLDO�LPSDFW��DQG�LWV�SURMHFWHG�
expanded role in enterprises. Seasoned CIOs 
were dismissive of the concept, arguing that it 
seemed like some old mainframe concepts being 
repackaged. The response 11 years ago is the same 
as today’s response: Those naysayers were not 
technically wrong, but neither was their thinking 
complete. Cloud is absolutely an evolution of 
essential mainframe concepts, from logical 
SDUWLWLRQLQJ�WR�GLVWULEXWHG�VWRUDJH�WR�YLUWXDOL]DWLRQ��
,W�DOVR�UHSUHVHQWV�DGYDQFHV�LQ�VWDQGDUGL]HG�GDWD�
transmission, network protocols, grid computing, 
multitenant resource pooling, identity and access 
management, dynamic provisioning, measured 
VHUYLFHV��WKH�DELOLW\�WR�PHWHU��ELOO�IRU��PRQLWRU��
DQG�FRQWURO�XQGHUO\LQJ�UHVRXUFHV���DQG�PRUH��DW�
scales historically unimaginable, at price points 
that would have been unthinkable, and with an 
unprecedented road map of expanding capabilities 
up, down, and across the technology stack. Choose 
your metaphor: “Cloud” is the meal made from 
these individual ingredients, the symphony for 
these instruments, the molecule for the atoms. 

The most important fact is this: The focus has 
moved from conversations about what’s under the 
hood toward investments in the composite driving 
real business impact. The same is happening for 
WKH�RWKHU�PDFUR�IRUFHV�DW�WKH�KRUL]RQ�QRZ�DQG�
next and will, eventually, happen for those at the 
KRUL]RQ�EH\RQG��
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• Machine-to-machine interfaces

• Internet of Things

• Ȋ6PDUWȋ�GHYLFHV
• Computer vision

• Intelligent conversational interfaces

• Beacons

• 5G

• Edge computing

• �'�REMHFW�PRGHOLQJ
• 6SDWLDO�FRPSXWLQJ
• Dynamic digital content management

• Digital identities

• Brain-computer interfaces

• Extrasensory computing

PATH TO TOMORROW 
Ambient experience, exponential intelligence, and quantum are the nascent macro forces we 

currently see on the distant horizon. Like cloud technologies before them, they will evolve over time 

and perhaps cross-pollinate with other forces to create something wholly new. For each, here’s a 

quick exploration of where they’re heading, and a snapshot of some of the technology breadcrumbs 

helping build toward that potential.

Ambient experience. Represents a world where the physical and the digital are intertwined with 

such elegance and simplicity that we shift to natural, intuitive, and increasingly subconscious (maybe 

even unconscious!) ways of engaging with complex technologies.

Exponential intelligence. *HQHUDO�SXUSRVH�VXSHULQWHOOLJHQFH�DEOH�WR�EXLOG�DOJRULWKPV��FRQȴGHQW�
predictions, and automated responses across complex, dynamic, and constantly evolving domains.

• Deep learning

• Neural networks

• 6\PEROLF�$Ζ
• Reinforcement learning

• Generative confrontational networks

• 6HPDQWLF�FRPSXWLQJ
• Advanced data management

• Advanced visualization

• Data simulation engines

• Cognitive assistance

• Autonomics

• Algorithm exchanges

• Dynamic taxonomy platforms

• Quantum algorithms

• $GYDQFHG�TXDQWXP�6'.V
• Hybrid quantum/classical algorithms

• Native quantum algorithms

• Quantum machine learning

• Quantum cryptography

• Quantum communication

• Quantum sensing

• Advanced quantum simulators

• Quantum computing

• Quantum annealing

• Topological quantum computing

Quantum. Evolution of computing to harness the power of quantum dynamics to dramatically 

unlock new workloads and insights. 

Each of the macro forces and the broader inventory 
RI�HPHUJLQJ�WHFKQRORJLHV�ZLOO�PHDQ�GL̆HUHQW�
WKLQJV�WR�GL̆HUHQW�LQGXVWULHV�DQG�JHRJUDSKLHV��%XW�
one thing is universal: None of these individual 
WHFKQRORJLHV�FRPSULVHV�D�VWUDWHJ\��%DODQFLQJ�WKH�

maturing of each individual technology with the 
QHHG�WR�SURMHFW�SRWHQWLDO�EXVLQHVV�XVH�FDVHV�DV�
they come together is where the action is. It is also 
nearly impossible to do without an intentional, 
structured approach to sensing and incubation. 
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E17(535Ζ6(�%86Ζ1(66�$1'�WHFKQRORJ\�OHDGHUV�DUH�QRW�WKDW�GLHUHQW�IURP�YHQWXUH�FDSLWDOLVWV��ΖQ�DQ�HUD�
in which innovation is a business imperative, we share many of the same challenges. We’re all trying to 

predict which technology trends have the potential to drive the most value. 

7KHUHȇV�QR�VHFUHW�IRUPXOD�IRU�ȴQGLQJ�WKH�QH[W�ELJ�EUHDNWKURXJK��$QGUHHVVHQ�+RURZLW]�SDUWQHUV�VLW�WKURXJK�
thousands of entrepreneur pitches every year and serve as board members for hundreds of startups. Those 

conversations are a window into the future—not necessarily because they allow us to identify the next new 

tech trend but because they give us insight into how current industry trends are 

HYROYLQJ�WR�LQȵXHQFH�HQWHUSULVHV�LQ�WKH�IXWXUH��+HUH�DUH�WKUHH�FXUUHQW�WUHQGV�ZH�
H[SHFW�WR�OHDYH�WKHLU�PDUN�RQ�HQWHUSULVHV�LQ�WKH�FRPLQJ�WKUHH�WR�ȴYH�\HDUV��

Ascendancy of data. In the past, a software system’s code dictated its 

performance, accuracy, security, and compliance. Increasingly, these 

characteristics are dictated by the data being fed into systems: The code (via 

machine learning) obediently learns from the data and spits out business 

insights and predictions. Technologists know how to handle code, but dealing 

with data is intrinsically more challenging. Data is heavy-tailed and complex, 

and like a fractal, it’s self-similar—closer to computational physics than to 

HQJLQHHULQJ��7KH�WRROVHWV�IRU�ZRUNLQJ�ZLWK�GDWD�DUH�FRPSOHWHO\�GLHUHQW�WKDQ�WKRVH�IRU�ZRUNLQJ�ZLWK�FRGH��$V�
a result, we expect the entire enterprise technology stack to be refreshed to accommodate data’s primacy 

over code.

The ascendancy of data also presents a volume challenge. The availability of inexpensive data warehouses 

allowed enterprises to amass vast amounts of data. But the economies of scale that are often seen with 

software and hardware products are missing—in fact, the unit economics of increasing data are almost 

always worse. Many entrepreneurs and business leaders seem to expect that turning an algorithm loose 

RQ�D�ODUJH�YROXPH�RI�GDWD�ZLOO�PDJLFDOO\�FRQMXUH�YDOXDEOH�SDWWHUQV�DQG�LQVLJKWV��%XW�PRUH�GDWD�DOVR�PHDQV�
PRUH�QRLVH��PRUH�UHGXQGDQF\��DQG�PRUH�HRUW�WR�NHHS�LW�IUHVK��ΖGHQWLI\LQJ�WKH�YDOXH�RI�WKHLU�GDWD�FDQ�KHOS�
enterprises develop a sustainable plan for using it to gain competitive advantage and build a defensible 

long-term business.

Cost and margin structure of cognitive technologies. Businesses are using machine vision, machine 

learning, and natural language processing to tackle problems at scale that we could never dream of 

before. Consider, for example, large operational centers that deal with huge amounts of data or industrial 

applications such as picking and packing agricultural products. 

6RIWZDUH�GULYHQ�EXVLQHVV�SURFHVV�DXWRPDWLRQ�KLVWRULFDOO\�KHOSHG�FRPSDQLHV�DFKLHYH�KLJKHU�SURȴW�PDUJLQV��
but we don’t fully understand the margin structure for some cognitive technologies, particularly those that 

use a lot of data storage and computational power—for example, image processing, text recognition, and 

QDWXUDO�ODQJXDJH�SURFHVVLQJ��ΖW�FRVWV�URXJKO\�WKH�VDPH�WR�XVH�KXPDQ�ZRUNHUV�WR�PDNH�FRPSOH[�MXGJPHQWV�
using unstructured and paper-based information as it does to use cognitive technologies to do the same. 

MY TAKE
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:H�FDQ�EHJLQ�WR�VHH�D�FRVW�GLHUHQWLDO�ZKHQ�ZH�XVH�FRJQLWLYH�WHFKQRORJLHV�WR�GHDO�ZLWK�PRUH�VWUXFWXUHG�DQG�
electronic information.

The progress we’ve made has led some business and technology leaders to adopt an “end of theory” 

philosophy. In this line of thinking, even when a company doesn’t know a business problem exists, applying 

DUWLȴFLDO�LQWHOOLJHQFH��PDFKLQH�OHDUQLQJ��DQG�RU�DXWRPDWLRQ�ZLOO�UHYHDO�ERWK�WKH�SUREOHP�DQG�LWV�VROXWLRQ��%XW�
until it’s clear that leaning heavily on these technologies can actually lower costs, a good way to deliver value 

LV�WR�ȴUVW�XQGHUVWDQG�WKH�FRVWV�DQG�PDUJLQV�RI�FRJQLWLYH�DSSOLFDWLRQV�DQG��WKHQ��GHWHUPLQH�WKH�DSSURSULDWH�
combination of human workers and cognitive technologies that produces the best cost/performance ratio.

Bottom-up technology adoption. The decentralization of technology buying from procurement specialists 

to the business end user will continue to have huge implications for product design and adoption. For many 

years, CIOs and other technology leaders have been managing the security, support, and budget implications 

of this issue—variously termed consumerization of IT, “consumerprise,” B2C2B, or shadow IT—aiming 

to strike a comfortable balance between controlling technology and employee productivity and morale. 

Consider the user-driven enterprise adoption of consumer-branded smart watches, hardware security keys, 

6DD6�SURGXFWLYLW\�DQG�FROODERUDWLRQ�VROXWLRQV��DQG�HYHQ�RSHQ�VRXUFH�FRUH�LQIUDVWUXFWXUH�

Today’s most promising startups are betting their businesses that bottom-up enterprise technology 

adoption will soon encompass nearly every enterprise technology product and solution. When everybody’s 

a technology buyer, products will continue to become easier to use and the cost per product or license will 

decrease. The shift to bottom-up technology adoption mandates a massive shift in the way organizations 

adopt and purchase technology. Businesses will need—soon—a comprehensive plan for addressing this 

purchasing shift.

The startups and entrepreneurs we talk to are our eyes and ears in the market. Their product and solution 

pitches help us understand consumer and business problems and how today’s technology and business 

trends are evolving to address them. By understanding how bottom-up technology adoption, the ascendancy 

RI�GDWD��DQG�WKH�FRVW�DQG�PDUJLQ�VWUXFWXUH�RI�FRJQLWLYH�WHFKQRORJLHV�DUH�LQȵXHQFLQJ�WKHLU�EXVLQHVV�PRGHOV�
QRZ�DQG�ZLOO�FRQWLQXH�WR�GR�VR�LQ�WKH�IXWXUH��HQWHUSULVHV�FDQ�WDNH�D�VWHS�WRZDUG�IXWXUH�SURRȴQJ�WKHLU�
businesses to support agility and innovation.
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Backcasting: From 

SUREDEOH�WR�SURȴWDEOH

%\�VWHSSLQJ�EDFN�IURP�WKH�SRVVLEOH��WKURXJK�
the probable, we can get to the sober work of 
backcasting: planning today’s technology decisions 
and investments in concert with tomorrow’s 
likely ends. Enterprising leaders see these 
emerging technology prospects not as threatening 
GLVUXSWLRQV�RU�GLVWUDFWLQJ�VKLQ\�REMHFWV�EXW��UDWKHU��
DV�WKH�EXLOGLQJ�EORFNV�RI�WKHLU�RUJDQL]DWLRQ¶V�IXWXUH�

There’s growing interest among enterprises in 
looking beyond what’s new to what’s next, and 
little wonder—an understanding of what’s coming 
can inform early budget planning and enable the 
relationships that make it possible to reap the 
associated rewards when the time comes.

%XW�DW�SUHVHQW��PDQ\�HQWHUSULVHV�ODFN�WKH�
structures, capabilities, and processes required to 
KDUQHVV�WKHVH�PDFUR�IRUFHV�DQG�LQQRYDWH�H̆HFWLYHO\�
in the face of exponential change. It might be 
tempting to fund a stable of smart scientists and 
engineers and let them pursue ideas and technical 
proofs of concept in a vacuum. While this approach 
can bring technologies to life, this group often 
struggles to create solutions that truly add lasting 
value to the company.

/HDGLQJ�RUJDQL]DWLRQV�KDYH�D�GLVFLSOLQHG��
measured innovation program that aligns 
innovation with business strategy and a long-term 
technology landscape. They take a programmatic 
approach to sensing, scanning, vetting, 
experimenting, and incubating these future macro 
technology forces—until the technology, the 
market, and the business applications are ready on 
an enterprisewide scale. 

&/$5Ζ)<�7+(�/$1'6&$3(�2)�1(:�
7(&+12/2*Ζ(6�$1'�3/$<(56
:LWK�VHQVLQJ��RUJDQL]DWLRQV�FDQ�VWD\�RQ�WRS�RI�
new developments in technology, and identify and 
understand how they are driving advancement. 

Establishing a culture of curiosity and learning in 
\RXU�RUJDQL]DWLRQ�KHOSV�EXW�OLNHO\�ZRQ¶W�EH�HQRXJK��
considering the pace of change and the complexity 
RI�HPHUJLQJ�¿HOGV��7R�VXUYH\�WKH�ODQGVFDSH�DQG�
unearth the technologies and companies that may 
EH�GH¿QLQJ�WKH�IXWXUH��OHDGHUV�VKRXOG�FRQVLGHU�
several concurrent approaches.

• Sense-making.�0DQ\�RUJDQL]DWLRQV�DUH�
establishing internal sensing functions to 
explicitly monitor advances and imagine 
LPSDFWV�RQ�WKH�EXVLQHVV��%HJLQ�EXLOGLQJ�
hypotheses based on sensing and research. 
Identify a macro technology force and 
K\SRWKHVL]H�LWV�LPSDFW�RQ�\RXU�SURGXFWV��\RXU�
production methods, and your competitive 
environment in early and mid-stage emergence. 
Then perform research around that hypothesis, 
using thresholds or trigger levels to increase or 
decrease activity and investment over time. 

• Trusted collaborators. Companies can 
leverage their existing set of vendors and 
alliances to get the pulse of their direct and 
FORVHVW�FROODERUDWRUV��&RQVLGHU�KROGLQJ�MRLQW�
innovation workshops to understand the 
YDULDEOHV�GLUHFWO\�D̆HFWLQJ�DQ�RUJDQL]DWLRQ��
,W�FDQ�KHOS�\RXU�RUJDQL]DWLRQ�WDS�LQWR�QHZ�
thinking, and your established partners’ road 
maps can, in turn, spur new ideas. This can 
also start the process of collaboration within 
traditional circles while identifying and 
launching leading change agents.

• A nontraditional path. Some leading 
companies are also forging new relationships. 
Develop a broader ecosystem with 
nontraditional stakeholders—such as startups, 
scientists, incubators, venture investors, 
academia, and research bodies—which can lead 
to a wide range of fresh perspectives. In turn, 
\RXU�RUJDQL]DWLRQ�FDQ�VHUYH�DV�WKH�OLIHEORRG�IRU�
VWDUWXSV��ZKRVH�H[LVWHQFH�PD\�UHVW�RQ�¿QGLQJ�
the right partners and customers quickly to 
create an interconnected market. 

Tech Trends 2020

120



+$51(66�7+(�3266Ζ%/(
At some point, your research reaches a threshold 
at which you can begin exploring the “state of the 
possible.” In early stages, forgo exhaustive business 
cases and instead focus on framing scenarios 
around impact, feasibility, and risk.

• Show versus tell. Look at how others in your 
industry are approaching or even exploiting 
these forces. At this point, show is better than 
tell. Try to collect 10 or more examples of what 
others are doing. These can help you and your 
colleagues better understand the technology 
forces and their potential.

• State of the practical. Once your 
RUJDQL]DWLRQ�EHWWHU�XQGHUVWDQGV�WKH�IXWXUH�
macro forces and their potential impact, 
convene around the “state of the practical.” 
6SHFL¿FDOO\��FRXOG�WKRVH�VDPH�DSSURDFKHV�
KDUP�RU�EHQH¿W�\RXU�EXVLQHVV"�:KDW�DERXW�
this opportunity is desirable from a customer 
perspective? And importantly, do you have the 
critical capabilities and technology assets you 
ZLOO�QHHG�WR�FDSLWDOL]H�RQ�WKLV�RSSRUWXQLW\"�

• Exploration into experimentation. 
To move beyond exploration and into 
H[SHULPHQWDWLRQ��WU\�WR�SULRULWL]H�XVH�FDVHV��
develop basic business cases, and then 
build initial prototypes. If the prototypes 
yield results—perhaps with some use case 
pivots—then you may have found a winning 

combination of technology, innovation, and 
business strategy.

Ζ1&8%$7(�1(:�352'8&76��62/87Ζ216��
6(59Ζ&(6��$1'�%86Ζ1(66�02'(/6
When the experiment’s value proposition meets 
the expectations set forth in your business case, 
then you can consider more substantial investment 
by moving into incubation, where you foster the 
growth of technology-driven products, solutions, 
services, and even new business models. 

• Dedicated team. Some companies have 
established innovation centers that are 
VHSDUDWH�IURP�WKH�FRUH�EXVLQHVV�DQG�VWD̆HG�
with dedicated talent. These formal initiatives 
typically have incubation and scaling expertise. 
They may also have the capacity to carry out the 
level of enhancement, testing, and hardening 
needed before putting your innovation 
into production.

• Turtle or hare?�%H�FDXWLRXV�DERXW�
moving too quickly from incubation to full 
production. Even with a solid business case 
and encouraging experiments with containable 
circumstances and uses, at this stage your new 
innovation is not proven out at scale. You will 
likely need an incubator that has full scaling 
abilities to carry out the level of enhancement, 
WHVWLQJ��DQG�¿[HV�QHHGHG�EHIRUH�SXWWLQJ�\RXU�
new idea out into the world at full force. 

BOTTOM LINE 
6RPH�WKLQN�RI�WHFKQRORJ\�LQQRYDWLRQ�DV�QRWKLQJ�PRUH�WKDQbeureka!bPRPHQWV��:KLOH�WKHUH�LV�DQ�
element of that, harnessing advanced technology to create new opportunities is more about 

SURJUDPPDWLF��GLVFLSOLQHG�HRUW��FDUULHG�RXW�RYHU�WLPH��WKDQ�LW�LV�DERXW�LQVSLUDWLRQ��2UJDQL]DWLRQV�
VKRXOG�FRQVLGHU�KRZ�WR�HVWDEOLVK�D�SURJUDP�WKDW�FDQ�HHFWLYHO\�LGHQWLI\��HYDOXDWH��DQG�LQFXEDWH�WKHVH�
future macro technology forces to transform their enterprises, agencies, and organizations—before 

WKH\�WKHPVHOYHV�DUH�GLVUXSWHG��ΖQ�D�ZRUOG�RI�VHHPLQJO\�LQȴQLWH�XQNQRZQV��LW�LV�SRVVLEOH�WR�IRFXV�
attention on a meaningful collection of known technologies that, taken together, can help you chart a 

path to the next horizon.
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